
Cloud Security  

PerkinElmer Signals Notebook systems are deployed 
at cloud provider Amazon Web Services (AWS). AWS 
implements best practices industry standards for 
security, and is regularly audited against comprehensive 
frameworks such as AICPA: AT 801 (formerly SSAE 16) 
and ISO 27001 to ensure quality. More information is 
available on Security at: http://aws.amazon.com/security/ 
and compliance at: http://aws.amazon.com/compliance/. 
Service Organization Control (SOC) Type I,II reports are 
available from Amazon Web Services here: https://aws.
amazon.com/compliance/soc-faqs/ 

Secure Development Environment 

PerkinElmer follows Secure Software Development 
practices. Segregation of duties is enforced at all stages 
of development, test and production environments. 
Developers reside at one of PerkinElmer offices or remotely. 
The Developers don’t have access to the secure data centers 
or cloud production environments. Operations Engineers 
are physically allowed near routers, switches and servers. 
All PerkinElmer staff undergo regular Security Awareness 
training as part of their employment obligations.

Authentication

User IDs and passwords are required to log into the Signals 
Notebook application. 

Each Signals Notebook user has a unique login username 
and password. PerkinElmer employees cannot view or 
access a customer password as it is hashed. There is a 
password reset option available via the reset link in the 
main login screen. 

Signals Notebook is a multi-tenant application, where 
each tenant has its own set of DB tables. For each 
tenant there is a tenant administration account which is 
used to configure users, groups, roles and other tenant 
configuration settings. A tenant can be configured to use 
its own Identity provider (user authentication mechanism) 
or use the PerkinElmer’s authorization system (the default). 

There is no broader Admin account with access to multiple 
customer information. 

PerkinElmer employees do not have access to any of the 
user profile. Only select employees (five) of PerkinElmer 
have access the database. The employees have no reason 
for accessing customer data. Employees may only access 
your data if specifically authorized for troubleshooting. 

Protecting the security and confidentiality of customer data is paramount to PerkinElmer.  Learn about the 
ways in which we work to keep our customers’ information secure.
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To learn about the latest improvements and newest capabilities to Signals Notebook,  
please bookmark our Monthly Updates page:  

http://info.perkinelmer.com/2017-SignalsNMonthlyNews-LP.
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Encryption and Data Security   
The platform supports the following protocols i.e. TLS 1.1, 
1.2 and 1.0. All insecure ciphers are filtered out. The platform 
supports 112-Bit Cipher (2048-bit SHA2 SSL certificate exchange 
and 256-bit data encryption). Before an EV SSL Certificate 
is issued, GeoTrust, a registered Certificate Authority (CA), 
performs a rigorous validation to ensure that the trusted 
green HTTPS address bar is only associated with the trusted 
organization. Public Key Infrastructure (PKI) has this high level of 
communication security. 

Any data transfer through the public network is encrypted in 
transit use HTTPS Encryption. HTTPS Encryption offers protection 
from “eavesdropping” and “Man in the middle” attacks. 
Communications between application and database servers are 
encrypted as well. 

Web Application Security   
PerkinElmer Signals Notebook application is built with industry 
best practice safeguards such as input data validation, and all 
passwords are hashed, so no PerkinElmer employees have access 
to customer passwords. 

Data Privacy    
Data resides closer in the region where the system is running in. 

Monitoring/Error Response     
Cloud systems are monitored for application performance 
and availability. Security events and log data is aggregated for 
regular review. 

Exceptions are reported to the support personnel and relevant 
actions are taken accordingly. 

Business Continuity and Availability    
The PerkinElmer Signals Notebook platform is designed to 
be resilient, and can restore services automatically for certain 
outages. PerkinElmer Signals Notebook stores a full, nightly 
backup of all customer data. 

Disaster Recovery    
PerkinElmer utilizes regional availability zones for service and 
access to all cloud applications. The Signals Notebook platform is 
resilient and designed to auto recover from adverse events that 
may impact database, application servers or network services etc. 

Backup    
Database backups: Automatic backups occur daily. Backups are 
maintained for 14 days and are geographically disperse across 
multiple availability zones.  

Security Assessments     
PerkinElmer conducts proactive security assessments at 
a network, host and an application level. All identified 
vulnerabilities are remediated in a timely fashion.




