
PerkinElmer Cloud Services

Enabling Faster Informatics Deployments with Cloud Platform 

End-to-end cloud services platform 

PerkinElmer cloud services deliver end-to-end solutions by 
integrating, automating, and improving complex and costly on 
premise deployments of applications and services to a managed 
global platform.

PerkinElmer cloud services are designed to support customers 
with a variety of SaaS and PaaS applications and services that 
meet or exceed even the most demanding requirements for 
performance, security, and compliance.

From initial pilot, testing, and development to managing 
production environments, PerkinElmer cloud services provides 
customers with a flexible range of services and deployment 
models that suit their business objectives and long-term goals.

Simplified application deployment and fully managed 
production services 

PerkinElmer cloud services provide ease of deployment to 
your organization. 

Our proprietary platform combines the global infrastructure 
of Amazon Web Services™ and Microsoft® Azure with our 
experience supporting global applications with complex 
operations, without compromising performance or security.

Customers benefit from the speed in which applications and 
services can make their way through development and testing 
and can easily expand the volume of services to accommodate a 
broad range of application suites without incurring integration 
delays or expensive services engagements.

Enterprise cloud services that scale globally 

PerkinElmer cloud services support geo-specific locations; 
including deployment in the United States, the European Union, 
and Asia-Pacific regions. 

Our global platform and single tenant options enable customers 
to comply with all applicable privacy laws governing data and 
personal information.

We provide a full range of integration services and employ 
encrypted VPN connectivity between the cloud and on-premises 
environments to quickly enable enterprise connectivity, data 
exchange, and secure computing. 

Built on industry leading infrastructure  

PerkinElmer cloud services leverage a proprietary platform 
that runs on Microsoft® Azure and Amazon Web Services™ 
infrastructure as a foundation of enterprise-grade cloud services. 

We provide full support for integrating complex front-end and 
back-end business operations and offer single low cost multi-
tenant subscriptions as well as single tenant and virtual private 
cloud capability.  

Each single tenant platform is designed to isolate and protect 
customers, and their data, providing security and controls for 
compliance. Unified support through a 24x7 service desk handles 
Tier 1 cloud service and escalation management for application 
issues for subscribers of production support services.

PerkinElmer cloud services are managed by team of experts with 
our 24x7 SOC2 certified operations center providing continuous 
monitoring and operational support. Secure computing, 
continuous security monitoring and workload security controls 
facilitate compliance requirements and data protection.

Tenant administration and super user access is provided via a  
self-service portal for customers wishing to administer their own 
users and groups with applications or suites.



Secure cloud platform 

The PerkinElmer cloud platform was built with security in mind, 
maintains data integrity, confidentiality, reliability, and flexibility 
to enable customers to access a wide range of applications.  
Our platform delivers services that are in accordance with security 
best practices and implements controls that employ state of  
the art security technology to ensure end-to-end security and 
privacy needs.

Network Security is a key priority within the PerkinElmer cloud 
environment. We start with border protection that includes 
routers and load balancers to provide high availability even during 
distributed denial of service (DDoS) attacks. 

Border protection is bolstered by our firewall that denies all inbound 
ports with no identified business purpose as well as outbound 
ports. Authorized data that passes through the firewall is then 
subjected to a series of malware scanners as well an intrusion 
detection/prevention system. Monthly, we scan our networks 
internally; and once a year we submit our networks to a third-party 
assessment to identify and correct any new Internet vulnerabilities.

Application Security in the PerkinElmer cloud environment is 
critical to our success, and making sure they are safe and secure 
for our customers is paramount. Consequently, we perform 
numerous internal tests using leading industry tools for code 
scanning and vulnerability assessments. Our teams conduct 
regular “hackathon” exercises on our software during the 
development process. (Black Hat). During this phase, we attempt 
to uncover and then patch subtle issues that are only detectable 
with an intimate knowledge of our source code. 

Applications are submitted (where applicable) to third-party 
assessments to identify and patch any vulnerability that may have 
made it to this point in the lifecycle.

Data Privacy is a top priority within the PerkinElmer cloud 
platform. Global privacy regulations vary considerably, so our 
approach is that protecting to the most stringent standards is 
best. The PerkinElmer cloud platform established a privacy policy 
and makes it publicly available. We also protect the data from 
workstation to destination through the use of a Secure Socket 
Layer (SSL) encryption with a minimum key length of 256 bits. 

We review the privacy policies of countries around the world and 
make sure our controls comply with the most restrictive for data 
transferred and stored in the U.S. To attest to the efficacy of the 
controls, we have been, SOC2 certified and employ FIPS-140 
compliant encryption technology throughout various layers of  
our platform.

24x7 Cloud Operations Center is the operational nerve center 
for PerkinElmer’s cloud services. A dedicated team of engineers 
and analysts monitors operational performance and security 
around the clock. Run time threat protection and IDS/IPS at all 
layers of the platform stack monitored in real time and governed 
by operating procedures that are geared towards a swift response 
and with full end-to-end incident management and resolution.

Our Cloud Operations Center team does not rely on reactive log 
analysis for Security Events and Incident Management, we monitor 
alerts as they occur in real time and utilize a series of proactive 
process and tools to assess, contain, and eradicate threats.  

Cloud Operations Center staff also practice ongoing security 
measures that are not triggered by real time events, and employ 
regular end-end-end security audits based on standards from 
NSA, NIST and SANS.

Incident Management. Our incident response policy details 
the circumstances that would trigger a customer alert and how 
our customers are to be informed. The policy also references 
the response for controlling the lifecycle of a security incident. 
The plan describes the stages and actions associated with those 
stages, from identification, preparation and containment to 
restoration, notification and post-mortem of an event and or 
incident. Under reasonable timeframe following detection, will 
confirm and perform impact analysis of the security incident and 
inform clients through communication channels established in the 
Services Agreement. 

All issues are tracked in our secure management systems. 
Senior level management ensures information security is part of 
PerkinElmer cloud services culture. 
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24x7 cloud support 

Support teams are dedicated to ensuring that cloud services are 
optimized and always running smoothly. Our 24x7 support team 
is capable of resolving Tier 1 technical issues and, beyond that, 
has the ability to accelerate solutions by handling the escalation 
workflow to Tier 2-3 support engineering teams. 

Our cloud support team utilizes state of the art tools and 
resources to proactively monitor the platform and customer 
systems around the clock to find and proactively resolve 
vulnerabilities or performance issues.

Single sign-on and identity management

The PerkinElmer cloud platform provides support for web single 
sign-on (SSO) with SAML 2.0. This industry-proven protocol allows 
enterprises to simplify user authentication while maintaining strong 
security of their web applications. The PerkinElmer Cloud SAML 
2.0 implementation fully conforms to the web single sign-on (SSO) 
and single logout (SLO) profiles. In addition, the PerkinElmer cloud 
platform has proven interoperability with leading identity providers. 

The PerkinElmer cloud platform supports SAML web single-sign 
on and single logout in multitenant environments. This support 
allows application users to access participating tenant applications 
without authenticating when switching between applications. For 
the application developer, multitenant SSO and SLO can reduce 
implementation costs and mitigate security risks. Multitenant 
SSO and SLO are supported when applications run with one 
or multiple service providers and are initiated by the identity 
provider or the service provider. The single logout invalidates all 
the participating SSO sessions so that the user is logged out of all 
the tenants and applications.

GxP qualification

Every company in the GxP arena spends hundreds of thousands 
to millions of dollars developing and maintaining its validated 
computer systems documentation, platforms, hardware, SOPs, 
training, and life cycle. 

The PerkinElmer cloud services are designed to share the 
underlying compliance at the infrastructure and platform level 
to enable companies to validate their application instance to the 
levels they require in order to maintain compliance. 

The PerkinElmer cloud platform allows our customers to focus 
on the application and data, and offers the full qualification of 
the infrastructure and supporting platforms such as operating 
systems, databases, virtualization layers, and containers. 
PerkinElmer cloud operations teams manage the patching, 
maintenance, and break/fix activity. All of the ongoing 
maintenance is carefully documented to help customers keep 
systems properly qualified.

Industry standard single sign-on and federation is built into PerkinElmer Cloud 
Applications and Services.




