
FREQUENTLY 
ASKED  

QUESTIONS
PerkinElmer Cloud

Basic Operations

Q    What's difference between the PerkinElmer 
Cloud and hosting with cloud service providers 
like Amazon AWS or Microsoft Azure?

A    AWS and Azure are not comparable to the PerkinElmer 
Cloud in either pricing model or service offerings. With 
each of those models, an extensive set of requirements 
remain unfulfilled:

   1. Setup, installation, and management

   2. Security and data privacy

   3. Monitoring

   4. Incident management

   5. DevOps

   6. Professional services for customizations

   7. 24 x 7 support

   8. G x P validation (at the infrastructure level)

   9. Upgrades, patching

  10. Performance management

  When working directly with a cloud provider, all of these 
remain the customer’s responsibility. All customers are doing 
is replacing hardware in their data center with hardware 
at their cloud provider. All the staffing and operational 
overhead still remains. 

  The PerkinElmer Cloud is an end to end service 
management platform. When we provision an application, 
it’s a full package, inclusive of the infrastructure, security, 
monitoring, validation, upgrades, patching, 24 x 7 NOC 
and Tier 1 support to name a few. In addition, with our 
cloud service, the customer has the ability to bundle other 
PKI applications and services.

Q    Do you provide a choice of compute sizes  
and types?

A    The PerkinElmer Cloud platform provides a variety of 
resource configuration plans, based on the capacity 
required by each specific application's usage scenarios. 

Q    Does the cloud service platform provide 
for multiple environments (e.g. production, 
development, and testing)?

A    Platform-as-a-Service (PaaS) customers of the PerkinElmer 
cloud can set up additional environments to handle 
development and testing scenarios. Additional costs for 
each environment are applicable.

Data Location and Management 

Q    Do you provide a choice of hosting locations?

A    The PerkinElmer Cloud offer services in multiple regions 
to satisfy customers' requirements for regulatory 
requirements, high availability, or disaster recovery. 
Generally speaking, the services can be deployed in the 
Americas, in Europe, and in the Asia/Pacific regions. 

Q    Do you ensure that data does not get relocated 
in violation of regulatory requirements?

A    Environments are provisioned in consultation with the 
customer and in accordance to regulatory requirements 
and are configured to remain within the regional 
boundaries defined. 
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Q    Does the service provide a means for customers 
to verify the location of their data?

A    Customers can request an audit at any time to confirm 
data residency. 

Q    What are your policies regarding customer 
notification of data seizures by law enforcement 
and government agencies?

A    We comply with all local, state, federal, and international laws 
as per our Terms of Service and Data Privacy statements. 

Q    Do customers maintain right of ownership of 
the data they store on the platform?

A    Although PerkinElmer owns the rights to the overall service 
and physical infrastructure, the general terms of service  
and enterprise agreements specify that ownership rights  
to all data, inputs and outputs of consuming the service,  
are retained by the customer. 

Q    Where can I find the latest Terms and Conditions?

A    They are always available at  
http://info.perkinelmer.com/PerkinElmer-Cloud.

Security and Access Management 

Q    Does your platform provide encryption for  
data-at-rest? 

A    Our platform encrypts all data-at-rest where sensitive 
customer data resides. 

Q    Are applications containerized on the platform? 

A    Our applications, services and micro services are deployed 
to the platform using leading container frameworks. Please 
refer to specific applications’ FAQs for details and exceptions.

Q    Are communications between web browsers 
and the applications on the platform encrypted? 

A    The applications on our platform utilize SSL for encryption 
and the integrity of all traffic.

Q    Is your cloud service SOC 2 compliant? 

A    Our cloud service offering is SOC 2 compliant. A copy of the 
audit report will be provided upon request.

Q    Does your cloud service provide role based 
administration capabilities? 

A    The platform allows customers to configure multiple 
administrator accounts with role-based access to 
administrative functionality such as SSO configuration  
and user administration.

Q    How are administrative access credentials 
securely provided to the customer? 

A    The default administrative credentials for the customer's 
tenant is created by the customer when registering for our 
service on our platform portal application.

Q    What checks are in place to ensure provider 
personnel protection? 

A    Our provider personnel protections are documented in our 
SOC 2 audit accounting. These include the execution of 
employee background checks, logging of administrative 
access to the cloud service, and network separation 
between the cloud service platform and our general-
purpose company LAN.

Q    Do customers have the ability to purge 
all copies of their data from the platform, 
including backups? 

A    Customers can delete all data from the platform, including 
backups via a service request which is confirmed through 
their account manager.

Q    Do customer tenant administrators have 
the ability to manage user access to specific 
applications offered on the platform? 

A    Tenant administrators are able to assign access to specific 
applications for each user within their organization. 
Privileges with any given application are handled within  
the application itself. 

Q    Does your platform integrate with  
enterprise SSO? 

A    Customers may configure enterprise SSO integration  
for administrator accounts using SAML or OAuth via  
the platform portal application.

Q    Does the platform allow for a secure 
connection to a customer's own network, 
creating a VPN for connectivity to on-premises 
applications and data? 

A    We can create VPN tunnels based on customer requirements.

Q    Can customers use their own SSL certificate 
(that is, one that they have purchased from 
a certificate authority [CA] or self-signed for 
testing) for managing SSL/TLS endpoints? 

A    All SSL certificates are provided by PerkinElmer.
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Monitoring, Logging and 
Incident Management 

Q    Does PerkinElmer provide a self-service portal? 

A    Customers are able use our portal application to initiate 
service and support requests and to access documentation 
and training materials. 

Q    What kinds of performance metrics are 
monitored and reported? 

A    The metrics monitored by our platform include:

  • Application throughput and response time

  • Warnings and errors

  • Memory use

  • CPU load

  • Storage I/O and network I/O

Q    Do you monitor performance and balance 
workloads across all available processors, cores, 
clusters, etc.? 

A    The PerkinElmer Cloud platform is designed to balance 
workloads across computing resources. In addition, our  
24 x 7 Cloud Operations Center team utilizes proprietary 
tools to monitor application performance throughout all 
layers of infrastructure and within the application stack. 
As part of our service management offering we undertake 
relevant corrective actions to ensure the most efficient 
performance levels attainable within a given platform 
package. We also proactively make recommendations to 
customers regarding the potential addition of computing 
units based upon performance metrics and technical KPIs.

Q    Does your service track and report customer 
resource consumption based usage? 

A    Our platform tracks customer resource entitlements for the 
purposes of billing and reporting. In addition, our cloud 
platform has the ability to track computing resources such 
as CPU, memory and storage for each customer. This data 
is actively monitored 24 x 7 by our Cloud Operations team. 
Customers can be provided these reports upon request.

Q    Does your platform log all user activity for 
auditing purposes? How is that data provided to 
the customer? 

A    At the platform level, we log all user activity (logins, 
account creation, and role assignments). This data is 
provided to the customer, upon request. Please refer to 
your specific application's FAQ for application specific 
activity logging and auditing support.

Release and Deployment Management

Q    Does the cloud service platform allow for zero 
downtime application updates? 

A    The PerkinElmer Cloud platform enables application 
updates to be deployed with zero downtime by rolling 
upgrades across individual replica nodes, thus ensuring 
that the application remains available as the upgrade 
happens. Additionally, once all nodes are updated, 
the platform measures infrastructure health and other 
application monitoring metrics and can perform an 
automated rollback to the previous version at any time 
during or after the upgrade process. Specific applications 
may not allow for this at this time. Please refer to your 
specific application's FAQ for more details.

Configuration and Change Management

Q    Can customers specify custom names for 
application URLs? 

A    Customers can provide a custom name for their 
application frontend that is incorporated as a  
subdomain in the application URL (example: 
customername.perkinelmercloud.com).

High Availability and Resilience

Q    Is the service capable of distributing traffic 
between multiple instances within or  
across regions? 

A    For application environments with multiple instances 
within a region, or geo redundant deployments, the 
PerkinElmer Cloud platform is configured to route requests 
across environments. This capability is application specific 
however. Please refer to your specific application's FAQ  
for more details.

Q    How does the service handle traffic load on the 
back-end?

A    Our service supports the ability to load balance back-end 
(internally-facing-only) application instances. The service 
supports health checks (that is, avoid sending requests to 
nonresponsive compute instances) and random, round 
robin, weighted and metrics-driven algorithms. Dynamic 
request routing or traffic splitting facilitates a number of 
common scenarios, including load balancing, to maintain 
performance and availability, A/B testing and blue-green 
deployment. This capability is application specific. Please 
refer to your specific application's FAQ for more details.
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Q    Does your service auto scale to accommodate 
increases in usage CPU, memory or storage?

A    Our platform automatically scales up storage as needed 
to ensure data integrity. Our Cloud Network Operations 
Center monitors performance usage and proactively 
communicates with the customers to inform them of the 
need to increase computing resources either vertically (more 
CPU/memory) or horizontally (more instances). Customers 
will also be able view the monitoring dashboards, when 
available on our self-service portal in a later release, to help 
make that assessment as well. Customers can purchase 
additional computing units through their PerkinElmer sales 
team. This functionality is application specific. Please refer 
to your application's FAQ for more details.

Q    How does your service handle node/datacenter/
zone/region failures?

A    Our cloud service platform is designed for 99.999% 
uptime. To maintain the performance and availability of 
our applications, the platform automatically replaces failed 
instances in the event of individual node failures, data 
center or zone failures, and even failures across a region. 
Our Cloud Network Operations Center monitors uptime of 
each component, collecting health metrics, and restarting 
new instances preemptively if necessary. The platform is 
designed to alert our cloud support team automatically to 
ensure uptime and performance.

Q    Should customers expect outages during  
service upgrades?

A    In most cases, patches or upgrades to the underlying 
compute instances will not cause downtime our 
applications or database instances that are used by our 
applications. This is capability is application specific. Please 
refer to your application's FAQ for more details.

Q    What is your specific maintenance schedule? 
What day(s) of the week and times? How often 
does your platform get updated?

A    We maintain a weekly maintenance window of Saturdays 
from 9 am to 3 pm, EST. Our platform is updated as 
necessary, as new features and functions become available.

Disaster Recovery and Backup 

Q    Do you publish your DR test plan and results?

A    As part of our commitment to SOC2 compliance, we 
conduct annual DR tests and provide the results to 
customers upon request. 

Q    How and how often is data backed up?

A    Backups are application and customer specific. Please 
refer to your application's FAQ and your customer's MSA 
for more details. All backups regardless of application are 
maintained for at least 30 days.

Q    Are copies of backups stored off-site?

A    Backups are stored in separate data centers within 
regulatory conforming regions. Customers may have  
specific requirements that can be accommodated by a 
Master Services Agreement. 

Q    Are customers allowed to establish customer 
backup strategies?

A    Customers can make arrangements for additional extended 
back up services. For example, setting up a backup repository 
to a customer owned and managed resource (i.e. their own 
S3 bucket or Box account).

Q    How often do you test your data restore processes?

A    Data restore processes are tested quarterly.

Q    Do you perform data integrity checks on backups?

A    Data integrity checks are performed as standard  
operating procedure.
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Cloud Service Levels and Support

Q    Does the cloud service platform have its own 
published SLA? 

A    Our cloud service SLA is publicly accessible on our website 
at http://info.perkinelmer.com/PerkinElmer-Cloud. This SLA 
covers the service level elements applicable to the cloud 
service platform across all our applications. For application 
specific service levels, please refer to the SLAs respectively 
associated with each specific application.

Q    Does your support SLA apply 24 x 7 in all regions?

A    We maintain 24 x 7 coverage via our Cloud Network 
Operations Center to ensure 24 x 7 SLA support in all regions.

Q    Is your SLA backed by financial remuneration?

A    Our cloud platform SLA provides service credits of five 
days for quarterly uptime ratings between 99.0% - 99.8% 
and 10 days for ratings below 99.0%. Please refer to our 
full SLA for more details (http://info.perkinelmer.com/
PerkinElmer-Cloud). For application specific SLA details, 
please refer to your application's specific FAQ. 

Q    What levels of support are included with your 
platform and what are their response times?

A    Our Cloud Service provides Tier 1 support 24 x 7 for the 
cloud platform. We guarantee customer responses within 
15 minutes. Please refer to your application's specific FAQ 
for application support tiers and response times. 

Q    What kind of support channels are offered with 
your service?

A    Customers receive the same level of phone support 
associated with the specific application they have licensed. 
In addition, our service provides 24 x 7 access to our 
support portal, along with 24 x 7 email access to our 
support team.

Q    Does your service provide live health and 
incident reporting capabilities?

A    In event of any noteworthy incident, we provide proactive 
email notifications to customer tenant administrators.

Q    Does your service provide historical health  
and incident reporting?

A    Historical health and incident reporting is available  
to customers upon request.




