
Introduction

The implementation of
TotalChrom® Chromatography
Data Systems (CDS) with Citrix®

client is a very practical solution
for a variety of management and
regulatory issues. The Citrix
solution offers a degree of control
not easily achieved on a domain-
wide basis without restricting
user desktop access to a level 
that may be unacceptable to other 
business needs. Citrix allows iso-
lation of the application within
a controlled server environment.
Security and management can 
be tailored to meet the regulatory
needs of the organization.

Deployment of the application 
to the user community is seam-
less and does not require system
manager intervention. 

This review is based upon the
assumption that TotalChrom CDS
will be published on dedicated
Citrix servers. If it is necessary to
share Citrix servers or farm with
multiple applications, then com-
promises may need to be made.
TotalChrom CDS can coexist with
other applications on Citrix ser-
vers in the same manner as it
would on a standard client as long
as compatibility and resources
are considered.

Optimizing TotalChrom
Chromatography Data 
Systems With Citrix
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Server specifications

The only server load considera-
tion that should be kept in mind
when planning the implementa-
tion of TotalChrom CDS on Citrix
is that TotalChrom is not one
application. Only TCNAV.exe is
actually published, but multiple
related applications will be active
during normal use. 

The typical Citrix recommenda-
tion of 4MB of RAM for “stan-
dard” users and 8MB for “power
users” will fall short of the actual
usage with TotalChrom. Users 
will typically have TCNAV open,
along with RealTimePlot, Method



Editor, GME, etc. The mix of applica-
tions the user has active can easily run
the session memory usage well above
40MB. Memory is inexpensive, so ser-
vers with at least 2 to 3GB of RAM
should be considered. The number of
Citrix servers that are needed to host
this application will depend on the
number of concurrent connections
anticipated. However, this should not
be the only consideration. If system
accessibility is critical then the use of
multiple Citrix boxes would be pru-
dent. Servers may not crash very
frequently, but they do “hang” and
either drop connections or fail to
accept new logons. Automatic load
balancing is an asset of Citrix that
should not be lightly bypassed.

Installation

The install process for TotalChrom
on a Citrix server is a simple “full”
client install. The only difference
from the server install is the “License
Manager” information field. Since
a significant reason for migration to
Citrix is increased centralization,
two registry changes should be made
to Citrix/TotalChrom servers. Below
is a view of the TCREGEDIT.exe
utility in the PenExe\...\Bin directory.

Two redirections are completed.
One routes the Log files to a central
folder off the Citrix server. The
second redirects the user’s local
configuration settings back to the

License Server. This will combine
all (*.ini) files produced during
normal operation together into the
PenExe\TCCS\Ver6.2.1\Config\
User\“/UserA, UserB, UserC”
folders on the license server. This
will combine all system information
under one folder PenExe\TCCS\
Ver6.2.1\Config. The only files still
being written to the Citrix servers
will be the temporary files in the
PenExe\TCCS\Ver6.2.1\temp. 
Most of the files written to this
folder are self-purging and require
minimal management.

System configuration 
and Citrix

Users accessing TotalChrom through
Citrix session may find some con-
fusion in browsing to servers and
folders. The system manager may
minimize this by pre-configuring
“QuickPaths” to all common server
shares. This template preferences.ini
file can then be placed into all the

user’s personal folders in PenExe\
TCCS\Ver6.2.1\Config\User\UserA,
UserB, UserC,...This also has the
added benefit of defining a common
“look” to the TCNAV application.

A second optional, but possibly
useful TotalChrom configuration
setting would be to add the
“TaskManager.exe” into the APPS
dropdown menu. This gives the
user the option of ending a “hung”

TCNAV application. Otherwise the
user is required to wait for a time-
out before continuing. Access is
automatically limited to the user’s
personal Citrix session. 

Windows configuration

A few Windows® desktop pre-con-
figuration settings can be made 
that will help the user and make 
the Citrix session more seamless.
One setting that relates directly 
to TotalChrom graphics viewing 
is a Windows Folder View option.
The setting “Hide file extension 
for known file types” should be
unchecked as shown next page.

This setting, if left in the default
mode, will prevent viewing re-
scaled graphics in the Chromato-
grams module.

Another setting that may assist the
user in sorting and browsing for
files in folders is to specify the
“Details” file view mode.
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TotalChrom utilizing QuickPaths.

Application Menu with TaskManager.

The program line will contain the local path to
the TaskManager.exe file on the Citrix server.



Users within a Citrix session do, by
default, have the option to launch a
Windows desktop. This is accom-
plished by simply right-clicking and
opening the common fly-out menu.

The “Explore” or “Search” option
will cause a full desktop to be
launched on the Citrix server. This
may raise some security concerns
unless proper policies have been
implemented to limit access. 

Windows 2000® Group Policy Objects
(GPO) allow restrictions to be im-
plemented on servers and users.

All of these are user-specific settings
which are typically made by the user
individually on his/her workstation.
Under Citrix, for a user to set these
settings, the user would need to
launch a Desktop on the Citrix
server and define each parameter. 
If more than one Citrix server has
TotalChrom published then this
would need to be repeated.

The system administrator can 
define these settings for all users. 
By logging in under a user account
and setting up the desired folder
view, mappings and Network Places,
a customized profile will be created.
The profile will be stored under the
user folder in “My Documents and
Settings.” Log back in with an Ad-
ministrative account and copy the
NTUSER.dat file in the template ac-
count folder to the “Default Users”
fol-der. Rename the existing
NTUSER.dat file before copying 
the file into the folder.

All users subsequently logging into 
a Citrix session will adopt these
parameters. If roaming or manda-
tory profiles are used then this would
not be an issue. Existing profiles
should either be deleted or the
NTUSER.dat file overwritten.

This view displays more specific
file information to the user than the
standard Windows default.

An additional feature to assist navi-
gation within the Citrix environment
is the pre-configuration of the few
main “My Network Places” for all
users. Usually the pointers should
be to the primary server shares as
under “Quick Paths.”  These paths
may be redundant to the Quick Path
locations, but depending on which
dialog the user is accessing their use
may be more convenient at times.

Locations are created in My Net-
work Places to desired shares. The
locations are copied to the My Doc-
uments and Settings\Default User\
NetHood folder. Alternately a Drive
Mapping could be defined to a
primary data share.
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Folder Options dialog box in Windows.

Pre-configured share locations under 
Network Places.

Placing NTUSER.dat in the Default User folder.

Windows Explorer® window.

Windows 2000 GPO for My Computer and
Explorer’s context menu.



Creating a local group policy

Step 1 Launch the MMC console from the run menu.

Step 2 Select Add Snap-in.

Step 3 Select Group Policy. 

Step 4 Name and “Save As” the console to a folder.

Step 5 Activate the desired local policies.

These settings can control the user’s
desktop access to a considerable
extent. GPO can be configured on 
a domain or local machine level. If
defined at the local level, the policy
will be applied to all users. At the
domain level an organizational unit
can be created, containing the spe-
cific servers and users. Specific
groups can then have the policy
activated when accessing a Citrix
session on designated servers. Some
of the policy options that can be im-
plemented can prevent the users
from using the Explorer fly-out menu
and hiding local server drives from
the user.

Configuring full desktop and com-
puter group policies is beyond the
scope of this technical note. If control
of only a few basic policy settings is
desired, a local policy may be suf-
ficient. The point to keep in mind is
that this will be applied to all users
accessing the Citrix server directly at
the console or through terminal ser-
vices. Do not lock out critical features
required for server management.

Locking out the Windows Explorer
fly-out menu is done in two steps.
Disabling this function does not
limit basic server maintenance
functions by the administrator and
can easily be enabled temporarily,
when required. It does however
prevent users from launching the
server’s desktop from a Citrix ses-
sion. The option to hide the Citrix
A, B, C and D drives can also be
enabled. This would leave a clean
view for the users, with only net-
work mappings or shortcuts visible.
This policy would probably have
to be disabled during server main-
tenance, if implemented locally. 
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The Windows “Disable Windows Explorer’s default context menu” item
is activated.



Application Appearance tab. Note: Screen size 800 x 600
is required. 
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Application Name tab.

Application Location tab. Note: The actual executable
that is launched is TCNAV.exe. in the PenExe\TCCS\
Ver6.2.1\Bin folder. 

ICA Client Options tab. Note: Audio is not required.
Encryption is optional.

Citrix-publishing TCNAV

The process of publishing TotalChrom is
very basic.

ICA connection options

The Citrix Connection Configuration utility has a
few options that should be considered. Be aware
that ICA settings apply to all applications hosted
by a specific Citrix server. They are configured on
a per server basis.

Advanced Connection Settings window. 
Note: The Disconnect and Idle time should adjust to appro-
priate levels. Disconnect time is activated once an active con-
nection to a client is lost. Citrix maintains the user’s session
information for the specified time, before active information
is lost. Idle time is the log-off time after inactivity.

The Client Settings window will define what Citrix will repli-
cate from a users PC to their terminal session. All Printers and
Drives are replicated by default. It is often more practical to
only allow the users primary “Default” printer to be mapped.
The only other mapping that may be needed is the “Clipboard.”
Drive mapping is not needed. This is handled by Quick Paths,
My Network Places shortcuts or scripted drive mappings.



For a complete listing of our global offices, visit www.perkinelmer.com/lasoffices

©2004 PerkinElmer, Inc. All rights reserved. The PerkinElmer logo and design are registered trademarks of PerkinElmer, Inc. TotalChrom is a registered trademark of PerkinElmer, Inc. or its
subsidiaries, in the United States and other countries. Explorer, Windows and Windows 2000 are registered trademarks of Microsoft Corporation. Citrix is a registered trademark of Citrix
Systems, Inc. All other trademarks not owned by PerkinElmer, Inc. or its subsidiaries that are depicted herein are the property of their respective owners. PerkinElmer reserves the right to
change this document at any time without notice and disclaims liability for editorial, pictorial or typographical errors.

007146_02 Printed in USA

PerkinElmer Life and 
Analytical Sciences
710 Bridgeport Avenue
Shelton, CT 06484-4794 USA
Phone: (800) 762-4000 or 
(+1) 203-925-4602
www.perkinelmer.com

Summary

The reviewed configuration setting
for Citrix and TotalChrom is based
upon the assumption that the Citrix
servers are for exclusive use by this
application. Most of the settings are
compatible with many other appli-
cations. However, TotalChrom is
very often driven to Citrix as a way
of enhancing compliance. There-
fore, security is the primary concern
rather than a terminal session which
attempts to mimic the users desktop.

This is only a basic overview of
some settings which reduce possi-
ble compliance concerns and can
often be implemented at the local
level, by the application manager
directly. Many sites will have im-
plemented domain level security
which may address some of the
issues listed. If Active Directory 
has been implemented, then en-
forcing many security settings is
considerably simplified.

Even without implementing any spe-
cial security policies, a Citrix server
does not present any additional risk
as compared to a standard “fat”
client. However, the centralization,
ease of management and simplicity 
of deployment, make Citrix and
TotalChrom a practical combination.
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