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Chapter 1 
Introduction 

 

The TotalChrom Application Manger’s Guide is a step-by-step guide for installing, 
setting up, configuring, and maintaining the TotalChrom Chromatography System by 
PerkinElmer. After you have installed and configured your system, you can also use 
this guide as a reference for troubleshooting and maintaining your system. 

The chapters in this guide cover the following topics: 

Chapter 1 Introduction 
Describes the chapter contents and manual conventions. 

Chapter 2 Installation 
Describes how to install the software. 

Chapter 3 System Configuration 
Describes how to set up your initial system configuration and change an existing 
configuration. 

Chapter 4 Kickoff 
Describes how to set up and configure Kickoff, an alternative front end to the 
TotalChrom application set. 

Chapter 5 Archive Utility 
Describes how to use the TotalChrom Archive Utility to back up and restore 
TotalChrom files. 
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Chapter 6 System Maintenance and Troubleshooting 
Describes how to use the administration-level applications that TotalChrom provides 
to troubleshoot errors and maintain system integrity. 

Chapter 7 Understanding Background Processes 
Provides an overview of the background processes that control the TotalChrom 
applications. 

Chapter 8 Short Topics 
Provides an overview of various technical aspects of TotalChrom including listings of 
TotalChrom registry settings and job types .INI file default settings, and a discussion 
of TotalChrom security functions in regulated environments. 

Appendix A TotalChrom Pre-Defined Job Types 
Lists all of the job types that are shipped with TotalChrom software and their access 
permissions. 

Appendix B Connecting Interfaces to Ports 
Explains how to connect the interfaces to a terminal server port, a GPIB Port, and a 
serial port. This appendix also provides instructions for installing the Ziatech 
interface card in your computer. 

Appendix C Configuring TCP/IP for TotalChrom 
If you will be using a terminal server, you must set up and configure the Transport 
Control Protocol/Internet Protocol (TCP/IP) on your computer. This appendix 
provides an overview of TCP/IP concepts, provides an example TCP/IP 
configuration, and describes how to set up the TCP/IP driver if your organization 
already has a TCP/IP network in place. 

Appendix D Configuring a Lantronix Terminal Server  
Explains how to configure a Lantronix brand terminal server to communicate with the 
TotalChrom software. 

Appendix E Configuring a DEC Terminal Server 
Explains how to configure a DEC (Digital) brand terminal server to communicate 
with the TotalChrom software. 

Appendix F Migrating to TotalChrom Ver. 6.X.X  
Describes how to migrate from TotalChrom Professional to TotalChrom Ver. 6.X.X 
software. 
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Conventions Used in this Guide 
This guide, designed for Windows users, assumes that you will be using a mouse or 
similar device to perform TotalChrom operations. Many shortcut keys are listed on 
the TotalChrom menus, and the documentation for your operating system can provide 
information about equivalent keyboard procedures. This section discusses 
capitalization, terminology, and the way that references are used in this guide. 

NOTE:  TotalChrom is the updated version of the software previously marketed 
 as Turbochrom. 

Capitalization 
All menus, commands, and dialog box option names appear with initial capital letters 
whether or not they are completely capitalized in the user interface. The names of 
keyboard items, such as the Enter key, are capitalized. This will help you to 
distinguish these items from narrative or procedural text. 

Terminology 
Throughout the TotalChrom documentation, the following terms are used to refer to 
program elements and the actions that you perform to carry out tasks: 

Choose ⎯ The terms choose and select indicate actions that you perform. Choose 
represents carrying out an action associated with a command or command button. 
When you are likely to use the mouse to choose an action, mouse-specific terms 
are used, such as “click,” “right-click,” and “double-click.” When you are likely 
to use the keyboard to choose an action, the specific key is mentioned, such as 
Enter or Tab. 

Select ⎯ The term select refers to highlighting an object or item or moving the 
cursor focus. Selecting an item prepares it for an action: for example, when you 
select text, it appears in reverse video. When you select a dialog box option, you 
activate the option but the function is not carried out until you choose the OK 
button, which closes the dialog box and sometimes completes another operation. 

Enter or select ⎯ When you use the File Select or File Open dialog box to open a file, 
the phrase “enter or select” is used to refer to the actions you can take to open that 
file. When you enter a filename, you type it in the File Name text box exactly as it 
exists. When you select a file, you browse for it on your computer or your network. 
When you select a file, you will not introduce typographical errors. 

Illustrations 
Unless otherwise indicated, the values in the illustrations of this manual are examples 
only. They are not intended to indicate the exact values you will see or to suggest the 
values you should use for a specific application. 
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The Help System 
The TotalChrom help system is a collection of help files, one for each TotalChrom 
application. You access help in several ways:  

Context sensitive help — When you press F1, TotalChrom displays information 
related to the dialog box or window you are currently using. Press Escape to close the 
help.  

Help menu — When you choose Help Topics from the Help menu, TotalChrom 
displays the list of help topics for the current application. 

From within help, TotalChrom offers two additional sources of information: 

• Other Help — Displays a list of help files for other TotalChrom applications. 

• Glossary — Lets you access a list of terms and definitions. 
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Chapter 2 
Installation 

 

This chapter describes how to install the TotalChrom software and hardware. 

The installation procedures for computers running Windows XP/2000 are described 
in separate sections of this chapter. To install TotalChrom, go directly to the 
appropriate section for your operating system. 

Read this entire chapter at least once before you begin the installation process.  For 
additional information, read the Release Notes. 

Even though mentioned in the instructions, Windows NT and 98 have not been tested 
to our high performance standards. 

Chapter Conventions 
This chapter contains a single installation procedure for installing the TotalChrom 
software. The specific steps you will use depend upon your configuration and on the 
operating system(s) in use.  

Because most of the procedural differences in TotalChrom installation are related to 
which Windows operating system is in use, this chapter uses the following 
conventions to make it easy for you to determine the appropriate steps as you 
progress through the installation process: 

Windows 2000/NT Indicates that the step is to be used to configure TotalChrom 
computers running Windows 2000 or Windows NT.  

Windows XP Indicates that the step is to be used to configure TotalChrom 
computers running Windows XP Professional. 

Windows 98 Indicates that the step is to be used to configure TotalChrom 
computers running Windows 98. 
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Installing on a Computer Running Windows  
You can set up and run TotalChrom in any kind of Windows environment: in a single 
domain, through multiple domains, or using workgroups. 

The procedures described in this section assume a certain level of knowledge about 
the Windows operating system, including but not limited to performing the following 
tasks: 

• Setting up and maintaining domains and/or workgroups 

• Setting up and maintaining local and domain-level user accounts 

• Assigning user accounts to local and domain-level user groups 

• Assigning directory permissions 

If you do not know how to perform these Windows tasks, find someone in your 
organization who has the necessary computer system experience. You will need 
assistance from this person in order to set up and install the TotalChrom software. 

Preparing for Installation 
This section describes the tasks that must be done before installing the TotalChrom 
software. Do these tasks in the following order: 

• Formatting NTFS Drives 

• Creating Required Windows Accounts 

• Choosing and Configuring Acquisition Devices  

• Attaching Interfaces to Acquisition Ports 

Formatting NTFS Drives (Optional) 
The Windows operating system supports the NTFS file system. Unlike the FAT file 
system used by Windows 98 and DOS, NTFS supports the concepts of file 
ownership, enhanced security, and auditing. 

If you are using TotalChrom in a regulated environment, or are concerned about GLP 
issues, then the disk drive(s) on the computer that you will use, and the disk drive(s) 
on any other computer(s) that will be used to store TotalChrom output files (such as 
raw data files), should be formatted as NTFS drives. 

You can convert FAT disk drives to NTFS disk drives at any time, but it is much 
better to do so before you install the TotalChrom software. 
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Creating Required Windows Accounts 
There are four Windows accounts that must exist before you can install the 
TotalChrom software. These four accounts have specific rights and access 
permissions that must be granted to them, regardless of whether you use a single 
domain, multiple domains, or workgroups. You may want to use Windows groups, if 
you are familiar with them. 

• TotalChrom installation account 

• TotalChrom process account (also called the LCD account) 

• TotalChrom manager account 

• TotalChrom user account(s) 

The TotalChrom process and the installation accounts must exist before you install 
the TotalChrom software. The TotalChrom manager and user accounts can be set up 
after TotalChrom installation. You may want to use groups if you are familiar with 
them. 

TotalChrom Installation Account 
You use this account to run the TotalChrom installation program. The TotalChrom 
Installation account can either be a member of the built-in LOCAL Administrators 
group on the computer where the TotalChrom software is to be installed, or can be a 
domain administrator account. 

No other special rights, privileges, or group membership are needed for this account. 

TotalChrom Process Account 
This account is used to run the TotalChrom background processes for the computer. 
Background processes are TotalChrom executables that do not have a user interface, 
but that run in the background, such as acquire, CAM_Server, and MCS_Server. See 
Chapter 7 for information on TotalChrom background processes. 

During the software installation process, you will be prompted for the TotalChrom 
Process account name and password under which the TotalChrom background 
processes will run. With the exception of the LCD process, which runs under the 
LOCAL SYSTEM account as a system service, all TotalChrom processes for the 
computer where you are installing the software will run under the TotalChrom 
Process account name that you specify.  

The TotalChrom Process account is not required to be a member of the built-in 
LOCAL administrators group, or any other built-in Windows groups.  

The following rights are automatically granted to the TotalChrom Process account 
during the installation process: 
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Required Rights Windows User Policy Implied 
SeBatchLogonRight Logon as batch job 

SeIncreaseBasePriorityPrivilege Increase scheduling priority 
 

Optional Rights Windows User Policy Implied 
SeTcbPrivilege Act as part of operating system 

SeAssignPrimaryToken Privilege Replace a process level token 

SeIncreaseQuotaPrivilege Increase Quotas 

TotalChrom Manager Account 
After the software is installed and the system reboots, you will need to log on to the 
computer with an account that can successfully configure the TotalChrom software 
and hardware environment, as well as generally administer the entire system. This 
Windows account is referred to as the TotalChrom manager account. 

The TotalChrom manager account does NOT need to be a member of the LOCAL 
administrators group or a member of any built-in Windows groups. For maintenance 
purposes, it may be necessary to periodically stop and restart various TotalChrom 
background processes. This maintenance will require a Windows account that is a 
member of either the LOCAL Administrators or Power Users group on the computer. 
You can either make the TotalChrom manager account a member of the LOCAL 
Administrators or Power Users group on the computer, or you can make another 
account available for TotalChrom maintenance purposes. If you choose to have a 
“maintenance account” other than the TotalChrom manager account, make sure that 
you set the access permissions for this account to RXD for the TotalChrom LOG 
directory. This will ensure that all pertinent log files will be accessible to the account. 

You can use the TotalChrom process account to manage TotalChrom instead of 
creating a separate TotalChrom manager account, as long as you add the 
TotalChrom manager account directory access permissions to the TotalChrom 
Process account. See “Required Directory Access Permissions” for information 
about required directory access permissions. 

User Accounts 
After you have installed the TotalChrom software, you may want to create Windows 
user accounts for individual TotalChrom users and establish user directories. 

The TotalChrom Process, TotalChrom manager, and user accounts each has a specific 
set of required access permissions to the various TotalChrom directories. The 
TotalChrom process account must exist before you can install the TotalChrom 
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software, while the other TotalChrom accounts are optional. However, you cannot 
assign directory access permissions to the accounts until after the TotalChrom 
software has been installed. The “Required Directory Access Permissions” section 
describes the directory access permissions required for the TotalChrom Process, 
TotalChrom manager, and user accounts. 

Creating a Windows XP/2000 Account 
The Windows XP/2000 Workstation administrative tools are used to manage the local 
computer.  

 To create an account: 

• Click on the Start button, select Settings, Control Panels, Administrative 
Tools,  Computer Management, and finally on the Local Users and Groups. 

• Expand Local Users and Groups. Right click on Users then select New User.  
The following dialog appears: 
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• Complete each field in the New User dialog.  

• Enter a Password and enter it again in Confirm Password.  Check the appropriate 
boxes for password options and select Create. 

• This screen lets you review your setup choices before the new user is created.  

• You may select Create and a new user will be created. 
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 To add users to groups: 

• Expand Local Users and Groups. Right click on Groups then select New 
Group.  The following dialog appears: 

 

• Enter a Group name and Description then click Add. 

• Highlight the group or groups you want the user to belong to. 

• Click Add and the following dialog appears: 
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• Select the users you want to add to the group, then click Add.  This user is now 
apart of Group. 

• Click OK when you are done adding users.  The following dialog reappears: 

 

• Click Close to finish. 
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Choosing and Configuring Acquisition Devices  
TotalChrom supports three different types of hardware to acquire instrument data. 

Terminal Servers ⎯ You will need to configure both the computer and the terminal 
server to use TCP/IP. Refer to Appendix C for Terminal Servers and the NCI 
Operator’s Manual for NCIs. 

COM Ports ⎯ You can use a single COM port on any computer, either port 1 or 
port 2. Make sure that the COM port itself is working correctly before attempting 
to attach an interface. 

GPIB (IEEE-488) Bus ⎯ In order to establish a GPIB bus, you need to install the 
optional Ziatech card. Refer to “Installing a Ziatech Card in an EISA/ISA Bus 
Computer” in Appendix B. A computer with an ISA bus is required to use GPIB 
connections. 

Attaching Interfaces to Acquisition Ports 
After you have selected and configured your data acquisition device hardware, the 
next step is to attach an interface(s) to the data acquisition device. An interface must 
be connected to a specific port on a data acquisition device so that you can configure 
the instrument(s) that are attached to the interface. You can attach interfaces to data 
acquisition ports now or after you install the TotalChrom software. 

For specific instructions on how to attach interfaces to ports, refer to Appenidx B 

In order to configure a specific instrument, you must add the instrument record to the 
TotalChrom system through the System Configuration Editor application, then 
configure the instrument record with the appropriate parameters through the 
Instrument Configuration application. Refer to Chapter 3, “System Configuration” in 
this manual, and Chapter 3, “TotalChrom Configuration” in the TotalChrom User’s 
Guide for instructions on how to configure a specific instrument. 
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Installing the Software 
The following procedure describes how to install the TotalChrom software on a 
computer running Windows. 

 To install the TotalChrom software: 

1.  Verify that all pre-installation tasks are done. 

2.  Using the TotalChrom Installation account, log on to the computer where 
you want to install the software. 

3. Close all unnecessary Windows applications. 

 
4. Run the SETUP.EXE program on the TotalChrom installation disc. 

The installation program guides you through the installation process with a 
series of dialog boxes that prompt you for your choices.  
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5. To complete the installation setup process, make the appropriate selection(s) 
in each dialog box, and then choose one of the three buttons displayed: 

• Back ⎯ Go to the previous screen. 

• Next ⎯ Go to the next screen. Choose this button when you have 
completely filled out a dialog box. 

• Cancel ⎯ Stop the installation process and quit the setup program. 

The rest of this step describes each of the setup dialog boxes. 

Choose Destination Location ⎯ By default, the setup program creates a 
directory called PENEXE, and creates all subdirectories within this 
PENEXE directory. You can change the drive letter if you want; 
however, we recommend that you accept the default PENEXE directory 
name. 

The names of the TotalChrom subdirectories that are created during the install 
process cannot be changed, nor should you change any of the TotalChrom 
subdirectory names after the install process is finished. 
 
One of these subdirectories, Ver6.X.X, is named after the version of TotalChrom 
that is being installed. 6.X.X stands for the three-digit release number. This 
subdirectory is referred to as Ver6.X.X throughout this manual. 
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License Manager Options ⎯ This screen is used to set several parameters 
that relate to how TotalChrom processes will run on this computer. 

 

• Enter TotalChrom Process Account Name ⎯ Enter the name of 
the account that will run all TotalChrom background processes on 
this computer. The name of the account should be the same as the 
TC Process account name created in Windows 2000.  By default, 
this is the Administrator account. 

• Specify how you want to start TotalChrom background 
processes for this workstation ⎯ You can specify whether you 
want the TotalChrom background processes to start up 
automatically whenever this computer reboots, or manually, 
whenever you choose to turn each individual process on. We 
recommend that you accept the default. 

You can change how you want to start the individual TotalChrom 
background processes at any time by using the Services application. 
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In order to run the TotalChrom software, the Windows XP/2000 Remote 
Procedure Call (RPC) service must start automatically. 
 
After you complete the License Manager Options screen, the setup program 
checks the RPC service configuration on your computer. If the RPC service is not 
set to start automatically, Setup displays a message prompting you to let it 
reconfigure the RPC service. We strongly recommend that you let setup 
reconfigure RPC. If you do not let setup change your RPC configuration, you 
must change it yourself before you can run TotalChrom. To change the RPC 
configuration, choose the Control Panel, then access Services. Select the RPC 
service, and modify it to start automatically. 

 

Setup Options (Screen One) ⎯The setup options are spread over two 
screens. The first screen is where you select the optional system 
elements that you want to install on this computer. The components that 
you do not install now can be installed at a later time. The optional 
system elements are: 

• TotalChrom online help files. 

• GPIB driver. This driver is required if you are going to use a 
Ziatech card to provide a GPIB (IEEE-488) bus. You will also need 
to know the Ziatech port address in order to complete the 
installation procedure. Refer to Appendix B for address 
specifications. 

• Associate TotalChrom file types with TotalChrom applications. 
These associations are required to run TcPublisher.  
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Setup Options (Screen Two) ⎯ Input the Ziatech port address of your 
Ziatech card, if you chose to install the GPIB driver on the previous 
screen. You must also choose a power line frequency that is appropriate 
for your country. 

• For most Europe countries, use 50 Hz. 

• For most areas of the Americas, use 60 Hz. 

 
 

Select the Primary Reporting Software ⎯ This screen lets you select the 
reporting package.  If necessary, you can change the reporting package 
after you installed TotalChrom. 
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Installation Options Summary ⎯ This screen lets you review your setup 
choices before the install process begins.  

 

• To change any of the settings, choose Back to return to the setting 
you want to change. 

• When you are ready to proceed, choose Next to begin the 
installation process. 

 
• Upon installation, you will be prompted for the TotalChrom 

License.  Please refer to Chapter 6 of the License Manager. 

 
This temporary PAK must be replaced with a permanent PAK prior to the 
PAK expiration date.  Each permanent PAK is linked to a unique computer 
Hardware ID and is issued based on the software purchased. 
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If you click Yes, the Pak Application Wizard appears.  Rather than run the Pak 
Wizard, go online to receive your permanent PAK. 

Visit www.perkinelmer.com/tcpak to apply for your permanent PAK and receive 
a fresh temporary PAK by e-mail. 

The following screen is an example of the PAK Wizard. 

 
6. After you have answered all of the prompts and questions, the install 

program creates the TotalChrom directories and files, adds the TotalChrom 
services, and updates the local registry. 

Once the installation is complete, you are prompted to either restart your 
computer or quit the installation program and return to Windows: 

• If you specified that you wanted the TotalChrom background processes 
to start automatically in step 5, you must reboot the computer. When 
you logon to Windows, use the TotalChrom manager account. 

• If you specified that you want the TotalChrom background processes to 
start manually in step 5, you must start the TotalChrom Local 
Configuration Daemon (LCD) service manually. 
To start the LCD service, go to the Control Panel, then choose the 
Services application. Scroll down the list of services until you get to the 
PEN LCD Service Ver6.X.X, then choose Start. 

Regardless of how you chose to start the TotalChrom background processes, you 
must reboot the computer before you can start TotalChrom. 
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Required Directory Access Permissions 
After you have installed the software, but before you access TotalChrom, you must 
update the TotalChrom Process and TotalChrom manager accounts with the 
appropriate access permissions to the TotalChrom directory hierarchy. 

The following table shows the directory access permissions that are necessary for all 
three required TotalChrom accounts. These include permissions to the TotalChrom 
directory hierarchy, as well as minimal permissions to other directories, such as 
TotalChrom data directories. 

 Windows XP/2000 — Permission Matrix 

Directory 
Name 

TotalChrom 
Process 
Account 

TotalChrom 
Manager 
Account 

User(s) 
Accounts 

System 
Account 

Admin 
Accounts 

\ (Root Directory) Read/ Execute Read/ Execute Read/ Execute Read/ Execute Read/ 
Execute 

\PenExe Read/ Execute Read* /Execute Read/ Execute Read/ Execute Full 

\PenExe\TcWS Read/ Execute Advanced Read/ Execute Read/ Execute Full 

\PenExe\TcWS\Stats Modify Read/ Execute Read/ Execute Read/ Execute Full 

\PenExe\TcWS\Ver6.x.x Read/ Execute Read/ Execute Read/ Execute Read/ Execute Full 

\PenExe\TcWS\Ver6.x.x\Bin Read/ Execute Read/ Execute Read/ Execute Read/ Execute Full 

\PenExe\TcWS\Ver6.x.x\Config Read/ Execute Read/ Execute Read/ Execute Read/ Execute Full 

\PenExe\TcWS\Ver6.x.x\Config\Sys Modify Modify Read/ Execute Read/ Execute Full 

\PenExe\TcWS\Ver6.x.x\Config\User Modify Modify Advanced Read/ Execute Full 

\PenExe\TcWS\Ver6.x.x\Examples Modify Modify Read/ Execute Read/ Execute Full 

\PenExe\TcWS\Ver6.x.x\Help Read/ Execute Read/ Execute Read/ Execute Read/ Execute Full 

\PenExe\TcWS\Ver6.x.x\Log Modify Modify Advanced Modify Full 

\PenExe\TcWS\Ver6.x.x\Rpt Modify Modify Advanced Read/ Execute Full 

\PenExe\TcWS\Ver6.x.x\TCWS_Links Read/ Execute Read/ Execute Read/ Execute Read/ Execute Full 
\PenExe\TcWS\Ver6.x.x\Temp Full Full Modify Read/ Execute Full 

\PenExe\TcWS\Ver6.x.x\VBA Read/ Execute Read/ Execute Read/ Execute Read/ Execute Full 
RAW data file storage directories Modify Read¹/ Execute Read/ Execute Read/ Execute Full 

ADDITIONAL TotalChrom file directories 
(method, sequence, reports, etc.) 

Modify Advanced¹ Advanced Read/ Execute Full 

 

1  May be set to Modify if you desire that the system manager purges files after archive. 

 (*) TC Manager requires RW permissions for the \PenExe directory on the License Manager computer only. 
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Windows NT 4.0 — Permission Matrix 

Directory 
Name 

TotalChrom 
Process 
Account 

TotalChrom 
Manager 
Account 

User(s) 
Accounts 

System 
Account 

Admin 
Accounts 

\ (Root Directory) Read Read Read Read Read 

\PenExe Read Read* Read Read Full 

\PenExe\TcWS Read Special Access Read Read Full 

\PenExe\TcWS\Stats Special 
Access 

Read Read Read Full 

\PenExe\TcWS\Ver6.x.x Read Read Read Read Full 

\PenExe\TcWS\Ver6.x.x\Bin Read Read Read Read Full 

\PenExe\TcWS\Ver6.x.x\Config Read Read Read Read Full 

\PenExe\TcWS\Ver6.x.x\Config\Use
r 

Change Change Special Access Read Full 

\PenExe\TcWS\Ver6.x.x\Config\Sys Change Change Read Read Full 

\PenExe\TcWS\Ver6.x.x\Examples Change Change Read Read Full 

\PenExe\TcWS\Ver6.x.x\Help Read Read Read Read Full 

\PenExe\TcWS\Ver6.x.x\Log Change Change Special Access Change Full 

\PenExe\TcWS\Ver6.x.x\Rpt Change Change Special Access Read Full 

\PenExe\TcWS\Ver6.x.x\Temp Change Change Change Read Full 

RAW data file storage directories Read Read¹ Read Read Full 

ADDITIONAL TotalChrom file 
directories (method, sequence, reports, 
etc.) 

Change Special Access¹ Special Access Read Full 

 

1  May be set to Change if you desire that the system manager purges files after archive. 

Special Access = Special Access (RWX) (RWX).  RWX for directories and RWX files. 

(*) TC Manager requires RW permissions for the \PenExe directory on the License Manager computer only. 
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All access to the directories and files refers to granting allow permissions at the 
primary security tab.  Advanced is accessed from the advanced button and should be 
set to the screen below. 
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Post-Installation Tasks 
This section describes the tasks that must done after you install the TotalChrom 
software. 

1. Configure the TotalChrom Software 
After you have installed the TotalChrom software and configured the TotalChrom 
Process and TotalChrom manager accounts, you must set up and configure the 
TotalChrom software itself. This is done using the System Configuration Editor. 

Chapter 3 describes how to set up and configure a brand-new TotalChrom software 
system. 

2. Check Windows XP/2000 SYSTEM Account Rights (Optional) 
A TotalChrom computer running on Windows XP/2000 has its own local SYSTEM 
account that is created when Windows XP/2000 is installed. 

Most of the time, the SYSTEM account will already have the required access 
permissions to the TotalChrom directories. However, you may need to check the 
SYSTEM account access permissions if you encounter difficulties in accessing the 
software after installation. The SYSTEM account access permissions on the 
TotalChrom computer are: 

\PenExe (or substitute the root TotalChrom W/S directory) RX 

\PenExe\TcWS\Ver6.X.X\Log    RWX 
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Preparing for Installation 
This section describes the tasks that must done before installing the TotalChrom 
software. 

Choosing and Configuring Acquisition Devices  
TotalChrom supports three different types of hardware to acquire instrument data. 

Terminal Servers ⎯ You will need to configure both the computer and the terminal 
server to use TCP/IP. Refer to Appendix C for Terminal Servers and the NCI 
User Guide for NCIs. 

COM Ports ⎯ You can use a single COM port on any computer, either port 1 or 
port 2. Make sure that the COM port itself is working correctly before attempting 
to attach an interface. 
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GPIB (IEEE-488) Bus ⎯ In order to establish a GPIB bus, you need to install the 
optional Ziatech card. Refer to “Installing a Ziatech Card in an EISA/ISA Bus 
Computer” in Appendix B.  A computer with an ISA bus is required to use GPIB 
connections. 

Attaching Interfaces to Acquisition Ports 
After you have selected and configured your data acquisition device hardware, the 
next step is to attach an interface(s) to the data acquisition device. An interface must 
be connected to a specific port on a data acquisition device so that you can configure 
the instrument(s) that are attached to the interface. You can attach interfaces to data 
acquisition ports now or after you install the TotalChrom software. 

For specific instructions on how to attach interfaces to ports, refer to Appendix B. 

In order to configure a specific instrument, you must add the instrument record to the 
TotalChrom system through the System Configuration Editor application, then 
configure the instrument record with the appropriate parameters through the 
Instrument Configuration application. Refer to Chapter 3, “System Configuration” in 
this manual, and Chapter 3, “TotalChrom Configuration” in the TotalChrom User’s 
Guide for instructions on how to configure a specific instrument. 
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Installing the Software 
The following procedure describes how to install the TotalChrom software on a 
Windows 98 computer. 

 To install the TotalChrom software: 

1.  Log onto the computer where you wish to install the software. 

2. Close all unnecessary Windows applications. 

3. Run SETUP.EXE on the TotalChrom installation disk. 

The installation program guides you through the installation process with a 
series of dialog boxes that prompt you for your choices.  

4. To complete the installation setup process, make the appropriate selection(s) 
in each dialog box, and then choose one of the three buttons displayed: 

• Back ⎯ Go to the previous screen. 

• Next ⎯ Go to the next screen. Choose this button when you have 
completely filled out a dialog box. 

• Cancel ⎯ Stop the installation process and quit the setup program. 

The rest of this step describes each of the setup dialog boxes. 

Choose Destination Location ⎯ By default, the setup program creates a 
directory called PENEXE, and creates all TotalChrom subdirectories 
within this PENEXE directory. You can change the drive letter if you 
want; however, we recommend that you accept the default PENEXE 
directory name. 

The names of the TotalChrom subdirectories that are created during the install 
process cannot be changed, nor should you change any of the TotalChrom 
subdirectory names after the install process is finished. 
 
One of these subdirectories, Ver 6.X.X, is named after the version of TotalChrom 
that is being installed. 6.X.X stands for the three-digit release number. This 
subdirectory is referred to as Ver 6.X.X throughout this manual. 

Setup Options (Screen One) ⎯ The setup options are spread over two 
screens. The first screen is where you select the optional system 
elements that you want to install on this computer. The components that 
you do not install now can be installed at a later time. The optional 
system elements are: 

• TotalChrom online help files. 
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• GPIB driver. This driver is required if you are going to use a 
Ziatech card to provide a GPIB (IEEE-488) bus. You will also need 
to know the Ziatech port address in order to complete the 
installation procedure. Refer to Appendix B for address 
specifications. 

Setup Options (Screen Two) ⎯ Input the Ziatech port address of your 
Ziatech card, if you chose to install the GPIB driver on the previous 
screen. You must also choose a power line frequency that is appropriate 
for your country. 

• For most Europe and most other  countries, use 50 Hz. 

• For  most areas of the Americas, use 60 Hz. 

Installation Options Summary ⎯ This screen lets you review your setup 
choices before the install process begins. 

• To change any of the settings, use the Back button to return to the 
setting you want to change. 

• When you are ready to proceed, choose Next to continue. 

5. After you have approved the Installation Options Summary, the next dialog 
box includes three options that involve changes to your AUTOEXEC.BAT file. 

We recommend that you select the option Let Setup Modify The 
Autoexec.Bat File. If you do not select this option, you must change the 
AUTOEXEC.BAT file yourself to include the required TotalChrom settings, 
or the TotalChrom software will not run.  

When you are ready to proceed, choose Next to continue. 

6. The install program creates the TotalChrom directories and files and updates 
the local registry. 

After installation is complete, you are prompted to either restart your 
computer or quit the installation program and return to Windows. To logon 
to TotalChrom, restart Windows 98 immediately after installing the 
software. 

Post-Installation Tasks 
This section describes the tasks that must be done after you install TotalChrom. 

After you have installed the TotalChrom software, you must configure it using the 
System Configuration Editor. 

Chapter 3 describes how to set up and configure a new TotalChrom software system. 
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Reinstallation 
In order to reinstall the TotalChrom software, you must properly uninstall the 
TotalChrom software. If the software is not properly uninstalled, the new installation 
only offers Modify, Repair, or Remove as shown in the screen below. 

 
 To uninstall the software: 

• Click on Start, Settings, Control Panel, and finally the Add/Remove 
Programs. 

• The InstallShield Wizard window appears and Repair is the default 
option. You must select Remove, to remove all installed components.   
This will remove the entire TotalChrom software from your computer. 

• After a successful uninstall, you may begin to reinstall TotalChrom 
software as per the installation procedure.  

For Further assistance uninstalling TotalChrom software, call PerkinElmer 
Technical Support.   
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Chapter 3 
System Configuration 

 

This chapter describes how to configure the TotalChrom system (referred to throughout 
this chapter as “system”). 

Overview 
System configuration consists of two main tasks: 

• Defining TotalChrom users and assigning them access privileges 

• Identifying the hardware to be used by TotalChrom 

Hardware that must be configured includes data acquisition ports, analytical 
instruments, and printers. 

Defining users involves specifying password information, default environment, 
instrument access and a job type for each user. A job type is a group of users who share 
similar attributes (for example, the same job title). Access privileges are assigned both 
to individuals and to job types. 

Using the System Configuration Editor 
You use the System Configuration Editor application to perform all system 
configuration tasks. 

To access the System Configuration Editor application: 

• Choose System Configuration from the Navigator Admin menu, or double-click the 
SysConfig icon in the TotalChrom Program group. 

• Enter a user name and password when prompted. 

When you first install TotalChrom, the default logon name and password are manager 
in lower case letters. 
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The manager password is set to expire immediately. The first time you log on to the 
system, you will be prompted to change the manager user account password. By 
default, the new password will expire in 90 days. If you want to keep the new password 
indefinitely, you will need to modify the manager account password settings. See 
“Configuring Users” for information about configuring user accounts. 

When you open the System Configuration Editor, TotalChrom displays the current 
system configuration. When you set up your system for the first time, no configuration 
data are displayed. 
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The System Configuration Editor window consists of a series of tabs. Each tab 
corresponds to a system configuration element, and each tab has a corresponding 
function menu of the same name. The menus contain commands that apply to each 
system element. The toolbar underneath the menu bar includes some of the more 
commonly used functions. When using certain menu or toolbar commands, such as 
Add, you are switched to the corresponding system element tab. 

Each of the system element tabs and their function menus is briefly described below: 

System ⎯ This tab displays summary information about the entire system 
configuration. The Global Settings function on the System menu lets you modify 
various system-wide options and defaults, the Audit Trail Options function lets you 
create audit trail reasons for change, and Review and Approve Settings let you set 
the required signature levels and other policy rules. 

Ports ⎯ This tab displays information about all configured data acquisition ports on 
the system. The tab functions allow you to add and delete existing acquisition 
ports. The Ports menu functions allow you to add and delete acquisition ports. 

Instruments ⎯ This tab displays information about all configured instruments on the 
system. The tab functions let you create instrument groups and modify instrument 
names. The Instruments menu functions let you add and delete instruments, and to 
create and edit instrument groups. 

Job Types ⎯ This tab displays information about each job type. The tab functions 
allow you to set job type permissions, auditing, electronic signature, and LIMS 
automatic logon defaults, user program access, report template access, and 
Navigator Applications menu options. You can also modify existing job types. The 
Job Types menu functions allow you to create and delete job types. 

Users ⎯ This tab displays information about each user. The tab functions allow you to 
set instrument access and password settings for users, and to modify existing users. 
The Users menu functions allow you to add and delete users. 

The File menu, which has no corresponding tab, contains functions that are used to 
open, store and activate the files that are associated with your system configuration. 
There is also a print function so that you can print some or all of the elements of your 
system configuration. 

During the system configuration process, your settings are stored in memory (RAM) 
only. To save your active configuration settings to disk, use the Save and Reconfigure 
command in the Active Configuration section of the File menu. 
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Initial System Configuration 

Since Audit Trail is intended to track changes in a system after it is configured, turn off 
Audit Trail during your initial configuration to prevent long Audit Trail log files. 

Because of certain dependencies, configure a new TotalChrom system in the following 
order: 

1. Add and configure data acquisition ports. 

2. Add instruments. 

3. Create instrument groups, if necessary. 
By default, all users are automatically granted access to all instruments on your 
system. If you want all users to have access to all instruments, you can skip 
this step. 

4. Create job types. 

5. Select Review and Approve settings 

6. Set job type permissions. 

7. Define allowed user programs for job types. 

8. Define allowed report templates for job types. 

9. Add users and associate them with a job type. 

10. Set instrument access for each user, if necessary. 
By default, all users are automatically granted access to all instruments on your 
system. If you want all users to have access to all instruments, you can skip 
this step. 

11. Modify password settings for users, if necessary. 

12. Set global system parameters. 

13. Save and activate the system configuration. 

This chapter is organized as follows: 
• The sections “Configuring Ports” through “Configuring Printers” describe how to 

minimally configure your TotalChrom system in the order described. 
• The “Saving, and Activating the System Configuration” section describes how to 

save and activate the current system configuration.  
• The “System Tab” section describes the system tab, which displays an overview of 

the entire system configuration. This section also describes the System menu 
functions, which are used to control various system-wide settings. 

• The “System Configuration Files” section describes the TotalChrom configuration 
files. 
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Configuring Ports 
The Ports tab and functions are used to configure data acquisition ports (referred to 
throughout this chapter as acquisition ports). An acquisition port is a communication 
port through which chromatographic data are acquired from an interface. TotalChrom 
supports the following types of ports: 

• A serial port that is physically located in the computer. 

• A GPIB (IEEE-488) port that is physically located in the computer. 

• A port that is physically located in a terminal server that is connected to your 
organization’s network. 

Adding a New Acquisition Port 
Before you add an acquisition port to your system configuration, you must do the 
following: 

• If you are using a terminal server, physically configure the terminal server as 
necessary for your network (see Appendices B through D). In order to configure a 
specific terminal server port as a TotalChrom acquisition port, you must know the 
terminal server network name and the logical, four-digit port number of the specific 
terminal server port you want to use. 

The physical port number, the number that is identified on the terminal server itself as 
the port number, is not the number you will use when you configure a terminal server 
port as a data acquisition port. The terminal server manufacturer establishes a 
numbering scheme that software programs must use in order to access individual 
terminal server ports. For a Lantronix terminal server, the numbering scheme is 3000 
+ [x], where [x] is the physical port number. For a Iolan terminal server, the 
numbering scheme is 10000 + [x], where [x] is the physical port number. Refer to your 
terminal server documentation for information about how to enter port numbers 
correctly in a software program. 

• If you are using a GPIB port, make sure that the Ziatech card that provides the 
GPIB bus is properly installed and that all interfaces you want to use have a 
properly configured GPIB bus address. If you are daisy-chaining interfaces onto a 
GPIB bus, you must set up and configure each daisy-chained interface as an 
acquisition port in the System Configuration Editor. Refer to “GPIB Ports” in 
Appendix B for information. You must know the bus address of each GPIB device 
in order to configure it as a TotalChrom acquisition port. Note that the Ziatech card 
is pre-set to bus address 3. 

• If you are using a serial port, you must know the COM port number. Only one 
COM port can be used, and the port itself must either be COM port 1 or COM port 
2. 
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 To set up and configure a new acquisition port: 

1. Select Add Acquisition Port from the Ports menu to open the Add Acquisition 
Port dialog box. 

 

Initially, only the Device Type list is shown. 

 

2. Select a port type from the Device Type list. 

After you select a device type, the appropriate entry controls for that device are 
displayed. The following briefly describes each of the entry controls, by device 
type: 

Terminal Server (Networked NCI’s or SoftLINK) ⎯ Enter the network 
name of the terminal (the name by which the device is known to your 
network) in the Network Name text box. If the name is valid, the terminal 
server’s IP address is displayed. If the name is not valid, a warning 
message appears, but you can continue. 
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Enter one or more valid port numbers in the Port Number(s) text box. You 
can enter a single number, a list of numbers separated by commas, or a 
range of numbers separated by a hyphen (for example, 3001-3004). 

 

GPIB ⎯ Enter one or more bus addresses in the Address(es) text box. You 
can enter a single number, a list of numbers separated by commas, or a 
range of numbers separated by a hyphen (for example, 4-6). The range of 
acceptable bus address numbers is 0 through 15. Note that bus address 3 is 
reserved for the Ziatech card⎯which provides the backbone of the GPIB 
bus itself⎯and cannot be used by an interface. 
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Serial ⎯ Enter one valid COM port number in the COM Port Number text 
box. Acceptable COM port numbers are 1 or 2. 

 

3. Enter a description of this port in the Description text box, if desired. The port 
description is intended to assist TotalChrom users in identifying this port 
during the physical instrument configuration process. 

4. Add this port to the system and close the dialog box, or continue to add ports: 

• To add this port to the system without closing the dialog box, choose 
Apply. This adds the port to the system but does not clear the dialog box. 
You can then add another port to the system. 

• To add this port to the system and close the dialog box, choose OK. 
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Ports Tab Display 

 

The Acquisition Ports list displays all configured acquisition ports. The device names 
and port numbers are displayed in a hierarchical tree format, similar to the directory 
display in the Windows Explorer. To access a shortcut menu of functions, right-click 
anywhere in the Acquisition Ports list. 

When you select a specific port number from the acquisition ports list, you can display 
detailed configuration information on the port and any devices that are attached to the 
port. 

• You can change any port description by modifying the data in the Description field. 
• To change any other configuration information about a port (such as its name or 

port number), you must delete the port, re-add it, and substitute the new 
information. See “Deleting an Acquisition Port” for information. 

You associate an instrument with an acquisition port when you physically configure an 
instrument. See “Configuring Instruments” for information. 



Configuring Instruments  

3-10 Chapter 3 

Deleting an Acquisition Port 
If you delete or change a port, be sure to change the instrument hardwiring also. 

Note that you cannot delete an acquisition port that is either: 

• Actively collecting data 

• Backlogged (data has not been moved from the acquisition port to disk) 

 To delete an acquisition port: 

1. Select the device that contains the port you want to delete. 

2. Select the specific port you want to delete. 

3. Choose Delete Acquisition Port from the Port menu. 

Configuring Instruments 
Configuring an instrument is a two-step process: first, you create an instrument record; 
then, you configure that instrument record with the physical characteristics for a 
specific instrument. An instrument record must exist for each instrument that you want 
to use in the TotalChrom system. 

• You create and delete instrument records with the System Configuration Editor 
Instruments functions. 

• You configure instrument records with the Configuration Editor application. 

You link a specific acquisition port to a specific instrument when you use the 
Configuration Editor to configure an instrument record, not when you add the 
instrument record to the system in the System Configuration Editor. 

Generally, the process of configuring an instrument is done both by the application 
manager and the end users. The application manager is responsible for adding and 
deleting instrument records, and the TotalChrom end-users are responsible for 
configuring the instrument record with the specific physical characteristics of the 
instrument itself. The instrument record configuration process is described in Chapter 3, 
“Configuration” in the TotalChrom User’s Guide. 

To see the effects of changes to instrument access, users must exit and restart 
TotalChrom. 
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Adding an Instrument Record to the System 
When you add an instrument record to the system, it initially contains two pieces of 
data: 

Instrument Key ⎯ A unique code that identifies a particular instrument. Duplicate 
instrument key values are not allowed. Once you assign an instrument key, you 
cannot ever change it. End-users never see instrument keys. 

Instrument Name ⎯ A name associated with an instrument key, which further 
identifies a particular instrument. 

Within the TotalChrom applications, an instrument is referenced by its key. When an 
instrument is displayed to a TotalChrom end user, however, it is always referenced by 
its name and location. An instrument name can be changed at any time without adverse 
affects; its unique identity is maintained by the instrument key, which cannot be 
changed. 

 To create an instrument record: 

1. Choose Add from the Instruments menu to open the Add Instrument dialog 
box. 

 

2. Enter a unique instrument key value in the Instrument Key text box. 

3. Enter an instrument name in the Instrument Name text box. 

4. Add this instrument record to the system and close the dialog box, or continue 
to add instrument records: 

• To add this instrument record to the system without closing the dialog 
box, choose Apply. 

• To add this instrument record to the system and close the dialog box, then 
choose OK. 
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Instrument Groups 
The application manager is also responsible for controlling user access to instruments 
by creating and maintaining instrument groups. An instrument group is a logical 
collection of instruments that you want to make accessible to one or more users. A 
single instrument can belong to multiple instrument groups. After you create instrument 
groups, you can assign individual users access to one or more instrument groups. After 
a person has been assigned access to an instrument group or groups, the person is 
restricted to using only the instruments in those groups. 

There is also an All Instruments group, which is created and maintained by the System. 
All Instruments is a “virtual” instrument group that contains all configured instruments 
in the system. When new instruments are added to or deleted from the system, the All 
Instruments group is updated as necessary. You do not have to maintain this group. 

By default, all new users are automatically granted access to the All Instruments group. 
Therefore, if you want all users to be able to access all instruments, you do not need to 
create instrument groups. You can skip this section and proceed to “Instruments Tab 
Display.” 

If you know that you want to restrict user access to instruments, it is best to create 
instrument groups after you have added all of the instrument records that you think you 
will need. Once TotalChrom is up and running, you will need to maintain existing 
instrument groups and/or create new instrument groups whenever you add new 
instrument records to the system. 
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Creating, Editing, and Deleting an Instrument Group 
To create, edit, or delete instrument groups, choose Edit Instrument Groups from the 
Instruments menu, or choose the Inst. Groups button from the Instruments tab. This 
opens the Edit Instrument Groups dialog box. 

 

• The Instrument Groups list shows all instrument groups that are defined in the 
system. 

• The Instruments In Selected Group list shows all instruments in the currently 
selected instrument group. 

• The Other Instruments list shows all instruments that are not in the currently 
selected instrument group. 

• The instruments themselves are displayed in order by location. 

The rest of this section describes how to use the functions in the Edit Instrument Groups 
window to create, edit and delete instrument groups. 
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 To create a new instrument group: 

1. Choose Add Group, enter a new group name in the Add Group dialog box, 
then choose OK. 

  
The new group appears in the Instrument Groups list, and the Instruments In 
Selected Group list clears, indicating that there are no instruments in this 
group. The Other Instruments list shows all instruments defined in the system. 

2.  To add instruments to the new group, move the desired instruments from the 
Other Instruments list to the Instruments In Selected Group list. 

You can move instruments from one list to the other by selecting the desired 
instrument(s) then using the appropriate arrow button, or by dragging and 
dropping. 

3. Save this instrument group and close the dialog box, or save this instrument 
group and leave the dialog box open: 

• To save this instrument group without closing the dialog box, choose 
Apply. 

• To save this instrument group and close the dialog box, choose OK. 

 To create a new instrument group based on an existing instrument group: 

1. Select the instrument group that contains the instruments you want to use for 
the new group, then choose Copy Group to open the Add Group dialog box. 

2. Enter a new group name in the Add Group dialog box, then choose OK. 

The new group appears in the Instrument Groups list. The Instruments In 
Selected Group list contains the instruments that were in the group you 
selected in step 1. 

3. Modify the Instruments In Selected Group list as necessary. 

 To delete an instrument group: 

• Select the group you want to delete from the Instrument Groups list, then 
choose Delete Group. 
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Instruments Tab Display 

 

The Instruments list displays all instruments. To access a shortcut menu of functions, 
right-click anywhere in the Instruments list. 

When you select a specific instrument record from the Instrument list, the data fields 
display the selected instrument record configuration information. 

Deleting an Instrument 
You cannot delete an instrument when: 

• The instrument is actively collecting data 

• The instrument has backlogged data (stored in the interface and not yet stored on 
disk) 

 To delete an instrument: 

1. Select and expand the instrument location that contains the instrument you 
want to delete. 

2. Select the specific instrument that you want to delete. 

3.  Choose Delete Instrument from the Instruments menu. 
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Configuring Job Types 
A job type is a label that relates to a TotalChrom user’s permission level. Each user 
must be assigned to only one job type category. The following permissions are set on a 
job type basis: 

• Access to TotalChrom applications and commands 

• Force auditing and electronic signature defaults 

• Set automatic LIMS Logon defaults 

• Set Review and Approve permissions 

• Access to user programs from the Method Editor, the Sequence Editor, and Setup 

• Access to programs from the Navigator Applications menu 

 

All users who belong to the same job type share the same privileges. When you make 
permissions changes to a job type, those changes take effect for each user assigned to 
that job type the next time the user logs on to TotalChrom. 

You assign a user to a job type when you create the user account. Once a user account 
exists, you can change the job type for that user account at any time. 

TotalChrom comes with five predefined job types that you can use as templates for creating 
a new job type. These job types are Manager, UserA, UserB, UserC and Kickoff. 
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• The Manager job type has access to all TotalChrom functionality. 

• The Kickoff job type has access to the Kickoff application only. 

• The User A, User B, and User C job types have varying levels of access to the 
TotalChrom functions. 

See Appendix A for a list of all of the permissions for each of the predefined job types. 

You can also create your own site-specific job types to use as templates. 

To see the effects of changes to job types, users must exit and restart TotalChrom. 

 To create a new job type: 

1. Choose Add from the Job Types menu to open the Add Job Type dialog box. 

 

2. Enter a unique job type name in the New Job Type Name text box. 

3.  To use an existing job type as a template for the new job type, select it from 
the Initial Settings From list. 

  
All permissions and access rights from the selected job type will be copied to 
the new job type. 

4. Add this job type to the system and close the dialog box, or continue to add job 
types: 

• To close the dialog box, choose OK. 

• To add this job type to the system without closing the dialog box, choose 
Apply. 
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Setting Access Permissions for a Job Type 
There are several functions on the Job Types tab that allow you to set various kinds of 
permissions for each job type: 

Function Permission Editor ⎯ This function lets you restrict access to TotalChrom 
menu options, dialog boxes, and all controls within the dialog boxes. 

User Program Access  ⎯ This function lets you restrict access to user programs from a 
method, a sequence, and during instrument setup. 

Report Template Access ⎯ This function lets you restrict access to report templates 
from a method. 

Navigator Applications Menu ⎯ This function lets you customize the Applications 
menu that is shown in the Navigator. 

Audit Trail Option ⎯ This function is used to define the reasons for change.  

Sequence Column ⎯  This function  allows you to select sequence information in a 
spreadsheet format. 

You do not have to specify all six kinds of permission settings for a new job type, nor 
do you have to specify the permission settings in a particular order. If you do not 
specify a particular job type permission setting, a default value will be used. You can 
either keep the defaults or change them using one of the job type permissions functions. 
The default permission settings for new, unmodified job types are: 

Function Permission Editor ⎯ Access is permitted to all applications and functions 
except the System Configuration Editor. 

User Program Access ⎯ Access is permitted to all to user programs. 

Report Template Access ⎯ Access is permitted to all report templates. 

Navigator Applications Menu ⎯ Displays only the standard PerkinElmer-installed 
applications. 

Audit Trail Option ⎯  The users do not need reasons for change. 

Sequence Column ⎯  Displays the spreadsheets as read-only file. 

The following sections provide information and instructions on how to use the Job 
Types tab functions to set job type permissions. 
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Using the Function Permission Editor 
You can control job type access to selected elements of TotalChrom applications by 
disabling and enabling permissions in the Function Permission Editor. 

 To Access the Function Permission Editor: 

1. Select the Job Types tab. 

2. Click on the Job Type Permissions button. 

 

3. The Function Permission Editor dialog box appears. 
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Use the Function Permission Editor menu tree to edit function permission settings. The 
functionality of the menu tree is similar to the Windows Explorer. 

The icons in the menu tree represent TotalChrom applications and elements within 
them. The icons and their meanings are: 

Icon Element 

 
Application 

 
Menu Tree or Title 

 
Command (menu and button) 

 
Dialog box 

• You can edit permissions for commands (on menus, as toolbars, or as buttons) and 
for items in dialog boxes. 

• You can prohibit access to an entire application by prohibiting access to it from the 
Navigator.  
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If you prohibit access to an application from the Navigator, the application cannot 
be started from the Navigator or from the Windows Explorer. 

• You cannot prohibit access to menus, to dialog boxes, or to entire applications 
from the top level of the menu tree. 

Editing Permissions For Commands 
Right-click to edit permissions for commands. 

 
Command (menu and button) 

 

 To edit permissions for commands: 

1. In the menu tree, expand the application for which you want to edit user 
permissions. 

2. Right-click once on an item to toggle its disable/enable setting. 

When an element in the menu tree is disabled, the international prohibition 
symbol appears over its icon. 

 

To restrict access to TotalChrom administration applications, you can disable the 
Admin menu in the Navigator Main menu portion of the Function Permission 
Editor. 
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Editing Permissions For Fields in Dialog Boxes 
You can enable or disable individual fields and command buttons in TotalChrom dialog 
boxes. 

 
Dialog box 

When you double-click the name of a dialog box in the Function Permission Editor 
menu tree, the dialog box will appear as it does in TotalChrom. However, the controls 
will not function as they do when you are using the actual application. 

 To edit permissions for fields in dialog boxes: 

1. In the menu tree, expand the application for which you want to edit user 
permissions. 

2. Double-click the name or icon of the dialog box that you want to edit. 

3. Right-click once on an item to toggle its disable/enable setting. 

When an item in a dialog box is disabled, it appears dimmed as shown in the 
window below. When an item is enabled, the item appears as it does in the 
application. 

 

You cannot disable the Cancel or Close button in any dialog box. 

4. To accept the permissions that you have set and close the dialog box, press the 
Enter key. 

To cancel your changes, press the Escape key or choose the close button on the 
title bar. 
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Setting Auditing and Electronic Signature Defaults 
The forced auditing and electronic signature check boxes control the default settings for the 
Start Audit Trail and Electronic Signature check boxes on the TotalChrom Description tab 
for specific job types. If selected, for this job type, the corresponding check box will be 
permanently selected on the TotalChrom Description tab. If deselected, that job type will 
have the option to select or clear the corresponding check box. 

Force Auditing On for New Files — If selected for a job type, TotalChrom will start 
an audit trail for all new files created by users with that job type. If deselected, user(s) 
will be able to select or clear the audit trail option. 

When auditing is enabled, TotalChrom does not audit the result file, but rather the 
method embedded in that result file. If a result file is created using a method that has 
auditing enabled, then the audit trail for the method will be saved in the result file. If 
that result file is subsequently modified in Reprocess Results, then changes to the 
embedded method will be audited in the new result file. 

Force Electronic Signature — If selected for a job type, for, TotalChrom will require 
users with that job type to supply an electronic signature before saving newly created 
methods, sequences, report and summary formats, or result files. If deselected, a user(s) 
will be able to select or clear the electronic signature option. If auditing is forced for 
any file type, Electronic Signature is only enabled for files that are audited.  

 To set audit trail and electronic signature defaults: 

1. To force auditing for new files, select the files from the Force Auditing On For 
New Files box. 
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2. To force electronic signature, select the Force Auditing on For New Files and 
Force Electronic Signature check boxes. 

The Force Electronic Signature is only enabled when auditing is forced on for 
any file type. The following example shows Methods (and result file) checked. 

 

Setting Review and Approve Permissions 
These permissions are enabled after the corresponding settings have been made in the 
Review and Approve Settings dialog.  For details, refer to Review and Approve 
Settings under System Menu Functions at the end of this chapter. 

Based upon the configuration of the Review and Approve levels, the Job Type settings 
available for user access are adjusted accordingly. The permissions set for the Job Type 
indicate whether a member of that Job Type is authorized to sign for that level.  Whether a 
user can sign a specific report at a particular level depends on whether he or she has 
already signed that report at some level and whether the system administrator has defined 
that no user can sign the same reports at two levels, for example: 

User A permissions  Existing signatures  User can sign 
two levels? 

Next level  User A can 
sign this level 

Review, Final Review Reviewed – User A Yes Final Review Yes 

Final Review, Final 
Approve 

Reviewed – User X 
Reviewed Final – User A 

Yes Approve No 

Final Review, Final 
Approve 

Reviewed – User X 
Reviewed Final – User A 
Approved – User Z 

Yes Final Approve Yes 

Review, Final Review Reviewed – User A No Final Review No 

Final Review, Final 
Approve 

Reviewed – User X 
Reviewed – User Y 

No Final Review Yes 

Final Review, Final 
Approve 

Reviewed – User X 
Reviewed Final – User A 
Approved – User Z 

No Final Approve No 

 To set Review and Approve permissions, select check boxes to give the user permission to 
Review, Final Review, Approve, Final Approve, and Unapprove reports. 
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Setting Automatic LIMS Logon Default for a Job Type 
If the Auto Logon to LIMS check box is selected and the Connect application is 
licensed, each time the Sequence Editor is run an attempt is made to log on a user with 
the specified job type to the LIMS database. 

Specifying and Editing User Program Access 
To specify user program access level for a job type, you must decide: 

• Whether or not the job type has access to any user programs, and 

• If you allow the job type to access user programs, how those programs are to be 
run. 
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 To specify the user programs that a job type can access: 

1. Select the job type for which you want to set user program access from the Job 
Types list. 

  
2. Click the User Program Access button to open the User Program Access dialog 

box. 

3. Select an access level option for this job type: 
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This job type has access to all programs ⎯ Allows this job type to access all 
programs that are available anywhere on the network.  

This job type has access to no programs ⎯ Does not allow this job type to 
use any program. Go to step 5. 

This job type has access to the following programs ⎯ Allows this job type 
to access a limited set of programs that you specify. Continue with step 4. 

4. Add entries to the access list below the access level options using the 
following options: 

Add ⎯ Opens the TotalChrom Multiple File Select dialog box so that you can 
select one or more program files to add to the access list. 

Delete ⎯ Removes one or more files from the access list. 

Delete All ⎯ Removes all files from the access list. 

Merge From ⎯ Lets you copy the access list and program option settings 
from another job type to this job type. The programs from the selected job type 
are added to (merged with) any programs that may already exist in this job 
type access list. 

Apply ⎯ Stores the current access list settings in memory. 

Cancel ⎯ Restores the access list to be as it was since the last time you used 
Apply, and closes the dialog box. 

          5. Choose OK or Cancel to close the dialog box. 

 To view and/or edit the user program options settings for a job type: 

1. Select the job type that you want to view or edit from the Job Types list. 

2. Choose User Program Access to open the User Program Access dialog box. 
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3. The Program Options controls are only enabled when a single item is selected 
in the program list.  The default Description will be the fully qualified program 
name.  The system administrator may change this to a more descriptive string. 
• If you access the User Programs tab in the method editor and display the 

program list, it will be the list of aliases in SysConfig that is displayed.  
• If you select one of these aliases, the full program path and associated 

command line are entered into the control on the User Program tab.  
• If you have access to the command line, you may edit in the normal way. 

4.  Edit the program options settings for the selected program(s) as necessary, or 
close the dialog box. 

Specifying Report Template Access 
Report template access involves either allowing or denying all users in the job type 
access to report templates when editing a method. 

 To specify report template access for a job type: 

1. Select the job type for which you want to set report template access from the 
Job Types list. 

2. Choose Report Template Access to open the Template Access dialog box. 

 

3. Select the template access level for this job type: 

This Job Type Has Access To All Report Templates ⎯ Allows this job type 
to access all report template files that are available. If you select this option, go 
to step 5. 

This Job Type Has Access To No Report Templates ⎯ Denies this job type 
access to any report template files that are available. If you select this option, 
go to step 5. 
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This Job Type Has Access To The Following Report Templates ⎯ Allows 
this job type to access a limited set of report template files. If you select this 
option, continue with the next step. 

4. Add template files to or delete template files from the access list below the 
template access level options using the following options: 

Add ⎯ Displays the TotalChrom Multiple File Select dialog box so that you 
can select one or more template files (file extension RPT or TMP). 

Delete ⎯ Removes one or more files from the access list. 

Delete All ⎯ Removes all files from the access list. 

Copy From ⎯ Lets you copy the report template access list from an existing 
job type to this job type. 

Apply ⎯ Stores the current access list settings in memory. 

Cancel ⎯ Restores the access list to be as it was since the last time you used 
Apply, and closes the dialog box. 

5. Choose OK or Cancel to close the dialog box. 

Customizing the Job Type Sequence Columns 
TotalChrom displays sequence information in a spreadsheet format.  You can set certain 
sequence columns as read-only for a specific job type in SysConfig.  These columns 
will not be directly editable by the user in the spreadsheet, although they will be visible 
in ‘grayed-out’ style.   

The selection of read-only sequence columns will be made in a standard dual-list dialog 
accessed by clicking a ‘Sequence Columns’ button on the Job Types tab. 
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 To select Sequence Column: 

1. Highlight the Column that is located in the Editable Column. 

2. Move them to Read-only Column by clicking the arrow button ‘»’. 

3. To move the columns back, click the arrow button ‘«’. 

4. Choose OK to close the dialog box. 

Customizing the External Programs 
In this dialog you can set the permissions for members of the job type have to use 
TcAccess, IRIS (TurboScan), and TcPublisher.  

 

 To customize External Programs 

1. Select the desired access control. 

• TcAccess availability 

A group box encompassing both TcAccess controls and  IRIS 
(TurboScan) and TCPublisher group boxes. 

No usage allowed - Members of this job type may not use TcAccess. 

Read access allowed - Members of this job type may use the read (Get) 
functions of TcAccess only. 

Read/Write access allowed - Members of this job type may use the read 
(Get) and write (Set) functions of TcAccess only. 

• IRIS (TurboScan) availability  
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This group box contains IRIS controls. 

No usage allowed - Members of this job type may not use IRIS. 

Display only usage is allowed - Members of this job type may only use 
IRIS in the display mode. 

General usage allowed - members of this job type may use all IRIS 
feature with the exception of creating/modifying libraries and methods. 

Full usage is allowed - Members of this job type may use all IRIS feature 
and functions. 

• TCPublisher availability  

This group box contains TCPublisher access controls. 

No usage allowed - Members of this job type may not use TCPublisher. 

Only Reporting is allowed - Members of this job type may run the 
Reporting utility of TCPublisher but not the Developer environment. 

Both Reporting and Developer modes are allowed - Members of this 
job type use all of the features of TCPublisher. 

2. When finished, choose OK to store the entries and close the dialog box. 

Customizing the Navigator Apps Menu 
You can define the contents of the Navigator Apps menu for each job type. Note that 
any additions you make to the contents of the Navigator Apps menu are shown at the 
end of the Apps menu list, following the standard PerkinElmer installed applications. 

The tasks involved in selecting and configuring an application for the Navigator Apps 
menu are similar to those involved in creating a shortcut to a program in Windows. You 
select the desired application, then you define the application properties. The 
application properties for a Navigator Apps menu program include: 

• The name of the application as you want it shown in the Apps menu 

• The application name and path 

• Any command line parameters you want to use to run the application 

• Any status bar help text you want displayed when a person selects the application 

 To customize the Navigator Apps menu for a job type: 

1. Select the job type whose Navigator Apps menu display you want to customize 
from the Job Types list. 

2. Click the Navigator Apps Menu button to open the Navigator Apps menu 
dialog box. 
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3. To create a new menu item, choose  to open a text field in the list, type the 
name of the application as you want it shown in the Apps menu, then press Enter. 
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4. Define the properties of the new menu item: 

• In the Program text box, enter or select the desired application. If you type 
in a name, you must include the complete path. 

• For Menu Help Text, enter any status bar help text you want displayed 
when a person selects the application. Menu help text is optional. 

• In the Command line text box, enter any command line parameters you 
want to use to run the application. Command line parameters are optional. 

5. To delete a menu item, select the menu item that you want to delete, then 
choose  . 

6. To change the order in which the applications are listed in this dialog box, 
select the item that you want to move, then choose the up or down button to 
move the item. 

Menu items on the Apps menu in the Navigator are displayed in the order in 
which they are entered in this dialog box. 

7. When you are finished, choose OK to store the entries and close the dialog 
box. 

Customizing the Job Type Audit Trail Options Menu 
You use the Audit Trail Options function to define reasons for change.  The Job Type 
Audit Trail Option include options relating to the Reasons for Change and Comments 
controls that appear in the Audit Trail dialog.  The System Audit Trial Dialog will only 
contain the global reasons for change list. 

 To customize the Job Type Audit Trail Option menu 

1. Select job type that you want to customize Audit Trail Option from the Job 
Types list. 

2. Choose Audit Trails Options to open the Job Type Audit Trail Options dialog 
box. 

3. If you want to ensure that a user selects a reason for change, select The User 
Must Select A Pre-Defined Reasons For Change. 

4. There are three options you may select for the user. 

• The user may not enter a free text comment  ⎯   The user has no 
access to the Comments field in the audit trail entry dialog, it is disabled. 

• The user may enter a free text comment  ⎯   The user has access to the 
Comments field in the audit trail entry dialog. 

• The user must enter a free text comment  ⎯  The user must enter a 
comment to justify changes. 
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Job Types Tab Display 
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The Job Types list displays all job types. The Users With This Job Types list displays 
all users who belong to the job type that is currently selected in the Job Types list. To 
access the menu of functions, click on the Job Type Permissions. 

The Function Permission Editor displays the function permissions for the job type that 
is currently selected in the Job Types list.  

 
 

Deleting a Job Type 
A job type that is assigned to one or more users cannot be deleted. Therefore, before 
you can delete a job type, you must assign all of the users with that job type to a 
different job type. 

 To delete a job type: 

1. Select the desired job type from the Job Types list. 

2. Right-click in the Job Types list and select Delete from the Job Types menu. 
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Configuring Users 
A user account is required for each person who uses TotalChrom. The application 
manager is responsible for adding, deleting, and maintaining user accounts on a system-
wide basis. TotalChrom preferences, such as colors and fonts, must be set by each user 
as described in Chapter 3, “Configuration” in the TotalChrom User’s Guide. 

By default, TotalChrom is shipped with one user account, manager, which is assigned 
the Manager job type. The manager user account and job type have access to all 
programs and instruments in your system. The first time you log on to TotalChrom, you 
use the manager account. Once you have set up and configured your entire TotalChrom 
system, you may want to keep the unmodified manager account and job type as backups 
for emergency purposes. 

To add and configure a new user account, you must: 

• Create the user account 

• Specify instrument access permission(s) for the account 

• Associate the account with a job type 

• Specify a password for the account if necessary or desired 

The following sections describe how to perform each of these tasks. 

To see the effects of any changes made to user configuration, users must exit and restart 
TotalChrom. 

Working with User Accounts 
This section describes how to: 

• Specify default path values for a TotalChrom user account 
• Set up a logon name and password for a TotalChrom user account 
• Create a new TotalChrom user account 
Each TotalChrom user account contains the following information: 
• A unique logon name for the person 
• A job type 
• Default paths for opening files from the Method and Sequence Editors 
• A default path for storing RAW data files (this path is specified in the TotalChrom 

Setup dialog box) 
• An optional default path for accessing user programs 
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• An optional default printer 
• Whether or not the person must log on to TotalChrom using a password 

User Default Directory Paths 

Remote vs. Local Resources ⎯ You can specify default paths to shared network 
directories, to shared directories on the user’s own computer, or to a combination 
of both. If you specify a path to a networked directory, make sure that the person 
has the appropriate access rights to the specified directory. 

Specifying Path Values ⎯ When you specify a default path value, you can either enter 
the path value manually, or use the browse button to select one. Note that the 
browse display shows all paths, local and networked, to which you have access. 
The user to whom you are assigning the default path may not have the same access 
permissions that you have. 

You can select or specify a path that is mapped to a drive letter, as long as both you 
and the person for whom you are specifying the path have access to that path. If 
you want to specify a path to which the user has access, but you do not, then you 
must manually enter the path value. 

When you enter a path manually, enter it in the form: 

\\computer name\share name\directory 

where computer name is the name of the server or user workstation. Separate each share 
name and directory with a single slash. 

For example: 
\\gordonsr1\tcfiles\methods 

Password and Logon Name Considerations 
TotalChrom requires that each user account log on with a unique logon name and 
password. You have the option of turning on a password bypass for the person’s 
TotalChrom user account. When the bypass is turned on, the person does not have to 
enter a logon name and password to access TotalChrom. However, if you use the 
password bypass option for a user account, the person’s TotalChrom logon name value 
must be the same as the computer logon value. 

Password Bypass Considerations for Windows 98 Only ⎯ Unlike the Windows 
XP/2000/NT operating system, Windows 98 does not require user logon. If a 
person does not log on to a computer that is running Windows 98, that person is 
automatically assigned an ID of “UNKNOWN” at the operating system level. 

If you want to allow TotalChrom users to bypass both Windows 98 and TotalChrom 
logon, you can create a TotalChrom user account with a USERID value of 
UNKNOWN, and assign that account the appropriate TotalChrom access permissions 



Configuring Users  

3-38 Chapter 3 

for those users. Make sure that you enter the USERID value in all upper case. If you 
create an UNKNOWN Tubochrom user account, then every TotalChrom user who does 
not logon to Windows 98 will use the access privileges of the UNKNOWN user 
account, and you will not have to set up a separate TotalChrom user account for each 
person. 

However, if you do not want all TotalChrom users who do not logon to  
Windows 98 to have identical TotalChrom access privileges, you can either: 

• Create a separate user account that requires TotalChrom logon for each 
person whose access you want to restrict. This is the only sure way to 
enforce TotalChrom security if you do not require Windows 98 logon. 

• Enforce Windows 98 logon, and create a separate TotalChrom user 
account with the password bypass turned on for each user. Note that each 
time a person logs out of Windows 98, all of the TotalChrom background 
processes will shut down. The background processes will restart the next 
time someone logs on to Windows 98. 

Regardless of whether or not you assign the user account a separate password, the 
System Configuration Editor creates a default password value that is identical to the 
account logon name. Once a user successfully logs on to TotalChrom, that user can 
change the password value at any time by using the Change Password command on the 
Admin menu. 

If you activate the password bypass for a user account, we recommend that you change 
the default password value for the user. Otherwise, you may compromise secured 
access to TotalChrom. You can either change the default password when you first 
create the user, or you can tell the user to specify a new password from the Navigator 
when the user first logs on. If you change the default password yourself, let the user 
know what this password is in case the users ever needs it. 

Creating a New User Account 
The following procedure describes how to create a new user account. 

 To create a new user account: 

1. Select Add from the Users menu to open the Add User dialog box: 



 Configuring Users 

System Configuration 3-39 

 

2. In the Logon Name text box, enter the name that the person will use to log on 
to TotalChrom. The logon name can be up to 30 characters. The logon name is 
case-sensitive, so enter it exactly as you want the user to type it. 

• If you want to turn on the password bypass for this account, the person’s 
TotalChrom logon name must be the same as the computer logon name. 
For information on the password bypass, see “Password and Logon Name 
Considerations,” and step 6 of this procedure. 

3. Enter the full name of this person. 

4. Select a job type for this person. 

You can change the person’s job type at a later time, if necessary. 

5. Select a default printer for this user from the Default Printer list. 

This printer will be used when the person specifies that they want to use the 
default printer in the Sequence Editor, for Optional Reports in the Method 
Editor, and in Batch. Specifying a default printer for a user account is optional. 

6. Choose whether or not to activate the TotalChrom password bypass option for 
this user. 

• To activate this option on Windows 98 systems, select the Skip 
TotalChrom Logon check box. 

• To activate this option on Windows XP/2000/NT systems, check Use OS 
Logon for TotalChrom Logon. 

If you use this option, then the user does not have to enter a password to access 
TotalChrom. 

If you do not use this option, then the user must enter a password in order to 
access TotalChrom. See “Assigning a Password to a User Account” for 
information about assigning and modifying passwords for a user. 
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7. After the new user has been added to the system, the Default Paths/Base 
Names dialog opens automatically.  The “Copy From…” button allows you to 
copy the same Default Paths/Base Names information from previous users to 
the new user.  

  
Data Paths ⎯ The default path for data files when this user sets up an 
instrument.  

• Raw data path  ⎯  The default path for raw data files. 

• Result files path  ⎯  The default path for result files. 

Check the appropriate boxes for user default path for raw and result files. 

Other Paths  ⎯  The default path for Method, Sequence, Report format, and 
Program . 

• Method path  ⎯ The default path when this user opens or saves method 
files. An entry is required. 

• Sequence path  ⎯ The default path when this user opens or saves 
sequence files. An entry is required. 

• Report format path  ⎯  The default path when this user generates a report 
containing the report’s formatting characteristics and the specifications for 
that analysis report. 



 Configuring Users 

System Configuration 3-41 

• Program path  ⎯ This parameter is active only when the user’s job type 
permits access to ALL user programs. This is the default path for this user 
when they select a user program from the Method and/or Sequence Editor 
applications. Entering a default program path is optional. 

Base Names  ⎯  The default file for Raw, Result, and Modified data file. 

• Raw data file  ⎯  The default file that contain actual data points acquired 
during the analysis cycle and stored in a .RAW file. 

• Result data file  ⎯  The default file that contain the completed a raw data 
file, the results of the analysis are stored in a result file. 

• Modified data file  ⎯  The default file that contain the data created when a 
baseline (or blank sample ) file is subtracted from a raw data file.  The 
system analyzes the data in this file. 

Tokenized File Names  ⎯ The default file names may be typed into each field 
directly or, to avoid the danger of mistyping a token, the token builder dialog 
may be opened by clicking on the ‘…’ button at the end of the field. 

 
• Separator  ⎯  Define what the character is to be inserted between tokens 

added to token string.  The separator will only be added when another 
token is chosen.  The separator that the user may select are from ‘_’ 
(underscore) ⎯ the default ⎯, ‘ ‘ (space), ‘-‘ (hyphen), ‘+’ (plus), ‘=’ 
(equals) and (none). 

• Number of digits in the file number suffix  ⎯  Determine how many digits 
will be used for the cycle number appended to the end of the file name, 
when it is finally created. 

• Raw data file  ⎯  The file name will be shown in its token form as it is 
constructed.   
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Keyboard operation of the token builder will work basically this way: 

1. Press Alt + T to set focus to the list 
2. Use ↑ or ↓ to highlight the required token 
3. Press the space bar to add the selected token to the token string 
4. Add literal text if required or repeat from step 1 to add more tokens 

8. The manager may disable the user from editing base names by selecting the 
check box “The user cannot edit these base names”.  Click OK to finish and 
the Default Paths/Base Names will update for the new user.   

Assigning Instrument Access to a User Account 
You assign instrument access by associating each user account with one or more 
instrument group by using the Instrument Access function on the Users tab. 

When an instrument is added to an instrument group, all users with access to that 
instrument group automatically get permission to set up that instrument. 

You can also copy instrument group access assignments between users. When you copy 
instrument group access assignments, you can either replace the assignments of the 
target operators, or you can merge the new assignments with existing assignments. 

Note that you must create instrument groups with the Instrument Groups command on 
the Instruments menu. Refer to “Instrument Groups” in the “Configuring Instruments” 
section for information on how to create instrument groups. 

By default, all new users are automatically granted access to the <All Instruments> 
group. All Instruments is a “virtual” instrument group that contains all configured 
instruments in the system, and it gets updated whenever new instruments are added to 
or deleted from your system. Therefore, unless you have created instrument groups, you 
do not need to assign users to an instrument group. 

 To assign, view, or edit instrument access for a user account: 

1. Choose the Instrument Access button on the Users tab to open the Instrument 
Access dialog box. 

2. Select the Set Access tab. 
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3. Select the user account you want to work with from the Users list. 

The Instrument Groups list displays all instrument groups in the system. A 
check mark is displayed next to each instrument group that the selected user 
can access. 

The Instruments Available For This User list displays all instruments 
configured in the system. A check mark is displayed next to each instrument 
that is contained in the selected instrument group(s) for the selected user. 

4. Change the instrument groups that are associated with the selected user 
account as necessary. 

• To associate/dissociate the user account with individual instrument 
groups, click the desired instrument group to toggle the check mark on or 
off. 

• To dissociate the user account from all instrument groups, choose Clear. 

• The All Instruments group is a virtual instrument group that contains all 
configured instruments in the system. When new instruments are added to 
or deleted from the system, TotalChrom updates the All Instruments 
group. 

5. Choose OK when you are finished. 
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 To copy instrument group access from one user account to another: 

1. Choose the Instrument Access button on the Users tab to open the Instrument 
Access dialog box. 

2. Select the Copy Access tab. 

 

3. In the Copy Instrument Groups From list, select the account(s) that is the 
source of the assignments. 

Each name you select is displayed in the Instruments Groups Accessible To 
line, separated by a plus ( + ) sign. 

4. In the To list, select the user account(s) that is the target, the one(s) to whom 
you want to copy the instrument group access. 

5. Decide how you want to copy the instrument group access from the source 
user(s) to the target users(s). 

• To overwrite the assignments of the target user(s) with those associated 
with the source user(s), choose Replace. This will eliminate all previous 
assignments for the target user(s). 

• To add the assignments of the source user(s) to those associated with the 
target user(s), choose Merge. This maintains all previous assignments for 
the target user(s). 
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The All Instruments group will take precedence over any other. If one of the source 
users has that assignment then the target users will receive this assignment but no 
other. 

6. Choose OK when you are finished. 

Assigning a Password to a User Account 
For each new account that you create, the System Configuration Editor creates a default 
password value that is identical to the account logon name value for the account. Once 
successfully logged on to TotalChrom, a user can change the password value at any 
time by using the Change Password command from the Admin menu in the Navigator. 
Therefore, it is not necessary to create a password for a person in the System 
Configuration Editor. Users can log on to TotalChrom and change passwords assigned 
to them as necessary or desired. 

However, if you want to assign a person a specific password value, or you want to 
modify password attributes such as when the password expires, then you must access 
and modify the password settings for the desired account. 

 To modify password settings for a user account: 

1. Select the user from the list on the Users tab. 

2. Choose the Password Setting button to open the Change Password dialog box. 

 

3. In the Enter New Password text box, enter the user’s TotalChrom password. 
Passwords can be up to 30 characters long. The password value is case 
sensitive, so enter it exactly as you want the user to type it. 

4. Re-enter the password. 

5. Choose a password expiration option for this user. 
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• Select Password Never Expires if you do not want to require the user to 
ever change the password, or 

• Enter the password Expiration Interval to limit the number of days a 
password will be valid. When the user’s password expires, a message will 
appear prompting the user to change that password. 

The password expiration date and time displayed on the Change Password dialog 
box are updated after this configuration has been saved and the system has been 
reconfigured. 

6. If you want to prohibit the user from entering the same password again after 
the expiration interval expires, select the Prevent Duplicate Passwords option. 

7. Enter a minimum password length. 

8. Choose Purge if you want to delete all the passwords in the historical password 
list. 

If at any time you want to restore the original information that was in the 
Password Settings dialog box, choose Reset. 

9. If you have Connect, select the Use OPS$ Prefix During Logon check box to 
force TotalChrom to use OPS$ as a prefix to the logon string when the user is 
attempting to connect to the LIMS database. Refer to the Connect 
documentation for information. 

10. If you have Connect, enter the Host string to be used in place of the local 
registry setting when the user is attempting to connect to the LIMS database. 
Refer to the Connect documentation for information. 

11. Choose OK to save the password information and close the dialog box. 
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Users Tab Display 

 

The Users list displays all system users in alphabetical order by logon name. As you 
move through the Users list, the data fields display configuration information for the 
selected user. You can change data only in fields that you can access. 

The function buttons at the bottom of the tab enable you view and/or edit the instrument 
access permissions and password settings for a user. Select the desired user from the 
Users list, then select the desired function.  
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Deleting a User 
When you add a new user to the system, TotalChrom creates: 

• Configuration files for the user on the computer where the software is installed. 

• A system configuration subdirectory, Config\User\<logon name>, for the user on 
each computer from which the user accesses TotalChrom. This subdirectory 
contains the user preferences for that computer.  

When you delete a user, TotalChrom removes the configuration files, but does not 
remove the individual user subdirectories. You can delete the obsolete user 
subdirectories on the computer as necessary. 

 To delete a user: 

1. Select the desired user from the Users list.  

2. Select Delete from the Users menu.  

Saving and Activating the System Configuration 
When you are ready to store your configuration data to disk, use the Save and 
Reconfigure command from the File menu.  After the configuration data are stored to 
disk, changes based on those data take effect throughout TotalChrom.  Anytime you 
make changes to the system configuration, you must use the Save and Reconfigure 
command to activate those changes throughout your TotalChrom system. 
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System Tab 
The System tab provides a summary of the current system hardware configuration. 
When you set up your system for the first time, no configuration data are displayed. 

 

The list displays your computer name, your acquisition ports, and your instruments in 
standard Windows tree format. The tree starts at the server level. When you expand the 
tree, you can see the acquisition devices associated with the server, individual 
acquisition ports, and the instrument(s) attached to a port. 

If <unassigned instruments> appears at the top of the tree, there are instruments 
entered in the system configuration that have not yet been assigned to acquisition ports. 
See “Configuring Instruments.” 
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System Menu Functions 
The System Menu functions control system-wide features that can be activated and 
deactivated at any time. 

• Global Settings function is used to activate or deactivate system-wide default 
settings. 

• The Audit Trail Options function is used to define the reasons for change for use 
with the audit trail. 

• The Review and Approve Settings dialog enables the system administrator the 
required signature levels and set other signature policy rules. 

Global Settings 
You can modify global settings at any time; however, it is best to do so after you have 
defined your entire system configuration. 

The global settings options are as follows: 

 

Always Use Date/Time File Suffixes ⎯ If this check box is selected, TotalChrom 
appends date/time file suffixes to all files. The suffix is in the form YYYYMMDD-
HHMMSS and appears at the end of the file name, but before the file extension. 
This ensures that all TotalChrom-generated files always have unique names. 
 
If this check box is not selected, TotalChrom appends date/time file suffixes only to 
prevent duplicate filenames from being created. 

Max Analysis Processes ⎯ Specifies the number of concurrent instances of the 
Analyze program that can occur on the computer. 

Analysis Process Timeout ⎯ Specifies the amount of time, in minutes, after which an 
analysis process on the workstation will be terminated. 

Sub-Process Timeout ⎯ Specifies the amount of time, in minutes, after which a sub-
process (such as a user program) on the workstation will be terminated. 



 System Tab 

System Configuration 3-51 

Default Printer ⎯ Specifies the default printer to be used for analysis report printing. 
An entry is required in this field. 

Audit Trail Options 
You use the Audit Trail Options function to define the reasons for change. If you want 
to enforce these reasons for change as the system-wide choices, you can also specify 
that the users must choose one of the system-wide reasons for change before they can 
exit from the Audit Trail dialog box. This function lets you either: 

• Restrict users to entering or selecting pre-defined reasons for change only 

• Allow users to select a pre-defined reason for change, define and enter a reason for 
change, or not enter any reason for change 

You can add, change and delete audit trail options at any time; however, it is best to do 
so after you have defined your entire system configuration. 

 To add, edit, and delete Audit Trail reasons for change: 

1. Select Audit Trail Options from the System menu to open the Audit Trail 
Options dialog box. 

  

2. To create a new reason for change, choose  to open a text field in the 
Reason for Change list, type the name of the reason for change as you want it 
shown in the Audit Trail dialog box, then press Enter. 

3. To set the order in which the reasons for change are listed, select the reason 
that you want to move, then select the up or down button to move the item. 
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The reasons for change are displayed in Audit Trail dialog box the order in 
which they are shown in the Reason for Change list.  

4. To delete a reason for change, select it, then choose . 

5. When you are finished, choose OK. 

Review and Approve Settings 
In this dialog, the system administrator can define the required signature levels and 
other policy rules.  The Review and Approve Settings are as follows: 

Signature Points 

• Review — A check box that indicates at least one Review signature will be 
required for reports. 

• Final Review — A check box that indicates a Final Review signature will be 
required.  If the Review check box is also checked then this means at least two 
signatures will be required (but there could be more Approve signatures). 

• Approve — A check box that indicates at least one Approve signature will be 
required for reports. 

• Final Approve — A check box that indicates a Final Approve signature will be 
required.  If the Approve check box is also checked then this means at least two 
signatures will be required (but there could be more Review signatures). 

• Hold — A check box that indicates reports can be marked as Hold. 

 

Signature Policies 

• Same user cannot sign two levels for a report — A check box that indicates a 
reviewer user can only sign a given report at one level.  This becomes available 
when two or more Signature Points are checked. 

• User must enter a component for each held report  — A check box that 
indicates a reviewer signing to Hold a report must enter a comment. This becomes 
available only when Hold is checked. 
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System Configuration Files 
Your system configuration data are stored in several different files, including: 

netconfig.active ⎯ Stores computer data, acquisition port data, and global system 
setting data. 

labconfig.active ⎯ Stores job type access data. 

instruments.active ⎯ Stores instrument data. 

interfaces.active ⎯ Stores interface data. 

<userlogonname>.uaf ⎯ Stores user parameters. There is one UAF file for each user 
account. 

When you open the System Configuration Editor, the application reads all of these files 
and loads your configuration data into memory. When you use the Save and 
Reconfigure command from the File menu, your configuration data are saved to the 
appropriate files on disk. 

CAUTION: Do not attempt to access any of the system configuration files with any 
application other than the System Configuration Editor, or you will make the files 
unreadable by TotalChrom. 
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Chapter 4 
Kickoff 

 

Kickoff is an application that provides an alternative front end to TotalChrom. It 
allows a user with no knowledge of TotalChrom to set up an instrument for data 
acquisition by simply selecting from a predefined list of analyses. An analysis indicates 
the sequence or method that is to be run and the instrument to be used. 

Kickoff consists of two applications: 

• TotalChrom Kickoff Configuration 

• The Kickoff application itself 

TotalChrom Kickoff Configuration lets you configure Kickoff by defining the 
analyses that can be run, then assigning the operators who can run those analyses. 
You can later edit analyses and change operator/analysis assignments. You can 
optionally establish aliases for instruments. 

Before you define an analysis, you must have established the sequence or method that 
you will use in it. It is most efficient if you configure the instrument that you will 
include in an analysis definition before you configure Kickoff. For information on 
how to configure an instrument see Chapter 3, “System Configuration” in this 
manual, and Chapter 3, “Configuration” in the TotalChrom User’s Guide. 

This chapter is divided into two parts: 

• The “TotalChrom Kickoff Configuration” section describes how to use that 
application. 

• The “Kickoff Application Overview” section provides a brief description of the 
functions and features of the Kickoff application itself. 

• The “Recovery from Setup Failure” section describes how to recover an analysis 
when the Kickoff application cannot complete a sequence or method setup. 
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TotalChrom Kickoff Configuration 
 To use Kickoff Configuration: 

1. In the Navigator, choose Kickoff Configuration from the Admin menu to 
open the TotalChrom Kickoff Configuration window. 

 

There are four tabs in the TotalChrom Kickoff Configuration window: 

Analyses — The starting point for entering and editing analysis definitions. 
This is also the point from which you assign an operator(s) to an 
individual analysis. 

Set Assignments — Use this to assign analyses to an operator. This is the 
opposite of assigning an operator to an analysis. 

Copy Assignments — Provides a means for copying assignments between 
operators. 

Instrument Aliases — Use this to assign an alternative name to an 
instrument for display to the Kickoff operator. 

2. Select the tab for each operation you want to perform and make your entries. 

3. If you want to save your work without closing the application, choose Apply. 

4. If you are finished with Kickoff Configuration and do not want to save your 
work, choose Cancel. 

5. If you are finished with Kickoff Configuration and want to save your work, 
choose Exit. 
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Creating an Analysis 
To create an analysis, you must give it a name, select an instrument for it, and select 
the sequence or method file to be used with it. Optionally, you may enter an alias for 
the analysis name and enter text to be displayed to the Kickoff operator. 

When you create an analysis that uses a method file, there are two additional features 
that you can customize for the analysis. These features become available only when 
you choose Method as the Setup type for the analysis: 

• You can specify whether or not the operator must enter the number of injections 
for each sample. This option is enabled by selecting the Enable Number Of 
Injections Entry check box. 

• You can specify that the operator be required to enter pertinent information about 
the analysis and each sample in a customized grid. The columns you can use are 
a subset of those available in the Sequence Editor, including any user-defined 
columns. You set up and customize the grid on the User Entry Grid tab. 

You can create a new analysis from scratch. Alternatively, you can use the data from 
an existing analysis as a template for creating another, similar analysis. 
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Creating a New Analysis From Scratch 

 To create a new analysis definition: 

1. In the TotalChrom Kickoff Configuration window, select the Analyses tab. 

 

The analyses that have already been defined are listed on the left. 

The operators who have been authorized to run each analysis are displayed 
at the lower right. 
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2. Choose New to open the Analysis Definition dialog box. 

 

3. Enter a name for this analysis. 

4. If you want the operator to see an alias for the name above, enter it in the 
Name Displayed To Operator field. 

5. Select the instrument that you want to be used for this analysis. 

You can either select an instrument from the drop-down list, or choose the 
button next to the Instrument field to display the standard TotalChrom 
instrument list. 

You cannot use an instrument configured with a PerkinElmer HS 40 Headspace 
Sampler controlled with a LINK interface in a Kickoff analysis. 

If you later delete the instrument that is assigned to an analysis, the default 
<unassigned> will be substituted and the analysis will not be displayed to 
the Kickoff operator. You should either delete the analysis or edit it and 
select another instrument. 

You can create an alias for any instrument for display to the Kickoff 
operator. Refer to “Instrument Aliases.” 
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6. Select either Sequence or Method as the Setup Type. If you select Method, 
two an additional option for the analysis become available: 

• Enable Number Of Injections Entry check box — If selected, the 
operator will be prompted to enter the number of injections to be made 
for each sample. 

7. Enter or select the name of the sequence or method file to be used for this 
analysis. 

Note that Kickoff Configuration does not validate the existence of a file 
name that you type in. 

8. Specify other setup options as necessary: 

Start When Ready — Select this option to start the run as soon as the 
instrument is ready. You use this option when you want a LINK-
controlled autosampler to begin its first injection of the new setup as 
soon as the instrument reaches the Ready state. 

Single Run Data Buffering — Select this option if you do not want to store 
data from multiple runs in the interface for this analysis. You must 
select this if a single run produces more data than the interface can 
store. 
 
If Single Run Data Buffering is not selected, the interface memory will 
be divided into segments large enough to store the data from multiple 
runs. This enables the interface to acquire data from multiple runs even 
if t65 

he Navigator window is closed or the computer is turned off. For details, 
refer to Appendix A, “How Interfaces Collect Data,” in the TotalChrom 
User’s Guide. 

Suppress Processing — Select this option if you do not want the data to be 
processed immediately after it is collected for this analysis. This 
automatically suppresses the data analysis process, including the 
printing of reports and plots, and the creation of a result file. 
 
If you suppress processing, the operator can use Batch Reprocessing 
later to obtain results from the analysis. 

Suppress Reports/Plots — Select this option if you do not want a report 
and plot printed for this analysis. If you do not select this option, 
TotalChrom will automatically print a report and plot at the end of each 
run. 

9. Use the Prompt Displayed After Setup field to enter text that you want 
displayed to the operator when instrument setup is complete. 
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You might use this to enter final instructions to the Kickoff user, such as 
where to load the sample into the autosampler or how to make the sample 
injection. 

10. If you want the Navigator to be maximized once Kickoff starts, so that the 
operator can monitor the real-time plot for example, select the Maximize 
Navigator After Kickoff Complete check box. 

11. Save the analysis or create a user entry grid. 

• If you do not want to create a user entry grid, choose OK to save the 
analysis definition and close the dialog box. 

• If this analysis uses a method file or sequence file, and you wish to 
create a user entry grid, see “Creating a User Entry Grid for an 
Analysis,” which follows. 

Creating a User Entry Grid for an Analysis 
At your option, you can create a user entry grid for analyses that use a method setup 
or sequence setup. 

All columns included in the user entry grid will require operator entry when the 
analysis is run in the Kickoff application. The operator will be unable to proceed with 
the analysis until each cell of the grid has been filled with a valid entry. Valid 
numeric column entries are the same as those used in the Sequence Editor. 
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 To create a grid for an analysis definition: 

1. Access the User Entry Grid tab for the analysis. 

• If the analysis is already open, click the User Entry Grid tab. 

• If the analysis is not open, select the analysis that you want to edit from 
the Analyses tab in the Kickoff Configuration window, then choose 
Edit. Click the User Entry Grid tab. 

 

The Columns Included In User Entry Grid list box shows all columns that 
will be included in the user entry grid. The Other Columns Available list box 
shows the columns that can be included the grid. 

2. To include a column in the grid, move the desired column from the Other 
Columns Available list box to the Columns Included In User Entry Grid list 
box. 

To move columns between the list boxes, select the desired column(s), then 
choose the appropriate arrow button. 

3. When you are finished, choose OK to save the analysis definition and close 
the dialog box. 
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Creating an Analysis From an Existing Analysis Definition 
When you use an existing definition to create a new analysis, data from the existing 
definition are provided as default values. This is convenient when you want to create 
an analysis that is very similar to one that already exists. To prevent you from 
inadvertently creating analyses with the same name, an asterisk (*) is added as the 
first character of the new analysis name. 

 To create an analysis definition from an existing definition: 

1. On the Analyses tab, select the analysis whose values you want to use as 
defaults. 

2. Choose Duplicate to open the Analysis Definition dialog box. 

 

3. Edit the analysis name. 

4. Edit the remaining data for the analysis as needed. 

If necessary, refer to “Creating a New Analysis” for instructions. 

5. Choose OK when you have completed the analysis definition. 
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Editing and Deleting an Analysis 
You can edit an analysis definition at any time, and you can delete an analysis when 
you no longer need it. 

Editing an Analysis 

 To edit an existing analysis definition: 

1. On the Analyses tab, select the analysis that you want to edit. 

2. Choose Edit to open the Analysis Definition dialog box. 

 

3. Edit the data as needed. 

If necessary, refer to “Creating a New Analysis” for instructions. 

4. Choose OK when you are done. 

Deleting an Analysis 

 To delete an analysis: 

1. On the Analyses tab, select the analysis that you want to delete. 

2. Choose Delete, then confirm the deletion. 
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Associating Analyses and Operators 
In order to complete the configuration of TotalChrom Kickoff, you must specify 
which operators are authorized to run which analyses. 

You can associate analyses and operators in two different ways. Both accomplish the 
same thing, but from the opposite perspective. 

• Analysis perspective — You can assign operators to an analysis from the 
Analyses tab. 

• Operator perspective — You can assign analyses to individual operators from 
the Set Assignments tab. 

Although you might often assign operators to an analysis when you create it, you can 
make operator assignments at any time. 

When you assign an operator to an analysis, make sure that the person can access 
the instrument that is specified in the analysis. If you are not sure about which people 
have access to which instruments, you can print a list of instrument groups and users 
from within the System Configuration Editor. See Chapter 3 for information about 
printing your system configuration. 

Use the following procedures to create, view and edit assignments. You can also copy 
assignments between operators; refer to “Copying Assignments.” 
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Assigning Operators to an Analysis 
You assign operators to an analysis by moving operator names from one list to 
another in the Analysis Assignment dialog box. 

 To associate/dissociate operators with an analysis: 

1. On the Analyses tab, select the analysis for which you want to manipulate 
the operator assignments. 

2. Choose Assign to open the Analysis Assignment dialog box for that 
analysis. 

 

The Operators Currently Assigned list shows the users who are assigned to 
this analysis. 

The Other Operators list includes all TotalChrom users who are not assigned 
to this analysis. 

3. Select the names of the operators whom you want to associate or dissociate, 
then move them to the other list with an arrow button. 

If you delete an assigned operator as a TotalChrom user, the operator will be 
removed from all Kickoff assignments. 

4. Choose OK when you are done. 
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Assigning Analyses to Operators 
You change the association of analyses to operators by toggling them on and off from 
the Set Assignments tab. 

 To associate/dissociate an operator with analyses: 

1. In the TotalChrom Kickoff Configuration window, select the Set 
Assignments tab. 

 

2. Select the operator whose assignments you want to display or manipulate. 

A check mark is displayed next to each analysis that is assigned to the 
selected operator. 

3.  Modify the analyses assigned to the operator as necessary. 

• To associate/dissociate the operator with individual analyses, click the 
desired analysis to toggle the check mark on or off. 

• To associate the operator with all analyses, choose Select All. 

• To dissociate the operator with all analyses, choose Clear All. 
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Copying Assignments 
You can copy assignments between individual or multiple operators in a single 
action. You can either replace the assignments of the target operators, or you can 
merge the new assignments with existing assignments. 

When you assign an operator to an analysis, make sure that the person can access 
the instrument that is specified in the analysis. If you are not sure about which people 
have access to which instruments, you can print a list of instrument groups and users 
from within the System Configuration Editor. See Chapter 3 for information about 
printing your system configuration. 

 To copy assignments: 

1. In the TotalChrom Kickoff Configuration window, select the Copy 
Assignments tab. 

 

2. In the Copy Assignments From list, select the operator(s) who is the source 
of the assignments. 

Each name you select is displayed in the Analyses Assigned To line, 
separated by a plus ( + ) sign. 

Each analysis that is assigned to any of the selected operators is indicated by 
a check mark. 
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3. In the To list, select the operator(s) who is the target, the one(s) to whom 
you want to copy the assignments. 

4. Decide how you want to copy the assignments from the source operator(s) to 
the target operator(s). 

• To overwrite the assignments of the target operator(s) with those 
associated with the source operator(s), choose Replace. This will 
eliminate all previous assignments for the target operator(s). 

• To add the assignments of the source operator(s) to those associated 
with the target operator(s), choose Merge. This maintains all previous 
assignments for the target operator(s). 

Instrument Aliases 
You can create an alias instrument name for display to the Kickoff operator instead of 
the name you configure for general TotalChrom use. For example, you might want to 
provide a name that is more descriptive or instructive to the Kickoff user. 

Any instrument for which you do not create an alias will be represented by its usual 
TotalChrom name in the Kickoff application. 

 To create an instrument alias: 

1. Select the Instrument Aliases tab from the TotalChrom Kickoff 
Configuration dialog box. 

2. Select the instrument for which you want to create an alias name. 

3. In the Alias For Selected Instrument field, enter a string of up to 
60 characters to represent the instrument. 

Use this same procedure to edit an existing instrument alias. 

Configuring the Kickoff Logo 
The term Kickoff logo refers to a graphic that appears at the top of each Kickoff 
user’s screen. By default, Kickoff does not use a logo. However, you can configure 
Kickoff to use any Windows bitmap image as a logo. For example, you could use 
your organization’s logo. 

Before you can configure the Kickoff logo, the graphic that you want to use must 
already exist as a bitmap file. The graphic can be up to 440 by 120 pixels in size. 
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 To configure the Kickoff logo: 

1. Copy the desired bitmap file to the same directory location as the Kickoff 
executable (KICKOFF.EXE). 

For example, if you accepted the TotalChrom installation program defaults, 
this would be the BIN directory in the TotalChrom path. 

2. Rename the copied bitmap file as KICKOFF_LOGO.BMP. 
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Kickoff Overview 
This section provides basic information about using Kickoff. Knowing this 
information will: 

• Enable you to teach the operators how to use Kickoff. 

• Help you create and configure the Kickoff analyses themselves. 

Using Kickoff 
To access Kickoff, choose the Kickoff icon from the TotalChrom folder. Depending 
on how your user account is configured, you may be prompted for a valid 
TotalChrom user ID and password before the program opens. 

Windows 98 Users Only ⎯ If the password bypass option is turned on for a 
particular TotalChrom user, and the person does not log on to the Windows 98 
computer, then the person will not be able to run Kickoff. If you want to allow 
TotalChrom users to bypass both Windows 98 and TotalChrom logon, you can 
create a TotalChrom user account called UNKNOWN and assign that account 
access to the Kickoff application. See the “Password and Logon Name 
Considerations” section in Chapter 3 for information about how to create the 
UNKNOWN user account. 
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The Kickoff opening screen looks like this: 

 

The opening screen is where you select the analysis to be performed. 

Note the four function buttons at the bottom of the screen. These four buttons are 
available from every Kickoff screen: 

Back — Returns you to the previous screen. This function is available only after you 
have proceeded beyond the opening screen. 

Continue — Moves you to the next Kickoff screen. 

Cancel — Exits Kickoff without performing an analysis. 

Suspend — Enables you to suspend the current Kickoff analysis and resume it later. 
After you use the Suspend function, Kickoff closes. See “Suspending a Kickoff 
Setup” for information. 

After you have selected an analysis, choose Continue to proceed. Note that after you 
select an analysis, each subsequent Kickoff screen displays the selected analysis 
name and the associated instrument name. 

The next screen that is displayed depends on whether the selected analysis is defined 
to perform a sequence or method setup. 
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• If the selected analysis is a sequence setup, Kickoff goes directly to the Final 
Prompt screen. See “Final Prompt Screen” for information. 

• If the chosen analysis is a method setup, the next screen displayed is for entry of 
the number of samples to be run. See “Method Setup: First Screen” for 
information. 

Method Setup: First Screen 

 

The next task required is to enter the number of samples to run. This can be from 
1-225. 

If the analysis was configured to include the Number of Injections Entry, then the 
question “How many samples do you want to run?” and  “How many injections of 
each sample?” also appears and must be completed. This number can be from 1-99. 

When you are ready, choose Continue to display the next screen. 
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Method Setup: Second Screen 

This screen appears only if the analysis was configured to include a user entry grid. 
If this is not the case, the Final Prompt screen is displayed. 

 

The next task is to enter information about each sample in the grid. The number of 
rows in the grid is equal to the number of samples entry on the previous screen. Data 
entry is required in all cells. 

Kickoff does not validate vial numbers entered in the User Entry Grid. 

 

Replicate injections are assumed to use the same data, so you only need to enter 
values for each sample, not each injection. 

The standard keystroke navigation available in the Sequence Editor is also available 
in this grid. To access a pop-up menu of functions, the operator can right-click 
anywhere within the grid. The items on this pop-up menu are Cut, Copy, Paste, and 
Fill-Down (the same command as in the Sequence Editor). 

When you are ready, choose Continue to display the Final Prompt Screen. 
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Final Prompt Screen 
This screen displays the final instructions for the analysis as specified in Kickoff 
Configuration. It also allows the Kickoff operator one more chance to decide whether 
or not to proceed with the analysis. 

 

You can do any one of the following from this screen 

• Choose Finish to proceed with the analysis and close Kickoff. 

• Choose Cancel to exit Kickoff without performing the analysis. 

• Choose Suspend to save the current analysis setup to disk and close Kickoff. 

Suspending a Kickoff Setup 
You can stop the current Kickoff analysis at any time and resume it later by using the 
Suspend function. After you use the Suspend function, Kickoff closes. 

Each user can store only one suspended analysis at a time—the Suspend function 
cannot be used to store multiple analyses. If you attempt to suspend an analysis when 
a suspended analysis already exists, you can either overwrite the existing suspended 
analysis, or abandon the suspended process. 
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If a suspended Kickoff analysis is found the next time you start Kickoff, you are 
notified that a suspended analysis exists and asked whether or not you wish to resume 
Kickoff using the suspended analysis. You have three choices: 

• Yes — Use the suspended analysis. Kickoff automatically returns to the point 
where the analysis setup was suspended. 

• No — Do not use the suspended analysis. The suspended analysis file is left on 
disk, and Kickoff proceeds to the opening screen. 

• Delete Pending Setup — Delete the suspended analysis. After the suspended 
analysis is deleted, the opening screen is displayed. 

Data File Names for Method Setups 
Data files that are created from a method setup in a Kickoff analysis are named as 
follows: 

<analysis name displayed to operator>_ 
<channel [A or B]>_row 

If <analysis name displayed to operator> does not exist in the analysis, then the 
analysis name is used. 
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Recovery from Setup Failure 
This section describes how to recover an analysis in case the Kickoff application 
cannot complete a setup. 

Sequence Setup Recovery 
After you have corrected the problem that caused Kickoff to malfunction, you can 
either perform a conventional sequence setup from the Navigator, or re-run the 
analysis from Kickoff. 

Method Setup Recovery 
When you run a method setup in Kickoff, a “temporary” sequence file is created. The 
name of this temporary sequence file is: 

<instrument name>TMP-YYYYMMDD-HHMMSS.SEQ 

• <instrument name> is the name of the instrument that was used for the analysis. 

• YYYYMMDD-HHMMSS is the year, month, day, hour, minute, and second that 
the file was created. 

for example: 

970_A-TMP-19970319113012.SEQ 

All temporary sequence files are stored in the user’s default sequence directory. The 
temporary sequence files remain stored in this location until you delete them. This 
way, if Kickoff malfunctions, the operator-entered information is not lost. 

Should a method setup fail for some reason, there are two recovery options. You can 
either: 

• Correct the problem that caused Kickoff to malfunction. Then, locate the 
temporary sequence file that was created for the run and use it to perform a 
conventional sequence setup from the Navigator. 

OR 

• Kickoff remains open if a setup fails, so you can instruct all Kickoff operators to 
use the Suspend function should a method setup fail. Suspend saves the current 
Kickoff analysis up to the point of the setup. Correct the problem that caused 
Kickoff to malfunction, then have the operator restart Kickoff. As described in 
“Suspending a Kickoff Setup,” Kickoff will then prompt the operator to restore 
the previously suspended setup. You do NOT need to use the temporary sequence 
file. 
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Chapter 5 
Archive Utility 

 

The TotalChrom Archive Utility provides a convenient means of archiving related 
TotalChrom data. For example, you could archive all the data files created by running 
a sequence, together with the methods used to acquire the data. 

The Archive Utility can write to and read from any device that is accessed from the 
computer as a disk drive. 

You can use the Archive Utility to: 

• Create a zipped (compressed) archive file. You can either move or copy data to 
the archive. 

• Retrieve the data from an archive and copy the contents to a specified directory. 

Using the Archive Utility 
You can run the Archive Utility either from the Admin menu in the Navigator, or by 
using the Admin toolbar in the TotalChrom folder. 

When you first open an Archive Utility session, the Select Task dialog box appears. 

You can perform all Archive Utility operations from this dialog box, get help, or 
close the dialog box and exit to the Archive Utility window. 

The rest of this chapter describes how to use the Archive Utility to: 

• Create an archive file 

• Retrieve files from an archive and restore the files to a directory of your choice 



Creating an Archive File 

5-2 Chapter 5 

Creating an Archive File 
There are three tasks involved in creating an archive file: 

• Selecting the source file(s) that you want to archive 

• Defining how you want the selected files to be archived 

• Specifying where you want the archive file to be stored 

The Archive function guides you through each of these tasks. 

You can access the Archive function either from the Select Task dialog box or from 
the File menu in the Archive Utility window. 

Selecting the Source Files 
When you choose the Archive command, the TotalChrom Multiple-File-Select dialog 
box appears. You select the files that you want to archive from this dialog box. 

 

• You can select multiple files using standard Windows techniques. 

• File types that can be selected are: IDX, SEQ, MTH, RAW, RST, RPT, DOT, 
SUI, SUM, AIA, or any combination of these. 
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• Note that index (IDX) and sequence (SEQ) files are primary container files that 
can reference many other files such as data files, methods, and report formats. If 
you choose an index or a sequence file as a source file, you will be asked to 
choose the specific referenced files (or all referenced files) that you want to 
include in the archive when you define archive options. 

• Choose Open when you are done to continue to the next screen. You can also 
choose Cancel to abandon the Archive operation and return to the Archive Utility 
window. 

Defining Archive Options 
The next screen that appears is the Archive Options screen. This is where you specify 
how to archive the files that you chose on the previous screen. 

 

Archive Options For Selected Files ⎯ You can either move the selected files from 
their current location to the archive, or copy the files from their current location 
to the archive. If you select Move, the files are included in the archive, then are 
deleted from their current location. If you select Copy, the files are included in 
the archive and left in their current location. 

Destination ⎯ You can store the selected files in a single zipped file, or save the 
selected files to another directory. 
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Archive Options For Files Referenced In Sequence or Index Files ⎯ This section 
of the dialog box is available only if you chose to archive sequence and/or index 
files on the previous screen. These options determine the disposition of each of 
the types of files that can be can be referenced within a sequence and/or an index 
file. 

• Copy ⎯ The referenced files of this type will be included in the archive and 
left in their current location. 

• Move ⎯ The referenced files of this type will be included in the archive and 
removed from their current location. 

• Neither ⎯ The referenced files of this type will not be included in this 
archive operation. 

• Log Entry ⎯ If this option is checked for a particular file type, then the 
archive log will list each file of this type that is actually written to the 
archive. 

Archive Options For Files Referenced in Method Files ⎯ This section of the 
dialog box is available if only you chose to archive Method files on the previous 
screen. These options determine the disposition of each of the types of files that 
can be can be referenced within a method file. 

• Copy ⎯ The referenced files of this type will be included in the archive and 
left in their current location. 

• Move ⎯ The referenced files of this type will be included in the archive and 
removed from their current location. 

• Neither ⎯ The referenced files of this type will not be included in this 
archive operation. 

• Log Entry ⎯ If this option is checked for a particular file type, then the 
archive log will list each file of this type that is actually written to the 
archive. 

Archive Info File Name ⎯ This is where you specify the name of the archive info 
log file. This file is automatically created during the archive process and is saved 
to the archive. If you do not specify a name in this field, then the default value 
shown is used. The log file will contain the following information: 

• A list of the files that were selected and actually archived 

• The archive date 

• Target destination location 

• Media ID 

• Comments 
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• User account name (the user who ran the Archive operation) 

• Any errors that occurred during the Archive operation 

Archive Media ID and Comments Fields ⎯ These two fields are optional. You can 
enter data in one or both of these fields to help further identify the archive. Any 
data that is entered in these fields appears in the archive info log file. 

After you have selected the archive options that you want, choose OK to continue to 
the next screen. Choose Cancel to abandon the archive operation and return to the 
Archive Utility window. 

Specifying the Archive File Destination 
If you chose to archive to a zipped file, the next and final screen that appears is the 
Windows Save As dialog box. This is where you specify the name of the archive file 
and where you want the archive file to be stored. 

If you chose to move or copy files, the TotalChrom Path-Select dialog box appears. 

 

• After you have specified a name and destination, choose Save to begin the 
Archive process. 

• Choose Cancel to abandon the archive operation and return to the Archive Utility 
window. 

The status bar at the bottom of the Archive Utility window is updated as the Archive 
operation proceeds. 
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Archive Errors 
Once the Archive process is complete, the archive log file is displayed in the Archive 
Utility window. The archive log lists the file(s) that were archived, the date the files 
were archived, the destination of the archive, the media ID and comments (if 
specified as part of the archive), and any errors. 

Unless there is not enough space for the archive file in the destination specified, the 
archive operation will proceed regardless of any errors that may occur. Examples of 
the kinds of errors that might occur are: 

• Failure to delete a file specified to be moved because you did not have delete 
permission for that directory. 

• Failure to find a file referenced in an index, sequence or method. 
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Retrieving Data from an Archive File 
There are two tasks involved in retrieving data from an archive file: 

• Selecting the archive file from which you want to retrieve data 

• Specifying where you want the retrieved data to be stored 

The Retrieve function guides you through each of these tasks. 

You can access the Retrieve function either from the Select Task dialog box or from 
the File menu. 

Selecting the Archive File 
When you select the Retrieve command, the Windows Open dialog box appears. This 
is where you specify the archive file that you want to retrieve. After you select a file, 
choose Open to continue. 

The next screen displays the Archive Info log for the selected archive file. This is 
enables you to review any errors that may have occurred in the file and decide 
whether or not to continue with the retrieve operation. 

 

• To proceed with the retrieve operation, choose UnZip Archive. 

• To abandon the retrieve operation, choose Cancel. 
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Specifying the Destination Volume and Path 
The next and final screen that appears is the TotalChrom Path-Select dialog box. 

This is where you specify a disk drive and directory to which all of the files contained 
in the archive (including the archive info log file) will be saved. 

 

• After you have specified the path to which you want to save the archive file 
contents, choose Select to proceed with the retrieve operation. 

• To abandon the retrieve operation, choose Cancel. 

The status bar at the bottom of the Archive Utility window is updated as the Retrieve 
operation proceeds. 

Once the retrieve process is complete, a message is displayed in the Archive Utility 
window that tells you where the files were stored, and the operation disposition 
(success or failure). 
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Chapter 6 
System Maintenance and 

Troubleshooting 
 

This chapter describes the applications that you use to regulate and maintain the 
integrity of your TotalChrom system. These applications are: 

• AQM Monitor 

• CAM Administrator 

• Error Manager 

• Change LCD Password (Windows XP/2000 and NT systems) 

• Server Administrator 

• License Manager 

You can access each of these applications either from the Admin menu in the 
Navigator or from the Admin toolbar. 

The Archiver, Kickoff Configuration, and System Configuration Editor applications, 
which also appear on the Admin menu and toolbar, are not described in this chapter. 
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AQM Monitor 
AQM Monitor lets you view the data analysis tasks that are being processed and/or 
are waiting to be processed in the Analysis Queue Manager (AQM) queue (see 
Chapter 7 for information about AQM). You can also delete a data analysis task that 
is being processed or is waiting to be processed in the AQM queue, if necessary. 

You may need to delete a data analysis task when: 

• The task is taking a long time to complete. 

• The process of completing the task is slowing down the system so that other 
programs cannot run. 

• The task cannot be completed because the analysis referenced a user program 
that cannot be run for some reason. 

The AQM Monitor Window 
The AQM Monitor application consists of a single window with two panes. 

 

• The left pane displays the workstation where TotalChrom is installed. 

• The right pane displays all data analysis tasks that are either being processed or 
waiting to be processed and their state, which will either be running or queued. 

Deleting a Task 
You can delete a data analysis task whenever it is necessary, regardless of its state in 
the queue. 
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 To delete a data analysis task: 

• Select the task you want to delete from the right window pane, then choose 
Delete from the Options menu. 

Refreshing the AQM Monitor Window Display 
The AQM Monitor does not dynamically update the AQM display. You must 
manually update the AQM Monitor window. 

• To refresh the window, choose Refresh from the Options menu. 
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CAM Administrator 
CAM Administrator lets you: 

• View the files and/or instruments that are in use by the workstation and/or for 
each user 

• View the specific locks on each file and instrument in use 

• Remove some or all locks on a particular file or instrument 

You may need to remove some or all locks on a file or instrument when the CAM) 
does not release those locks properly (see Chapter 7 for information about CAM). For 
example, suppose there is a power failure and a remove lock operation does not get 
completed on a sequence file. If a user then tries to access that sequence file, CAM 
displays a “file locked” message. To fix this problem, you would use CAM 
Administrator to remove all of the locks from the sequence file. 

The CAM Administrator Window 
The CAM Administrator application consists of a single window with two panes. The 
left pane of the CAM Administrator window displays the workstation where 
TotalChrom is installed and all TotalChrom users, in standard Windows tree format. 
Right-click anywhere in the panel to access a shortcut menu of expand/collapse 
functions. 

 

When you first select a server or user during a CAM Administrator session, the files 
and instruments that have CAM locks display in both left and right window panes.  
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To display the CAM locks for a particular file or instrument, select the file or 
instrument icon in the left window pane. The right window pane changes and 
displays all of the fields associated with the CAM lock(s) on the file or instrument. 

 
The displayed CAM lock information for a particular file or instrument includes: 

• The owner of the lock (user name) 

• The workstation name 

• The lock type 

• The instrument name (if applicable) 

• The lock ID number 
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Removing All or Selected Locks from a File or Instrument 
You use the Remove Locks command from the Edit menu to remove either all or 
selected CAM locks from a file or instrument. 

 To remove CAM locks from a file or instrument: 

1. In the left window panel, select the computer, or select the user who is 
accessing the file or instrument from which you wish to remove CAM locks. 

2. To remove all locks, select the file or instrument for which you want to 
remove locks, then choose Remove Locks from the Edit menu. 

3. To remove selected locks, select the file or instrument from the left panel, 
select the locks that you want to remove from the right panel, then choose 
Remove Locks from the Edit menu. 

Refreshing the CAM Administrator Window Display 
The CAM Administrator does not dynamically update the files and instruments in use 
by the workstation or by users. You must manually update the CAM Administrator 
window for either the entire system, or for a specific user. 

• To refresh the window for the entire system, choose Restart from the Edit menu. 

• To refresh the window for a user, select the user, and choose Refresh from the 
Edit menu. 
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Error Manager 
All TotalChrom applications, including the background processes, generate log files. 
These log files are placed in the log directory. If TotalChrom cannot access the log 
directory, log files are placed in the PEN Temp directory, or in the system Temp 
directory, if the PEN Temp directory is not accessible. 

If an error occurs within an application, the error details are written to the application 
log file. Error Manager lets you view and output the TotalChrom application log files 
in a variety of formats.  

If you call PerkinElmer for technical support, you may be asked to provide output for 
a specific application log file. 

The Error Manager Window 
The Error Manager application consists of a single window with two panes. 

 

The left pane of the Error Manager window displays all log files that currently exist. 
Files that are empty (do not contain data) are identified by an asterisk ( * ). To view 
only those log files that contain data, choose Hide All Empty Files from the File 
menu. You can access a shortcut menu of functions by right-clicking anywhere in the 
left window pane. 

To display the contents of a log file, select the file that you want in the left window 
pane. The right window pane displays the file contents. You can view the log file 
contents in three modes: summary, detail, or debug. Each of the three modes shows 
an increasing level of error detail. You control the view mode with the commands 
from the View menu. 
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Debug view mode shows debug comments only if you turned on debugging for a 
background process with Server Administrator. 

Saving Log Files 
You can save the contents of one log file or multiple log files. When you save the 
contents of a log file, the output is stored in ASCII text format. 

 To save log files: 

1. Select the mode in which you want to save the file(s) using the commands 
on the View menu. 

2. Select the file(s) you want to save from the left pane of the Error Manager 
window.  

If you choose multiple log files, the contents of each file are saved as one 
ASCII text file. 

3. Choose Save As in the Save As dialog box, select the file location and enter 
a file name. Choose Save to complete the save operation. 

Printing Log Files 
You can print the contents of one log file or multiple log files. 

When you print the contents of a log file, the output is sent to the default Windows 
printer.  

 To print log files: 

1. Select the mode in which you want to print the file(s) using the commands 
on the View menu. 

2. Select the file(s) you want to print from the left pane of the Error Manager 
window.  

If you choose multiple log files, each selected file is sent to the printer as a 
separate job. Therefore, you will have at least one sheet of paper for each 
file.  

3. Choose Print from the File menu. 
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Deleting Log Files 
You can delete log files as often as you want. There are two commands on the File 
menu that let you delete log files: 

Delete ⎯ Deletes selected log files. Select the log file(s) that you want to delete from 
the left window pane, then select Delete. 

Delete All Empty Files ⎯ Deletes all empty log files in one step. Empty log files are 
identified by an asterisk. 
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Change LCD Account/Password 

This application is available only if you are running under Windows XP/ 2000/ NT 

The Change LCD Account/Password application lets you change the password for the 
account used by LCD, the TotalChrom process account, to run the other background 
processes.  

The TotalChrom processes on Windows systems are started as Windows services and 
are owned by the Windows account that you specified during TotalChrom installation 
(the TotalChrom process account). This account information (username and 
password) is stored locally on each TotalChrom workstation. At TotalChrom startup, 
the process account must log on to Windows with the stored password. 

You may need to change the TotalChrom process account name and/or password for 
various reasons. For example, your organization’s security scheme may require that 
Windows passwords expire at certain intervals. Or, it may become necessary to delete 
the Windows account that you have been using to start TotalChrom.  

It is important to note that when you use the Change LCD Account/Password 
application, it stores the information on the TotalChrom workstation. This 
information is used when TotalChrom is started the next time. Any changes to this 
account must be made in tandem with changes to the account at the Windows 
operating system level. If this is not done, the account information stored on the 
TotalChrom computer may not match the operating system information, and 
TotalChrom will not start. 

You must know the current password for the TotalChrom account in use before you 
can make any LCD account and/or password changes.  
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The Change LCD Account/Password Window 
This section describes the various elements of the Change LCD Account/Password 
window and how to use them. 

 
The Current User Name field shows the Windows account that is currently being 
used to run the TotalChrom background processes. 

 To change the account name and/or password: 

• Enter the current account password in the Current User Password field, then 
enter a New User Name and/or a New User Password. 

The list box on the right displays information about the computer where TotalChrom 
is installed. 

List of Servers — displays the name of the workstation where TotalChrom is 
installed. 

Computer Available — shows whether or not the workstation is accessible to 
the Change LCD Account/Password application. 

Access Granted — shows whether or not you have the appropriate Windows 
permissions for this action. If the entry in this column is NO, you cannot make 
any changes to the account password or name.  

Made Changes — shows whether or not you have made changes to the 
password or account.  

The buttons at the bottom of the window let you implement the changes or exit the 
application. 

OK ⎯ Make the changes and close the application. 
Cancel ⎯ Do not make any changes and exit the application. 
Apply ⎯ Make the changes and do not close the application. 
Refresh All ⎯ Reread the registry on the currently selected workstation and 
refresh the window. 
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Server Administrator 

This application should only be used at the request of and with guidance from a 
PerkinElmer Technical Support representative. 

Server Administrator is used to view and manage the background processes on your 
workstation. This application should only be used at the request of and with guidance 
from a PerkinElmer Technical Support representative. 
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License Manager 
This section describes the functions of the TotalChrom License Manager and how to 
manage TotalChrom license information. 

TotalChrom licenses are stored in a Product Authorization Key (PAK) file. The 
system PAK file contains all of the licenses for your TotalChrom system. The License 
Manager administers all license PAKs and manages the run time interaction of 
licensed applications and processes. The PAK Administrator lets you monitor License 
Manager activities, add, and delete licenses.  

Licenses 
PerkinElmer offers different types of licenses for the TotalChrom software: 

User Licenses — TotalChrom software does not restrict the number of concurrent 
users. Licenses for add-on applications also have no restrictions on the number of 
concurrent users. 

Instrument Licenses — The licensing versions that are available vary in the number 
of instruments that may be used concurrently: 

• Single instrument — Lets a user log on and access one instrument. 

• Dual instrument — Lets a user log on and access two instruments. 

• Multiple instrument — Lets a user log on and access up to eight instruments. 

• Reprocess only — Lets a user log on and reprocess data only. This license does 
not permit a user to access any instruments.  

Instrument Personality Modules — When you purchase an Instrument Personality 
Module (IPM), you can use any instruments of that type, up to the limit your 
TotalChrom license. 

For additional information on available licenses or to purchase additional licenses, 
contact your PerkinElmer Sales Representative. 

The PAK Administrator Window 
The PAK Administrator window has the following menus from which you can view, 
manage, add, and delete licenses. 

File Menu 
Lets you manage TotalChrom license files and obtain the hardware identification 
number of a computer on which a TotalChrom application or process is running. 
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License Menu 
Lets you add and delete licenses. The commands on this menu are available only if 
you have selected License File on the View menu.  

View Menu 
Lets you view license information in three different ways. Invalid or expired licenses 
are displayed in red. 

License File — Lets you display the licenses in a License PAK file.  

Active License — Lets you display the active licenses by name with a separate line 
for each license. The active license information includes the license name, the total 
number of licenses, the number of licenses in use, and the expiration date for a 
selected active license.  

Summary — Lets you display all active licenses by license type. The License 
Manager displays multiple licenses of the same type on the same line.  

Viewing License Information 
When you select a license from the file list in the upper portion of the PAK Admin 
window, PAK Administrator displays the selected license information in the lower 
portion of the window. 

 To view license information: 

1.  To open the PAK Admin window, choose Show Admin Tool Bar from the 
TotalChrom Admin menu, then choose the PAK Administrator button.  

  



 License Manager 

System Maintenance and Troubleshooting 6-15 

2.  To view the information in a license PAK file, select the license from the 
list. 

3.  To view the active license information, choose Active License from the 
View menu. 

 

Active License information is available only when LCD is running. If 
several PAK files have been added, there may be multiple entries for a given 
license type. 

4.  To view the information on a specific active license, choose a license from 
the summary list of active licenses.  

5.  To view license information by type, choose Summary View from the View 
menu. 
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Adding a License  
 Refer to the license documentation for current license installation requirements. The 
license installation procedure may require a hardware identification number as part of 
the license. Add the hardware identification number to the license file when you add 
the other license information.  

To enter the license information from the license documentation, use the Install 
command on the License menu. 

If you need to add one or more electronic license files, use the Merge command on 
the File menu. 

 To enter license information from your license documentation: 

1. Choose Show Admin Tool Bar from the Navigator Admin menu, then 
choose the PAK Administrator button to open the PAK Admin window. 

2. To obtain the hardware identification number, choose Get Hardware ID from 
the PAK Administrator File menu, then choose YES to copy the 
identification number to the Clipboard. 

3. To enter license information from your license documentation, choose Install 
from the PAK Administrator License menu, then enter or select the product 
and license name, and enter the license information into text boxes in the 
License PAK Information dialog box exactly as indicated on the license 
document.  

4. If the license installation requires a hardware identification number, paste 
the identification number into the Hardware ID text box.  
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Your license documentation may not have a value for every text box.  

5. Choose Apply to add the first license and then add another without closing 
the dialog box, or choose OK to return to the PAK Admin window. 

6. Save the change(s) to the license file.  

7. Restart the computer to restart the License Manager and implement the 
change(s). 

 To add one or more electronic license files: 

1. Choose Show Admin Tool Bar from the Navigator Admin menu, then 
choose the PAK Administrator button to open the PAK Admin window. 

2. To merge one or more license file(s) into your system PAK, choose Merge 
from the PAK Administrator File menu, select the file(s) you want to add, 
then choose OK. 

3. Save the change(s) to the license file.  

4. Restart the computer to restart the License Manager and implement the 
change(s). 
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Deleting a License 
Use the following procedure to delete a license. 

 To delete a license: 

1. Select License File from the PAK Administrator View menu, select the 
license file(s) you want to delete from the summary list, then choose Delete. 

2. Save the change(s), then restart the computer to restart the License Manager 
and implement the license file changes. 
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Chapter 7 
Understanding Background 

Processes 
 

TotalChrom uses several processes to control the system functions that are not tightly 
linked to the interactive user interface. They are referred to as background or detached 
processes because they operate in the background, while the user interface operates in 
the foreground. Some of the processes are invoked when the system is started and 
remain active thereafter. Others are invoked only upon the request of a user interface 
and terminate when the requested task is completed. 

Because background processes do not have a user interface, they depend on 
interprocess communication (IPC) to receive service requests and to return status and 
other results. These processes also generate error logs when abnormal events occur. 

The following shows the acronyms and names that refer to the TotalChrom 
background processes. 

Background Process Acronym Windows XP / 2000 
/ NT/ Windows 98 
Service Name 

Interactive Mode Name 

Acquire (data acquisition)  acquire.exe acquire.exe 

Analysis Queue Manager AQM aqm_server.exe WinAQM.exe 

Concurrent Access Manager CAM cam_server.exe WinCAM.exe 

Local Configuration Daemon LCD LCD.EXE WinLCD.exe 

License Manager LMS lms_server.exe WinLMS.exe 

Multicast Server MCS mcs_server.exe WinMCS.exe 

Reintegration Sequence  reseq.exe reseq.exe 

TcRunApp  tcrunapp.exe tcrunapp.exe 
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Local Configuration Daemon (LCD) 
LCD is the primary background process for TotalChrom. It runs as a system service on 
Windows NT / XP / 2000 systems and as a detached process on Windows 98 systems. 

LCD has three primary responsibilities: 

• It maintains a connection with the License Manager (LM), retrieving the location 
of all configuration file directories. This allows LCD to make those directory 
locations available to all other TotalChrom processes running on the workstation 
through an IPC mechanism. 

• It runs and manages all processes that run on the workstation (LMS, Acquire, 
AQM, CAM, MCS). 

Controlling LCD from the Windows 98 Task Bar 
Under Windows 98, LCD is represented by a tray icon in the task bar. If you use this 
icon to stop LCD, you must restart it manually (PenExe\Ver6.x.x\Bin\winlcd.exe) 
before any interactive TotalChrom processes are run. 

How LCD Runs the TotalChrom Background Processes 
There are two startup modes for all TotalChrom background processes. The startup 
mode that is used depends on which operating system is used on your workstation. 

Windows 98 
The background processes are created interactively when Windows 98 starts and 
remain running until the system is stopped. In the interactive mode, all processes run 
in the context of the user currently logged on to the system and have exactly the same 
rights as that user. 

Windows XP / 2000 / NT 
The background processes are started by a Windows XP/2000/NT service when the 
machine is booted. LCD runs as a system service. This means that LCD is started 
when Windows boots and is run under the SYSTEM account, which is the Windows 
operating system account. 

The SYSTEM account should not own user data files. This is why LCD needs to run 
the other processes with a separate Windows user account. That account is referred to 
throughout this manual as the TotalChrom Process Account. As part of the 
TotalChrom installation process, you specify the Windows account under which the 
other processes should be run (in other words, the TotalChrom Process Account). 

In order to run a background process as another user, LCD must have the ability to 
log on as that user. This is why the account and password of the TotalChrom Process 
Account are required when the software is installed. The TotalChrom Process account 
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and password are written into a part of the Windows registry under a key specific to 
the TotalChrom application, in an encrypted form. When LCD runs, it retrieves the 
encrypted account/password combination from the registry, decrypts it, and uses the 
data to start each of the processes. LCD runs as a system service in this manner, but 
the other processes are run under a specific Windows user account, the TotalChrom 
Process Account. 

The TotalChrom Process account must have greater file and directory access privileges 
than most Windows user accounts. The access privileges for the TotalChrom Process 
Account enable the processes to access files in ways that are not always appropriate for 
most TotalChrom users. 
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Data Acquisition (ACQUIRE) 
Acquire performs data acquisition and instrument control through network terminal 
server, one local COM port, and local IEEE-488 connections. Acquire manages batch 
acquisition and analysis based on sequences that control the order and timing of data 
acquisition. As data are received from the instrument, they are posted to the raw data 
file and acquisition status is communicated to MCS. When the data from a run are 
complete and available for analysis, Acquire queues the request for analysis with AQM.  

Analysis Queue Manager (AQM) 
AQM is always running, and service requests are queued. 

AQM manages the CS_Analyze program through a multi-threading mechanism, 
starting and managing a number of analysis threads. 

As requests are received by AQM and placed in its queue, an analysis thread will start 
and remove the request from the queue. This thread will run the analysis program and 
manage it to completion. When the analysis has been completed, the thread will 
return to the queue and take the next available entry, or suspend until another request 
is placed in the queue.  

The AQM Monitor application can be used to view the analysis queues maintained by 
AQM. 

Analyze (ANALYZE, CS_ANALYZE) 
There are two forms of this program, both responsible for all facets of data analysis: 
Analyze and CS_Analyze. 

Both analysis programs perform the same functions: peak detection and integration, 
quantitation and/or calibration, and report/plot production tasks. The analysis 
programs also run user programs and optional reports that are specified as part of data 
analysis. 

The difference between the two programs is the permissions and rights with which 
they run. 

CS_Analyze 
All data analysis that occurs at the completion of a data acquisition run is performed 
by CS_Analyze. 

Under Windows XP/2000/NT, CS_Analyze is run by AQM under the same account 
that is used to run LCD (the TotalChrom Process account). Therefore, the 
TotalChrom Process account must have access to the directories and files (raw data, 
methods, sequences, idx files, result files) necessary to perform data analysis. 

Under Windows 98, CS_Analyze is run like Analyze, with the permissions and rights 
of the logged on user.  
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Analyze 
When you use the Batch application, you have the option to reprocess either 
interactively or on in the background. Interactive reprocessing uses Analyze; 
background reprocessing uses CS_Analyze. 

Analyze runs with the permissions and rights of the logged on user. 

Concurrent Access Monitor (CAM) 
CAM manages file and instrument access. CAM maintains lists of files and 
instruments that are in use, or locked. 

If a problem occurs and CAM locks do not get released, you can use the CAMAdmin 
application to view or clear locks currently maintained by CAM. 

License Manager (LMS) 
LMS runs as a background process and maintains the list of licenses available on the 
system. It also controls optional programs that require a separate license. LMS is also 
responsible for providing the LCD process with the complete path to the system 
configuration files. 

Multicast Server (MCS) 
MCS provides the mechanism that allows the processes to communicate with each 
other in a manageable fashion. 

MCS is a passive program. Processes that generate status or state information of 
interest to other processes register with MCS as producer processes. After registering, 
the producer processes will periodically send data to MCS as the data become 
available. 

Processes that need to receive these state or status changes also register with MCS as 
a consumer of specific types of data. Once registered, the consumer processes receive 
data asynchronously as they are generated by the producer processes. 

Reintegration Sequence (RESEQ) 
RESEQ is a process that is run by AQM to manage the execution of one reintegration 
sequence. Reseq communicates with AQM to queue each successive row of the 
sequence as the preceding row is completed by CS_Analyze. 

TCRunApp 
TCRunApp prevents multiple instances of user interface applications that are 
restricted to a single instance. It is a process that is run when the first TotalChrom 
program (typically the Navigator) is run in an interactive session. TCRunApp 
terminates when the last program is terminated. 
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Chapter 8 
Short Topics 

 

This chapter contains information on the following: 

• Registry Editor 

• Registry Settings 

• Jobtypes .INI Files 

• Preferences.INI Files 

• TotalChrom Support of Good Laboratory Practices 
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Registry Editor 
The TC registry editor provides a simple way to the system administrator to set up the 
various values used by TotalChrom.  The utility shows two views of the registry 
settings: by computer and by registry parameter.   

 
Under the By Workstation tab, the list on the left-hand side shows all the computers 
configured in the system. Those for which registry data cannot currently be accessed 
are shown with the prohibition icon. The system administrator can edit any registry 
field value for the selected computer in the same way as Windows registry values are 
edited. That is, by right-clicking the item, choosing 'Modify' from the context menu 
and then entering the required change in the displayed dialog. 

The alternative view, under the By Registry Entry tab, displays the registry fields in the 
list on the left-hand side and the list of computers in the table on the right hand side. 
The item selected in the list determines which registry value will be displayed in the 
table for each computer.  Again, any displayed value can be edited in the normal way. 

The values are not written to the registry until the system administrator saves the 
information. If he attempts to exit before saving the modified registry information, 
the usual “Do you want to save…?” dialog will be displayed. 
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 To Access TC Registry Editor: 

1. Open Windows Explorer 

2. Follow the path;   Root:\PenEXE\TcWS\Ver6.3.0\Bin\TCRegEdit 
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Registry Settings 
TotalChrom uses registry settings to define the environment in which TotalChrom 
will run. These settings are placed in your operating system directory. The following 
attributes appear in the registry directory. 

Occasionally you may need to modify the registry settings. To do so, use the 
Windows Registry Editor. Access the TotalChrom registry settings in the following 
path, and use the Registry Editor to enter the Value Name and Value Data for the 
registry attribute that you want to modify: 

HKEY_LOCAL_MACHINE\SOFTWARE\PerkinElmer\<Prod>\<Ver> 

The registry attributes are literal and case sensitive. They must appear in the registry 
exactly as indicated in the table. 

 

Registry Attribute Description Default  

Root Path The top of the directory hierarchy. 
From this location, executables can 
be located directly based on 
version numbers and TotalChrom 
product names. 
For all following discussions, the 
word "ROOT" will be used to refer 
to this setting. 

For example, for TotalChrom Ver. 
6.3.0, the executables are in the 
Root\<Prod>\Ver6.3.0\Bin 
directory. The <Prod> directory is 
based on the TotalChrom 
application.   

C:\PenExe 
 
This path will be 
referred to as ROOT 
in this table. 

Ignore Binary Path 
Constraint 

True: TC apps can be run from any 
binary location. 

False: TC apps must be run from 
directory specified by registry 
binary path, either implicit or 
explicit 

True 
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Registry Attribute Description Default  

Local System 
Configuration Path 

Defined: Defines the location of 
the local system configuration 
directory.  

Not Defined: The system 
configuration directory is 
ROOT\<Prod>\<Version>\Confi
g\Sys directory. 

License Manager Host: The 
location of the global system 
files and the directory, in UNC 
format, that is passed to all 
registering LCD processes.  

(5) 

Local User Configuration 
Path 

Defined: The location of the user 
writeable files.  

Not Defined: These files are 
located in the local 
ROOT\<Prod>\<Ver>\Config\U
ser directory.  

License Manager Host: The 
location of the global user files 
and the directory, in UNC 
format, that is passed to all 
registering LCD processes.  

(6) 

Local Report Path Defined: The location of the local 
report template directory.  

Not Defined: The ROOT\<Prod>\ 
<Version>\Rpt directory. 

(7) 

Binary Path Defined: The location of the 
executable and .DLL files.  

Not Defined: The location is 
determined from the ROOT 
setting to be 
ROOT\<Prod>\<Version>\Bin. 

(9) 
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Registry Attribute Description Default  

Local Log Path Defined: The local directory for 
log files.  

Not Defined: Log files are placed 
in the Log subdirectory of the 
ROOT\<Prod>\<Version> 
directory. 

If the Log directory specified by 
this variable (or inferred from the 
ROOT variable) is not available, 
TotalChrom translates and uses the 
TEMP or .TMP environment 
variables for the Log directory. 

(8) 

Primary RPC Protocol If the attribute is missing or empty, 
the default is always used and the 
attribute is ignored. 

ncalrpc 

Single Application 
Instance 

True: Most applications allow only 
a single instance to run. 

False: Multiple instances of many 
applications can be started. 

True 

Interactive LCD Control True: For computers running 
Windows NT, this parameter 
allows the application startup to 
start LCD and the application 
shutdown to stop LCD.  

False 

Enforce Binary Path 
Constraint 

True: Allows TotalChrom 
applications to be run from the 
binary path only. 

False: Allows TotalChrom 
applications to be run from other 
than the binary path. 

False 
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Registry Attribute Description Default  

Use PEN Exception 
Handler 

True, Undefined, or Empty: The 
PEN last-chance Exception 
Handler is installed for all 
background processes on Windows 
NT.  

False: No Exception Handler will 
be installed and any operating 
system handler that is installed on 
the system will be used. 

Not Used: If the PEN handler is 
not used, any background process 
that crashes will be caught by the 
system handler. This will generally 
prevent LCD from restarting that 
background process. 

True 

MaxConnections The MaxConnections value is 250. 

This attribute is added only to 
computers running under  
Windows 98. 

250 

 

Footnotes: 

1. \\LMHost\LMShare\<Prod>\<Ver>\Config\Sys 

2. \\LMHost\LMShare\<Prod>\<Ver>\Config\User 

3. \\LMHost\LMShare\<Prod>\<Ver>\Rpt 

4. \\LMHost\LMShare\<Prod>\<Ver>\Log 

5. ROOT\<Prod>\<Ver>\Config\Sys 

6. ROOT\<Prod>\<Ver>\Config\User 

7. ROOT\<Prod>\<Ver>\Rpt 

8. ROOT\<Prod>\<Ver>\Log 

9. ROOT\<Prod>\<Ver\Bin 
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<Jobtype>.ini Files 
Each user's logon name (i.e.: manager.ini, userA.ini, kickoff.ini, etc) should have a 
corresponding jobtype.ini file.  

TotalChrom creates a <jobtype>.ini file for each job type that contains the default 
values for various parameters that control how specific TotalChrom elements are 
displayed. The default values are the same for all of the <jobtype>.ini files. When 
you create a new jobtype, TotalChrom creates an .ini file for the new jobtype called 
<newjobtype>.ini that is stored in the TotalChrom Config\Sys subdirectory. 

Occasionally you may need to modify the parameters in a <jobtype>.ini file. To do 
so, use a text editor such as NotePad. 

The following table lists the .INI topic, .INI item, default, and description of the 
default values in the manager.ini file.  

We recommend that you not edit the shaded topics in the following table. 

 

INI Topic INI Item Default Description 
TCCycleTypes User CycleX (X=1..20) none Defines the Sequence Editor custom cycle 

type names. 

TCoptions ConvertWithHeaderFix No Yes = TotalChrom attempts to find 
embedded methods to correct error in 
a TotalChrom Ver. 3.3 result file. 

TCoptions Create Galactic File 1 1 = Automatically creates a TotalChrom 
file that contains timed spectra for a 
diode-array detector. 

Tcoptions Enable Response 0 0 = Disables (makes read only) the 
Response column in the Method 
Editor component calibration level 
table.  

TCoptions Keep Analyze 0 1 = CS_Analyze should not terminate 
when the analysis queue is empty. 
(Only Analyze should terminate.)  

TCoptions Allow setup method to be 
Batched 

0 1 = Allow user to batch sequences 
containing calibration cycles 
involving the setup method and allow 
post-sequence options to be set up on 
Grand Average and bracketed 
sequences. 

 

TCStartup MethEdit_ShowDialog 1 0 = Do not display the Startup dialog box 
when the Method Editor is opened.  
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INI Topic INI Item Default Description 
TCStartup SeqEdit_ShowDialog 1 0 = Do not display the Startup dialog box 

when the Sequence Editor is opened.  

TCoptions Old RRT 0 1 = Use TotalChrom Ver. 4.0-style 
relative retention time (RRT) 
calculation.  

Tcoptions Prevent Replicate 
Cleanout 

0 1 = Do not allow method to process the 
command line option to clean out all 
calibration replicates. 

TCoptions Print Error Log 1 1 = Print, then delete the Analyze error 
log. 

0 = Do not print, but do not delete the 
Analyze error log. 

TCoptions SaveWithDescription No Yes = Display the Description dialog box 
before a Save operation.  

TCoptions Show Box Status 1 1 = Display the Box status in the 
Navigator Status box.  

TCoptions Show Cmd Status 1 1 = Display the Cmd status in the 
Navigator Status box.  

TCoptions Show Inst Status 1 1 = Display the Inst status in Navigator 
Status box. 

TCoptions Show Run Status 1 1 = Display the run status in Navigator 
Status box. 

TCoptions Spreadsheet UserX  
(X = 1..10) 

UserX Defines the User Data column titles in the 
Sequence Editor. 

TCoptions Start Analyze 0 1 = Start Analyze automatically when a 
queue entry is made.  

TCoptions Tangent Skim 1000.0 Identifies the valid tangent skim region in 
Analyze. 

TCreplot Header On Every Page 0 Puts a header on every page of multi-page 
replots. 

(key) LC Hands-On Watchdog 60 Specifies the timeout value (in seconds) 
for LC operations in Hands On. 

TCInstrumentParms Maximum Signal Level 999999 Specifies the threshold for voltage 
overrange in reports. 

TCInstrumentParms Minimum Signal Level 1 Specifies the threshold for voltage 
underrange in reports. 

TCInstrumentParms Number of Crest Fit 
Points 

5 Specifies the number of points used in the 
quadratic fit to find the apex of a peak. 
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Preferences.INI Files 
TotalChrom creates a preferences.ini file in the Config/User/<user_name> directory 
in the TotalChrom path for each user. 

Each preferences.INI file contains user-specific settings that are maintained by 
TotalChrom. For example, when you use the Configuration application to set fonts 
and colors, those settings are stored in your preferences.INI file. Consequently, this 
file is generally not edited manually. 

However, the following parameters in preferences.INI files are not accessible from 
the user interface. Although the defaults are generally applicable, you can override 
them by editing preferences.INI. 

Topic Item Default Description 
TCivm Linearity Error +2.5% Defines the Pass/Fail specification for 

linearity (see Appendix C in the 
TotalChrom User’s Guide). 

TCivm Percent Gain +0.17% Defines the Pass/Fail specification for % 
gain (see Appendix C in the TotalChrom 
User’s Guide). 

TCivm Standard Deviation +0.10% FS Defines the Pass/Fail specification for SD 
gain (see Appendix C in the TotalChrom 
User’s Guide).  

TCoptions Metafile Height 250 Controls the resolution of metafiles. The 
default is appropriate for metafiles. 
However, a setting of 600 may be better 
for other purposes. 

TCoptions Metafile Width 750 Controls the resolution of metafiles. The 
default is appropriate for metafiles. 
However, a setting of 800 may be better 
for other purposes. 
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Operating TotalChrom in a Regulated Environment 
Many TotalChrom users operate in an environment regulated by agencies such as the 
Food and Drug Administration (FDA) and the Environmental Protection Agency 
(EPA). These monitoring bodies require adherence to Good Laboratory Practices 
(GLP). The TotalChrom security functions and PerkinElmer’s services support users 
in regulated environments in three areas: 

• File Security 

• Functional Security  

• PerkinElmer Validation Products and Services 

The following sections describe how TotalChrom functions can help you design a 
laboratory chromatography system to meet the needs of the regulated environment. 

File Security 
TotalChrom stores information in many files, such as methods, sequences, and data. 
Because file security is tightly coupled to the operating system security services, we 
recommend that all TotalChrom files be stored on a secure operating system such as, 
Windows XP/2000/ NT, or Novell NetWare. This discussion describes the Windows 
XP/2000/NT operating systems. For a detailed description of configuring Windows 
operating systems for a secure environment, see the Windows Security Guides for on 
the Microsoft web site. 

Access to files can be controlled and audited using the Windows XP/ 2000/ NT File 
System (NTFS). In these environments, users are created and given access, either 
individually or through groups, to TotalChrom files. Access to TotalChrom files can 
be controlled on a Read, Write, eXecute, and Delete (RWXD) basis.  

Access to files can be audited through the Windows operating system on a success-
or-failure basis for users or groups of users. In general when using Windows, it is 
best to audit exceptions rather than common occurrences. For example, you may wish 
to audit logon failures rather than logon successes, or to audit successful deletions of 
files that are marked for no deletion rather than to audit file deletion failures. 

TotalChrom provides additional file security with checksum auditing. All 
TotalChrom files are stored with a checksum. A checksum is a number that is 
generated to detect tampering with the contents of a file. That checksum is then stored 
in the file. When a file is accessed, TotalChrom verifies this checksum to ensure that 
the file has not been modified from outside of the TotalChrom software.  

The following sections describe the different TotalChrom files and how they can be 
made secure in the regulated environment. In the Windows environment, an account 
is specified during installation and is used by the LCD process to start all of the 
TotalChrom background processes. In this discussion, we refer to this account as the 
TotalChrom process account. This account is generally a domain user account that 
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has elevated rights on all TotalChrom computers. See Chapters 2 and 7 for 
information on the TotalChrom process account. 

Raw Data 
TotalChrom stores raw data in a file with the extension .RAW. The raw data are 
collected by the Acquire process that is started by LCD. The owner of the raw data 
file is therefore the TotalChrom process account. Because the TotalChrom process 
account has elevated rights, (act as part of the operating system), the Windows File 
System will set the Owner of files = Administrators. We recommend that general 
users be given only Read and eXecute (RX) privilege to raw data files. The 
TotalChrom process account should have RWXD access. It is also advisable to turn 
on auditing and to audit any successful deletions of raw data files. 

TotalChrom is designed to ensure that raw data are collected even in the event of a 
system failure. The Acquire process that is running on the acquisition server is used 
to collect data and store it in the specified raw data location. Acquire uses a packet 
checksum, packet sequencing, and positive acknowledgment to ensure data integrity. 
TotalChrom checks each data packet sent from Acquire for errors, and verifies that 
each is in the right sequence. If the packet is correct, a positive acknowledgment is 
sent to the interface. If the packet is received out of order or is corrupt, the interface is 
asked to retransmit the data. If the acquisition server is unavailable, the interface will 
buffer the data in a segmented buffer, injection by injection. The buffer size is 
determined by the interface model. When the acquisition server becomes available or 
another acquisition server is configured to handle the interface, backlogged data are 
retrieved. 

If the location where the data are to be stored is unavailable, the acquisition server 
will use the Alternate Data Location. See “Registry Settings” for information on the 
Alternate Data Location. If this location is unavailable, the acquisition server will 
attempt to write the data to the TotalChrom TEMP directory. If the TotalChrom 
TEMP directory is unavailable, then TotalChrom uses the acquisition server’s local 
TEMP directory.  

Result Data 
The result data file has an .RST extension and is generated by the Analyze process 
during analysis of the raw data. It contains all of the processed data, method, and 
sequence information for that analysis. Each time an analysis of a raw data file is 
done, a new result file is created. A date time stamp is used when the analysis is done 
more than once, so that the result file is not overwritten. The owner of the result file 
will depend on how analysis is done.  

Information in TotalChrom result files can be modified in one of two ways. You can 
use the Method Editor or Graphic Method Editor (GME) to modify the TotalChrom 
method. If the method has auditing turned on, these changes are tracked within the 
method. The method changes are then applied to the data and stored in new result 
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files when the raw data are reprocessed using Batch or when a new result file is saved 
from GME.  

In addition, the method information stored within the TotalChrom result file can be 
modified directly using Reprocess Results. These modifications affect only the result 
file being modified. If the result file has auditing turned on, the modifications are 
tracked and can be seen through the audit dialog or by importing the internal result 
file method into the Method Editor. 
If the analysis is done on the server, the TotalChrom process account will be the 
owner. Because the TotalChrom process account has elevated rights, (act as part of 
the operating system), the Windows File System will set the Owner of files = 
Administrators.  

By default, the result file is created in the same location as the raw file. This can be 
changed by specifying a separate path in the sequence file. If the users will be doing 
local analysis, then they will need Write access to the result file location. The 
TotalChrom process account should have RWXD access. Users should not be given 
Delete access to the result files. 

Methods 
TotalChrom methods contain the information needed to process the raw data and 
generate calibrations and results. The method file has the extension .MTH. In general, 
users need Read, Write and eXecute (RWX) access to methods. Update of calibration 
information to the method is done by the Analyze process. If analysis is done locally, 
the logged on user needs RWX access to the method. If the analysis is done on the 
server, then the TotalChrom process account needs RWX access. 

Method files can be fully audited using the TotalChrom audit trail.  

Default method information for new methods is based on the 
...\CONFIG\USER\<username>\DEFAULT.MTH file. By modifying this file, you 
can control the default settings when new methods are created by the user.  

Sequences 
Sequence files contain the sample information such as sample weight and dilution 
volume. The sequence file has the extension .SEQ. In general, users will need RWX 
access to the sequence file. The TotalChrom process account will also need RWX 
access. 

Sequence files can be fully audited using the TotalChrom audit trail.  

The default sequence file, ...\CONFIG\USER\<username>\DEFAULT.SEQ, 
determines which columns are shown in the Sequence Editor. By modifying this file, 
you may control the default settings when new sequences are created by the user.  
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Index File 
At the end of each analysis, a row is written to the index file that has the same 
filename and structure as the sequence, but that has the .IDX extension.  

The index file reflects the actual succession of runs and names of files created during 
the analysis of the sequence. When the data are reanalyzed, a new index file is 
created with a date time stamp so that the original index file is not overwritten. 
Because the index file is written by the Analyze process, users will need RWX access 
to the file, if local analysis is permitted. The TotalChrom process account will need 
RWX access for server based analysis. 

Report File 
The report file contains the formatting information for the analysis reports. This 
includes custom calculations. The report file, by default, has the same name as the 
method file. In the regulated environment, users are generally given RWX access to 
the report files, and access to custom calculations is disabled. If custom calculations 
are needed, the report can be created and validated by a higher authority and 
distributed to the users with only Read and eXectute (RX) access. The TotalChrom 
process account needs only RX access to report files. 

Report files can be fully audited using the TotalChrom audit trail.  

Functional Security 
User control of TotalChrom functionality is provided using TotalChrom jobtypes and 
the Functional Permission Editor (FPE). The FPE lets you enable or disable the 
majority of the TotalChrom menus, dialogs and dialog controls. These settings can 
then be saved as a TotalChrom jobtype. Users are then assigned to a jobtype, which 
controls what they can do within the TotalChrom application. In addition to the FPE 
and jobtypes, some additional control can be imposed on the user environment 
through the use of the <jobtype>.ini file. This file is located in the \CONFIG\SYS 
directory and can be edited by the manager. Users should have only RX permission 
on this directory. For a complete listing of the <jobtype>.ini parameters, see 
“Jobtypes .INI Files.” 

The following sections describe those FPE and <jobtype>.ini settings that may help 
you configure TotalChrom in the regulated environment. 

General Functionality 
TotalChrom provides some example jobtypes in the default installation. These can be 
used as a starting point for setting user control of the system. Jobtype information can 
be sent to a text file to document current settings and future changes. In general, 
when disabling settings using the FPE, you may want to disable higher menu items 
rather than all of the controls on a specific dialog. An example would be to disable 



 Operating TotalChrom in a Regulated Environment 

Short Topics 8-15 

the menu item for System Configuration on the main Navigator menu rather than 
disabling each System Configuration control. 

Audit Trail 
The TotalChrom audit trail provides a complete record of when a change to a file was 
made, who made the change, and what was changed. This information is recorded in 
the file and cannot be erased. If auditing is to be used at your site, we recommend that 
you use the FPE to force the user to retain the audit trail on a Save As operation by 
disabling the Retain Audit Trail Information check box in the FPE Common dialog 
Audit trail dialog box. 

Audit trail reasons for change are added in the System Configuration application in 
the System\Audit Trail Options Menu. Most users require that a predefined change 
reason be selected. This can be forced in this dialog. 

In addition, you can require that auditing be enabled for any New file, by default. 
This control is found in the Job Types section of the System Configuration 
application. 

Electronic Signature 
In 21 CFR Part 11, the FDA ruled that some control be used to verify a user upon 
execution of electronic signature. In an attempt to help users meet these requirements, 
TotalChrom has an electronic signature function. The electronic signature in 
TotalChrom works in much the same way as the audit trail. It requires audit trailing to 
be enabled prior to enabling electronic signature. Once it has been enabled, it cannot 
be turned off. If the electronic signature option is enabled, TotalChrom requires a 
valid entry of the logged on user’s password before the file can be saved.  

Force Data Path 
Many users require control of where data can be stored as part of system 
configuration. In TotalChrom, a default data path can be defined for each user. To 
restrict the user to this path or a subdirectory of the path, the manager must use the 
FPE to disable the TotalChrom Navigator\Setup Parameters\Store All Data In This 
Path check box and the Default Data Path text box. 

Disabling Common Dialogs 
In some cases, managers want to control the ability of some users to create New files. 
This functionality can be disabled by using the FPE and disabling New in the Method 
and Sequence File menus. It is also necessary to disable the New control in the 
Common Startup dialog box. Because this is a common dialog box, disabling New in 
one place affects both the Sequence and Method Editors. Additionally, you can 
prevent the Method and Sequence Editor Startup dialog boxes from appearing by 
modifying the <jobtype>.ini file for the specified jobtype and changing the value for 
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MethEdit_ShowDialog or SeqEdit_ShowDialog parameters to 0 in the [TCStartup] 
section of the <jobtype>.ini file. 

Calibration Response Grid 
By default, TotalChrom disabled users to specify a response value in the component 
calibration grid of the Method Editor. This functionality may be enabled by the 
manager. To do so, edit a user’s <jobtype>.ini file, and modify the Enable Response 
value from 0 to 1 in the [TCOptions] section of the <jobtype>.ini file. 

Sequence Columns 
The manager can determine which columns are available for user entry in the 
sequence by using the FPE to customize the DEFAULT.SEQ. By defining the views 
in a user’s DEFAULT.SEQ and then disabling the user’s ability to redefine sequence 
views or unhide columns, the user will be restricted to the columns presented.  The 
manager may also set the columns to “Read-Only”, this prevent the user from 
changing values and dialogs (such as Change Values or Smart Fill). Other fields or 
commands may be restricted by using the FPE. 

The Sequence Editor also allows up to 10 user-definable columns for storing 
additional sample information. The titles for these sequence columns can be defined 
in the <jobtype>.ini file.  

Instrument Access 
Access to instruments within TotalChrom is controlled by instruments groups. In 
general it is best to allow users to access only the instruments they work with. 
Instrument groups can be defined in the System Configuration application, and users 
can be associated with one or more groups. 

In addition, to prevent inadvertent changes to instruments that are running, 
TotalChrom supports instrument binding. When a user “binds” to an instrument, no 
other user can access that instrument to start/stop/cancel or set up runs until it is 
unbound. 

Report and Program Access 
By default, TotalChrom allows users to select programs or reports to run through 
TotalChrom based on a standard file browse dialog. You can restrict access to 
programs and reports in TotalChrom to a predefined list of reports or programs. 
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Database Logon for Connect to SQL*LIMS 
Connect for TotalChrom is an application that allows TotalChrom to act as a client of 
the SQL*LIMS Oracle database. When Connect is installed, the user will 
automatically log on to the SQL*LIMS Oracle SID when the Sequence Editor is 
started. Whether the Sequence Editor attempts a logon can be controlled by 
TotalChrom jobtype. The Oracle Connect string can be defined, and the OPS$ prefix 
can be automatically added for older SQL*LIMS accounts. See Chapter 3 for 
information on enabling the automatic LIMS logon. 

PerkinElmer Validation Products and Services 
In addition to the information in the previous sections, most regulatory bodies require 
that specific documentation and methodology be used to verify the installation, 
Installation Qualification (IQ), the operation of the system in the environment, 
Operational Qualification (OQ), and the performance of the application in the 
environment, Performance Qualification (PQ). These operations can be performed by 
the user, or PerkinElmer can be contracted to perform the services as listed below. 
Contact your PerkinElmer Sales Representative for information. 

• Structural Validation Manuals 

• Test Suites 

• Source Code Escrow Service 

• On-Site Audit at PerkinElmer 

• Electronic version of User Manuals 

• Installation, Operational, and Performance Qualification (IQ, OQ, PQ) Services 
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Appendix A 
TotalChrom  

Pre-Defined Job Types 
Th 

The following table lists the job types that are provided with TotalChrom and their 
permission settings. 

If you modify the names and/or the settings for any of these job types, this table will 
not be valid. 

Function Manager UserA UserB UserC Kickoff 

SysAdmin      
    Change Password X X X   

AQM Monitor X X    
CAM Admin X X    

Kickoff Config X X    
System Config X     
Admin Toolbar X     

Archive X X    

      
Configuration      
Instrument Configure X X X   

Instrument X X X   
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Function Manager UserA UserB UserC Kickoff 
Disconnect 

Configure Link X X X   
User Defaults X X X   

      
TCNav      
Build      

Method X X X X  
Sequence X X X X  

Report Format X X X   
Graphic Edit X X X X  

Configuration X X X   
Instrument      

Bind X X X   
Unbind X X X   

Setup X X X   
Hands On X X X   

Modify Downloaded 
Method 

X X    

Modify Active 
Sequence 

X X    

Run      
Start X X X   
Stop X X    

Cancel X X X   
Pause X X X   

Resume X X X   
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Function Manager UserA UserB UserC Kickoff 

Stop Pump X X    
Take Control X X    

Release Control X X    
Attach X X    

Detach X X    
Reprocess      

Results X X X   
Batch X X X   

Summary X X X X  
Apps      

Kickoff X X X  X 

Convert X X    
Suitability X X X   

Review X X X   
Serial Dilution Editor X X    

      
Method Editor      

Open X X X X  
New X X    
Save X X    

Save As X X X   
Import X X X X  

Components      
Global Information X X X   
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Function Manager UserA UserB UserC Kickoff 

Defaults X X X   
New Component X X X   
Edit Component X X X   

Calibrate X X X   
Change Comp Info X X X   

Change Cal Info X X X   
Delete Component X X X   

Delete All 
Components 

X X X   

Load X X X   
Merge X X X   
Setup X X X   

      
Graphic Method 
Editor 

     

Open X X X X  
Save X X    

Save As X X X   
Instrument 

Parameters 
X X X   

Process Parameters X X X   
Calibration X X X   

      
Sequence Editor      

New X X    
Open X X X X  
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Function Manager UserA UserB UserC Kickoff 

Save X X    
Save As X X X   

Setup X X X   
Batch X X X   

Method Editor X X X X  

      
Summary      

Open Format X X X X  
Edit Format X X    

Edit Component List X X X   

      
System Suitability      

New X X    
Open X X X X  
Save X X    

Save As X X X   
New Component X X    

Edit List X X    

      
Report Format 
Editor 

     

New X X    
Open X X X X  
Save X X    

Save As X X X   
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Function Manager UserA UserB UserC Kickoff 

Move Column X X X   
Delete Column X X X   

      
All Other Functions X X X X  
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Appendix B 
Connecting Interfaces to Ports 

 

Before you can connect an interface to a port device, you must configure the port 
device hardware to communicate correctly with the TotalChrom software. See the 
Appendix D or Appendix E for information on how to configure port hardware. 

To connect to an NCI, refer to the NCI 901/902 Operator’s Manual for complete 
instructions.  
To connect SoftLINK refer to the SoftLINK installation instructions and SoftLINK 
Help file. 

This appendix describes how to connect the 600 and 900 Series Interfaces to three 
port devices supported by TotalChrom. These port devices are: 

• A GPIB (IEEE-488) port in a computer 

• A terminal server attached to a network 

• A serial (COM) port in a computer 
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GPIB (IEEE-488) Ports 
This section describes how to: 

• Install a Ziatech card into a computer to establish the GPIB bus 

• Connect a 900 Series Interface to a GPIB Port 

• Connect a 600 Series LINK Interface to a GPIB Port 

Installing a Ziatech Card in an ISA/EISA Bus Computer 
The Ziatech card has an GPIB (IEEE-488) bus that connects the PerkinElmer 
interfaces to the computer. The card fits into an expansion slot inside the computer. 

The following figure shows a diagram of the Ziatech card. Before shipping, 
PerkinElmer sets the dip switches and jumpers on the card to work with the 
TotalChrom system. In most cases, the card is ready to install without adjustments. 
The following procedures explain how to change the switch settings in exceptional 
cases and how to install the card. 

Switch 1 Switch 2

 

Ziatech ZT 1444 card 

 To install the Ziatech card into an ISA/EISA bus computer: 

1. Examine the Ziatech card to make sure the settings for Switch 1 and Switch 
2 have not been changed accidentally. 
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Figure (a) below shows the proper settings for most systems. If you have 
another device in your system that uses I/O address 210 (hex), go to step 2. 

On
Off

  1   2   3   4   5   6   7   8
On
Off

  1   2   3   4   5   6   7   8

(a)
Switch 1,
I/O address 210
( )

Switch 2,
IEEE-488 address 3

On
Off

  1   2   3   4   5   6   7   8
On
Off

  1   2   3   4   5   6   7   8

Switch 1,
I/O address 310
( )

Switch 1,
I/O address 300
( )

(b)

 

Ziatech card switch settings: (a) standard, and 
(b) alternate settings for switch 1 

Switch 1 sets the I/O address of the Ziatech card to 210 (hex), enabling the 
computer to distinguish this card from other cards. Switch 2 sets the GPIB 
address of the Ziatech card to 3, which will distinguish the card from the 
PerkinElmer interfaces. Correct the settings on your card if they differ from 
those in the figure. 

2. If you have another device in your system that uses I/O address 210 (hex), 
set the Ziatech card to a different I/O address. 

There are two alternate addresses that the Ziatech board can use. Set Switch 
1 on the Ziatech board to either address 310 (hex) or 300 (hex) as shown in 
figure (b) above. 

If you change the address of the card, make a note of the new address. You 
will need to enter it in the Setup Options dialog box during the installation 
process. 

3. With the power off, remove the chassis cover from the computer. 

4. Locate an empty expansion slot. 

You can use any slot, although the Ziatech card only needs a short slot. 

5. Use a screwdriver to remove the blank metal plate from the slot you want to 
use. 
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6. Press the Ziatech card into the slot with the GPIB bus connector facing the 
cutout, and secure the card into the slot by using the screw that comes with 
the card. 

 

Installing the Ziatech card 

7. Replace the computer chassis cover. 
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Connecting 950/970 Series Interfaces to a GPIB Port 
If you will be acquiring analog data, you need a PerkinElmer 900 Series Interface for 
each chromatograph that will be connected to your computer. The figure below 
shows the back panel of the 900A Series Interface. 

Setup
On
Off1   2   3   4   5   6   7   8

Serial

GPIB

Warning: For continued protection
against risk of fire, replace only with
same type and rating of fuse.

Power

FUSE

100-120 VAC.
50/60 HZ, 260 mA

220-240 VAC
50-60 HZ, 130mA

100-120 VAC: 750mA 3AG
250V TYPE F            

220-240 VAC: 400mA METRIC
250V TYPE F            Made in USA

CH A+
CH A-
Ground

Remote

Start in
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Stop in
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Rack
Vial

Ground

Relays

Rly 1

Rly 2

Rly 3

Rly 4

Rly 5

Rly 6

Rly 7

Ready

I

O

Connections
for detectors

Remote
start/stop
connections

Rack-and-vial
port

Relay
connections

Dip
switches

RS232
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IEEE-488
port
(female)
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lug

Power
module

CH B+

CH B-

Ground

 

Back panel of 900A Series Interface 
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 To connect a 950/970 Series Interface to a GPIB port: 

1. Place the interface as close to the chromatograph as possible. The 
connection between the detector outputs and the interface should be made 
with shielded twisted pair wire. 

• For 900A Series Interfaces — Refer to the 950A/970A Series 
Intelligent Interface Operator’s Manual for specific information about 
connecting to the analog inputs on the interface. 

• For all other 900 Series Interfaces — Refer to the documentation that 
came with your interface for specific information about connecting to 
the analog inputs on the interface. 

2. Set the DIP switches on the back of the interface to match the desired IEEE-
488 bus address. There are eight DIP switches, which are numbered 1-8 
from left to right and are OFF when pushed in on the bottom and ON when 
pushed in at the top. The interface reads the state of the switches only at 
power-on. To change the switch settings, turn the power OFF, reset the 
switches, and turn the power back on. 

The factory default for the DIP switches is that they are all OFF. 

• DIP switches #1-4 are used to set the bus interface address. All interface 
addresses must be between 0 and 15, and no interface can use address 3, 
which the Ziatech card uses. Each interface connected to the system 
must use a unique address. If you observe erratic light patterns on the 
interface's front panel, make sure the interface's address is not set to 3 
and that no interfaces share the same address. The figure below shows 
the dip switch settings for each possible IEEE-488 address. 
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DIP switch settings for GPIB bus addresses for 
 series 950 and 970 interface addresses 

• DIP switch #5 normally controls the analog input polarity; the input 
range is specified in the acquisition method of the host software. If 
switch #5 is OFF, the polarity is Unipolar. If switch #5 is ON, then the 
polarity is Bipolar. 

For 900 Series Interfaces that are not in the “A” series, leave DIP switch #5 
OFF (Unipolar). 

• DIP switches #6-7 should be left OFF. 

• DIP switch #8 sets the state of the READY relay when Not Ready. If 
switch #8 is OFF, the READY Relay is OPEN when Not Ready. If 
switch #8 is ON, the READY Relay is CLOSED when Not Ready. 

3. Connect the detector(s) to the 900 Series Interface. 

If you are using an autosampler, or if you have a BCD cable to collect rack 
and vial information, connect the autosampler to the interface. 

• For 900A Series Interfaces ⎯ Refer to the installation section of the 
950A/970A Series Intelligent Interface Operator’s Manual for details. 

• For all other 900 Series Interfaces ⎯ Refer to the documentation that 
came with your interface for details. 
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4. Connect the interface(s) to the computer with an IEEE-488 cable. 

Do not place any cable next to, across, or beside devices that emit 
electrostatic interference, such as fluorescent lights. 

5. Repeat the above procedures for each 900 Series Interface. 

If you have more than one interface connected to the computer, use the daisy 
chain configuration. This configuration has a connection from the computer 
to only a single interface and from the first interface to the second, etc. The 
computer therefore has only one IEEE-488 cable attached to it, and each 
interface (except for the last) has two cables attached. 

Connecting 600 Series LINK Interfaces to a GPIB Port 
If you plan to collect digital data and/or control one or more instruments, you must 
use a 600 Series LINK Interface. You can connect up to four GC instruments or one 
LC instrument to each 600 LINK box. Each Interface must also have a unique GPIB 
bus address. The address must be between 0 and 15, and must not be 3, which is used 
by the Ziatech card. 

The following procedure applies to all 600 Series LINK interfaces, including integral 
interface cards. 

 To connect a 600 Series Interface to a GPIB port: 

1. If you are connecting a 600 Series LINK Interface box to a GPIB port, 
position the interface in a convenient location between the chromatograph(s) 
and the computer. 

2. Set the DIP switches on the back of the interface. There are eight DIP 
switches, which are numbered 1-8 from left to right and are OFF when 
pushed in on the bottom and ON when pushed in at the top. The interface 
reads the state of the switches only at power-on. To change the switch 
settings, turn the power OFF, reset the switches, and turn the power back on. 

The factory default for the DIP switches is that they are all OFF, which 
means that by default the interface is set to a baud rate of 9600, no parity; 
and one stop bit. 

• DIP switches #1-5 provide the GPIB address. For information on setting 
GPIB addresses, refer to the “GPIB Address Selection table” in the 600 
Series LINK Interface Operator’s Manual that came with your LINK 
Interface. 

• DIP switch #6 should be left OFF. This selects GPIB (IEEE-488) 
communication.  

• DIP switches #7-8 should be left OFF. 

3. Connect the detector(s) to the LINK.  
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4. Connect the LINK to the instrument with the appropriate cable set. Refer to 
your IPM manual or your Turbo LC Plus Installation Guide. 

5. Make sure that you have the appropriate serial communications boards for 
the instrument. Refer to your IPM manual or your Turbo LC Plus 
Installation Guide. 

6. Make sure that you have any cables required by the instrument itself, such as 
a ready cable between the instrument and its autosampler. 

7. Connect the interface(s) to the computer with a GPIB cable. 

8. Repeat the above procedures for each 600 Series Interface. 

If you have more than one interface connected to the computer, use the daisy 
chain configuration. This configuration has a connection from the computer 
to only a single interface and from the first interface to the second, etc. The 
computer therefore has only one GPIB cable attached to it, and each 
interface (except for the last) has two cables attached. 

Terminal Servers and Serial (COM) Ports 
In addition to a GPIB port, both the 900 and 600 Series Interfaces provide a serial 
host port. You can use this serial port to either connect to a terminal server port or to 
a standalone computer serial (COM) port. 

A terminal server is a device that contains one or more serial (RS232) ports, and is 
treated like any other networked resource such as a computer or a printer. 

While the serial communications protocols used for a specific terminal server may 
vary by manufacturer, in appearance, a terminal server port is analogous to a 
computer serial port. 

Connecting 941/950/970 Series Interfaces to a Terminal Server or a 
Serial Port 

This procedure also can be used to connect a 960 interface to a terminal server port 
or a standalone serial port. 

 To connect a 941/950/970 Series Interface to a terminal server port or a 
standalone serial (COM) port: 

1. Place the interface as close to the chromatograph as possible. The 
connection between the detector outputs and the interface should be made 
with shielded twisted pair wire. 

• For 900A Series Interfaces ⎯ Refer to the 941A Interface Manual or 
to the 950A/970A Series Intelligent Interface Operator’s Manual for 
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specific information about connecting to the analog inputs on the 
interface. 

• For all other 900 Series Interfaces ⎯ Refer to the documentation that 
came with your interface for specific information about connecting to 
the analog inputs on the interface. 

2. Set the DIP switches on the back of the interface. There are eight DIP 
switches, which are numbered 1-8 from left to right and are OFF when 
pushed in on the bottom and ON when pushed in at the top. The interface 
reads the state of the switches only at power-on. To change the switch 
settings, turn the power OFF, reset the switches, and turn the power back on. 

The factory default for the DIP switches is that they are all OFF, which 
means that by default the interface is set to a baud rate of 9600, no parity; 
Unipolar analog input, channel A, and the Ready Relay is Open when not 
ready. 

• DIP switches #1-2 allow configuration of serial port baud rates between 
9600 and 1200 baud. For information on setting baud rates, refer to the 
941A Interface Manual or the 950A/970A Intelligent Interface 
Operator’s Manual. 

• DIP switch #3 controls the parity setting. By default this is OFF (no 
parity). 

• DIP switch #4 is not used. 

• DIP switch #5 normally controls the analog input polarity; the input 
range is specified in the acquisition method of the host software. If 
switch #5 is OFF, the polarity is Unipolar. If switch #5 is ON, then the 
polarity is Bipolar. 

For 900 Series Interfaces that are not in the “A” series, leave DIP switch #5 
OFF (Unipolar). 

• DIP switches #6-7 should be left OFF. 

• DIP switch #8 sets the state of the READY relay when Not Ready. If 
switch #8 is OFF, the READY Relay is OPEN when Not Ready. If 
switch #8 is ON, the READY Relay is CLOSED when Not Ready. 

3. Connect the detector(s) to the 900 Series Interface. 

If you are using an autosampler, or if you have a BCD cable to collect rack 
and vial information, connect the autosampler to the interface. 

• For 900A Series Interfaces ⎯ Refer to the installation section of the 
941A Interface Manual or the 950A/970A Series Intelligent Interface 
Operator’s Manual for details. 
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• For all other 900 Series Interfaces ⎯ Refer to the documentation that 
came with your interface for details. 

4. Connect the interface to the terminal server port or the standalone serial port 
with a serial cable. Serial cables can be purchased from PerkinElmer, or you 
can make your own. Refer to the “Port Pinouts” section for the specific 
pinout settings you will need if you choose to make your own serial cable. 

5.  Repeat the above procedures for each 900 Series Interface. 
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Connecting 600 Series LINK Interfaces to a Terminal Server or 
Serial Port 

If you plan to collect digital data and/or control one or more instruments, you must 
use a 600 Series LINK Interface. You can connect up to four GC instruments or one 
LC instrument to each 600 LINK box. The following procedure applies to all 600 
Series LINK Interfaces, including integral interface cards. 

 To connect a 600 Series Interface to a Terminal Server or Serial port: 

1. If you are connecting a 600 Series LINK Interface box to a GPIB port, 
position the interface in a convenient location between the chromatograph(s) 
and the computer. 

2. Set the DIP switches on the back of the interface. There are eight DIP 
switches, which are numbered 1-8 from left to right and are OFF when 
pushed in on the bottom and ON when pushed in at the top. The interface 
reads the state of the switches only at power-on. To change the switch 
settings, turn the power OFF, reset the switches, and turn the power back on. 

The factory default for the DIP switches is that they are all OFF, which 
means that by default the interface is set to a baud rate of 9600, no parity; 
and one stop bit. 

• DIP switches #1-3 allow configuration of serial port baud rates between 
9600 and 300 baud. For information on setting baud rates, refer to the 
600 Series LINK Interface Operator’s Manual. 

• DIP switch #4 controls the parity setting. By default this is OFF (no 
parity). 

• DIP switch #5 controls whether or not a stop bit is used. By default this 
is OFF (one stop bit). 

• DIP switch #6 must be turned ON. This selects RS-232 (serial) 
communication.  

• DIP switches #7-8 should be left OFF. 

3. Make sure that you have the appropriate serial communications boards for 
the instrument. Refer to your IPM manual or to your Turbo LC Plus 
Installation Guide. 

4. Connect the LINK to the instrument with the appropriate cable set. Refer to 
your IPM manual or your Turbo LC Plus Installation Guide. 

5. Make sure that you have any cables required by the instrument itself, such as 
a ready cable between the instrument and its autosampler. 
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6. Connect the interface(s) to the terminal server port or the standalone serial 
port with a serial cable. Serial cables can be purchased from PerkinElmer, or 
you can make your own. If you choose to make your own serial cable, refer 
to the “Port Pinouts” section for the required pinouts. 

7. Repeat the above procedures for each 600 Series Interface. 
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Port Pinouts 
The following diagrams provide the cable connections for 600 Series LINK 
Interfaces and 900 Series Interfaces to Lantronix and Digital (DEC) terminal servers, 
as well as to standalone serial ports. Use these pinout diagrams if you wish to make 
your own serial cables. 

A cable purchased from PerkinElmer that has a 6-pin (RJ12) connector may be used 
to connect to a Lantronix terminal server that uses an 8-pin (RJ45) receptacle.  

The following cable connections are required for connecting a 600 Series LINK 
Interface to a Lantronix terminal server port that uses an RJ12 (6-pin) receptacle: 

LINK   RJ12 (6-Pin) Lantronix T/S 

2     5 

3     2 

4 

5 

7     3 

     4 

The following cable connections are required for connecting a 600 Series LINK 
Interface to a Lantronix terminal server port that uses an RJ45 (8-pin) receptacle: 

LINK   RJ45 (8-Pin) Lantronix T/S 

2     6 

3     3 

4 

5 

7     4 

     5 
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The following cable connections are required for connecting a 600 Series LINK 
Interface to a Digital (DEC) terminal server port: 

LINK    Digital (DEC) T/S 

2     2 

3     6 
4 

5 

7     3 

The following cable connections are required for connecting a 600 Series LINK 
Interface to a DB-25 standalone serial (COM) port: 

LINK    25 Pin COM Port 

2     3 

3     2 

4 

5 

7     7 

The following cable connections are required for connecting a 600 Series LINK to a 
DB-9 standalone serial (COM) port: 

Interface    9 Pin COM Port 

2     2 

3     3 

4 

5 

7     5 
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The following cable connections are required for attaching a 950/970 Series Interface 
to a Lantronix terminal server port that uses an RJ12 (6-pin) receptacle: 

Interface   RJ12 (6-Pin) 

2     2 

3     5 

4 

5 

7     4 

     3 

The following cable connections are required for attaching a 950/970 Series Interface 
to a Lantronix terminal server port that uses an RJ45 (8-pin) receptacle: 

Interface   RJ45 (8-Pin) 

2     3 

3     6 

4 

5 

7     5 

     4 

The following cable connections are required for attaching a 941 Series Interface to a 
Lantronix terminal server port that uses an RJ12 (6-pin) receptacle: 

Interface   RJ12 (6-Pin) 
 

2     5 

3     2 

4 

5 

7     4 

     3 
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The following cable connections are required for attaching a 941 Series Interface to a 
Lantronix terminal server port that uses an RJ45 (8-pin) receptacle: 

Interface   RJ45 (8-Pin) 
 

2     6 

3     3 

4 

5 

7     5 

     4 
The following cable connections are required for attaching a 950/970 Series Interface 
to a Digital (DEC) terminal server port: 

Interface   Digital (DEC) T/S 

2     6 

3     2 

4 

5 

7     3 

The following cable connections are required for attaching a 941 Series Interface to a 
Digital (DEC) terminal server port: 

Interface   Digital (DEC) T/S 

2     2 

3     6 

4 

5 

7     3 
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The following cable connections are required for connecting a 950/960/970 Series 
Interface to a DB-25 standalone serial (COM) port: 

Interface    25 Pin COM Port 
 

2     2 

3     3 

4 

5 

7     7 

The following cable connections are required for connecting a 950/960/970 Series 
Interface to a DB-9 standalone serial (COM) port: 

Interface    9 Pin COM Port 

2     3 

3     2 

4 

5 

7     5 
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The following cable connections are required for connecting a 941 Series Interface to 
a DB-25 standalone serial (COM) port: 

Interface    25 Pin COM Port 

2     3 

3     2 

4 

5 

7     7 

The following cable connections are required for connecting a 941 Series Interface to 
a DB-9 standalone serial (COM) port: 

Interface    9 Pin COM Port 

2     2 

3     3 

4 

5 

7     5 
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Appendix C 
Configuring TCP/IP for 

TotalChrom 
 

If you want to use a terminal server on your TotalChrom computer, you must set up 
and configure the computer to use Transport Control Protocol/Internet Protocol 
(TCP/IP). This is because the TotalChrom software uses TCP/IP to communicate 
with the terminal server. The terminal server that you want to use must also be set up 
and configured to use TCP/IP. 

This appendix provides an overview of TCP/IP, describes how to set up a small 
TCP/IP network with a computer and a terminal server, and explains how to test the 
connection between each TCP/IP network device. 

• If your organization is already using TCP/IP networking, refer to the 
“Configuring TCP/IP for TotalChrom on an Existing Network” section. 

• If your organization does not currently have TCP/IP networking in use, refer to 
the “Setting Up a New Private Network” section. 

• The “Assigning an IP Address/Subnet Mask to a Terminal Server” section 
provides basic instructions on how to manually assign an IP address to a terminal 
server. 

• The “Testing the Network and IP Installation” section provides information and 
instructions on how to test your network TCP/IP connections using the ping 
utility. 



Configuring TCP/IP on an Existing Network 

C-2 Appendix C 

Configuring TCP/IP on an Existing Network 
If your organization is already using TCP/IP networking, you will need to plan the 
TotalChrom configuration with the assistance of your organization’s network 
administrator. 

This section describes the TCP/IP parameters that you will need in order to configure 
the TCP/IP driver for your computer. It also explains how to use those parameters to 
configure the TCP/IP driver on a Windows XP/2000/NT or Windows 98 workstation. 

Obtaining the Required TCP/IP Parameters 
You will need to obtain certain information from your organization’s network 
administrator before proceeding with the TotalChrom configuration. This information 
is listed below. Because TCP/IP networks can be implemented in many different 
ways, some of this information may not apply to your situation, or may be 
unnecessary given your organization’s particular TCP/IP network implementation: 

• The computer that will be used to run the TotalChrom software must have both a 
name and an IP address. Your organization’s network administrator will provide 
the IP address, but you may be asked to choose the name. If your organization 
uses the Dynamic Host Configuration Protocol (DHCP), then only names will be 
available. 

• The subnet mask of the network. 

• The domain name of the network. 

• The IP address of the network Domain Name server. 

• If the network uses Windows Network Name (WINS) servers, the IP addresses 
of the WINS servers. 

• If the network is connected to other networks, the IP address of the network 
default gateway. 
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Configuring the TCP/IP Protocol Driver 
After you have obtained the necessary TCP/IP configuration settings from your 
organization’s network administrator, the next step is to configure the TCP/IP 
protocol driver with those settings on the computer that will be using the TotalChrom 
software. 

The following provides a generic procedure for configuring the TCP/IP driver for a 
Windows XP/2000/NT or Windows 98 computer. Consult your organization’s 
network administrator as necessary for detailed information and instructions. 

Make sure that when you enter data into numeric fields, you enter the data exactly as 
given to you by the network administrator. If any of the numeric fields are incorrectly 
entered, either the machine you are configuring will fail to operate correctly, or other 
machines on the network will fail to operate correctly. 

1. Access the network configuration settings by choosing the Network icon 
from the Control Panel. 

2. Enter the machine name in two places: 

• On the Identification tab, in the Computer Name text box. Do not 
include the domain name. For example, if the full name of the computer 
is tchrom.TCWS.COM, you would enter the name tchrom. 

• On the Protocols tab. 
 
For Windows XP/2000/NT — Select the Protocols Tab, select TCP/IP 
Protocol from the scrollable list, choose Properties, then select the DNS 
tab. Enter the machine name in the Host Name text box. 
 
For Windows 98 — Select TCP/IP Protocol from the scrollable list, 
choose Properties, then select the DNS Configuration tab. Enter the 
machine name in the Host text box. 

3. Enter the remaining TCP/IP configuration settings that you obtained from 
your Network Administrator. 

4. Choose OK to save the configuration and close the Network control panel. 

If you plan to use a terminal server, you must now assign it an IP address. Refer to 
the section “Assigning an IP Address to a Terminal Server” for information. 



Setting Up a New TCP/IP Private Network 

C-4 Appendix C 

Setting Up a New TCP/IP Private Network 
This section provides a brief overview of how to set up and configure a private 
TCP/IP network.* 

Most of the material in this section is a detailed overview about the general principles 
of TCP/IP networking. If you do not want to read this overview material, you can go 
directly to the network setup procedure, which is in the “Example: Setting Up a Small 
Private Network” section. 

Selecting a Range of TCP/IP Addresses 
If your organization does not currently use TCP/IP, and does not plan to connect to 
the Internet or to a larger corporate Wide Area Network, you can use a special range 
of TCP/IP network addresses that have been set aside for private (non-Internet) use 
by the InterNIC. InterNIC is the central authority for providing TCP/IP network 
addresses to sites connecting to the Internet. These private use network address 
numbers cannot be used for connections to the Internet. Your organization can simply 
pick one of these numbers and use it without asking anyone or applying for a 
permanent network assignment. The InterNIC is also responsible for supplying 
documents for all Internet standards.** 

If your organization ultimately does connect to the Internet, you can retain these 
private use addresses if you use a firewall that provides proxy services and address 
translation for the TCP/IP systems on the organization’s network. 

Assigning Host Names and IP Addresses 
A certain amount of recordkeeping is essential in managing a TCP/IP network. For a 
small network, the simplest approach is to create a file containing the list of host 
names and TCP/IP network addresses, then to copy this hosts file to each system that 
needs to be able to determine a network address based on the name of a host on the 
network. 

However, this simple approach breaks down quickly as the network grows. Special 
services (programs) called nameservers can be used to provide a central place from 
which all hosts on a network can learn the network address of another host based on 
the other host’s name. 

 

* A good resource for an introduction to the use of TCP/IP in the Windows NT environment is given in 
chapter 13 of the book Windows NT Server Professional Reference by Karanjit Siyan. Publisher: New 
Riders Publishing, ISBN no. 1-56205-481-3. 
 

** InterNIC document RFC 1597, Address Allocation for Private Internets describes address allocation for 
private networks. This document can be obtained from the World Wide Web with the URL 
http://ds.internic.net/rfc/rfc1597.txt. 
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Nameservers administer the Domain Name System (DNS) for a network. The 
Domain Name System (DNS) is a hierarchical, distributed method of organizing the 
name space of the Internet. The DNS groups hosts into a hierarchy of authority that 
allows addressing and other information to be widely distributed and maintained. The 
advantage to using DNS is that it eliminates dependence on a centrally-maintained 
file that maps host names to IP addresses. 

If you plan on expanding your network and/or connecting to the Internet in the future, 
you should use DNS rather than a hosts file. DNS is initially more time-consuming to 
set up than a hosts file; however, the task of maintaining and copying the map file can 
become even more time-consuming as your network grows. The following section 
provides information on DNS, and describes how nameservers provide DNS services. 

Understanding the Domain Name System (DNS) and Nameservers 
The top of the DNS hierarchy is known as the top-level domain. The top-level domain 
name appears at the right end of what is known as a fully qualified domain name. A 
fully qualified domain name for a computer consists of the computer name, the 
network name, and the top-level domain name. For example, the fully qualified domain 
name of the computer lax on the PerkinElmer network is lax.Perkin-Elmer.COM. 

• lax — is the name of a particular machine on the PerkinElmer network. 

• Perkin-Elmer — is the name of the network operating at the PerkinElmer site. 

• COM (for COMmercial) — is the top-level domain name. 

Large domains can be further organized into subdomains, often representing divisions 
or locations within an organization. For example, Sun Microsystems maintains two 
such subdomains: EAST.Sun.COM and WEST.Sun.COM for its East Coast and West 
Coast US operations. 

Other common top-level domains are EDU for educational institutions, NET for 
organizations operating networks, MIL for US military networks, GOV for non-
military government agencies, and ORG for organizations neither commercial or 
military. In most areas outside of the USA, the top-level domain is a country code. 
For example, the Trumpet Software International company in Australia operates a 
machine called jazz.trumpet.com.au. The top-level domain for this machine is AU 
(Australia). 

Nameservers are programs that, given a fully qualified domain name, can look up the 
IP address of a particular host. Using a nameserver, an organization that has been 
delegated authority over some part of the Internet name space can supply other hosts 
on the Internet with an IP address representing one of the hosts in its domain from its 
nameserver. For example, the computer ns.Perkin-Elmer.COM can supply the IP 
address of any host within the Perkin-Elmer.COM domain to any machine on the 
Internet requiring that information. 
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Understanding IP Ports 
In addition to the IP address, TCP/IP networking uses another number referred to as a 
port number to distinguish between the various services that may be running on a 
particular computer. Port numbers are similar to extensions on a telephone system; 
that is, all the extensions can be reached from the main number of the telephone 
system, but if you want to speak to a particular person, you need to know that 
person’s extension. For example, World Wide Web servers use port 80 by default. 
When a World Wide Web browser wants to connect to a particular World Wide Web 
server, the browser attempts to connect to port 80 at the server’s IP address. Ports like 
80 for Web servers and 23 for Telnet servers are commonly referred to as well-known 
ports. These ports are well known because they are enumerated in InterNIC standards 
document RFC 1700, Assigned Numbers. 

For terminal servers, the term port number has a different meaning: it is used to 
specify which serial port in the terminal server is being accessed. After you assign an 
IP address to a terminal server, the well-known Telnet IP port can be used to 
configure serial ports in the terminal server, as described in Appendix D and 
Appendix E. 

Example: Setting Up a Small Private Network 
The following describes a procedure for setting up a small private TCP/IP network. 
The resulting network will be used as a sample network in various examples 
throughout the rest of this appendix. 

1. Choose a network class based on the largest expected number of nodes to be 
placed on the network. 

There are three commonly used classes of Internet addresses. For this 
example, we will use a Class C private network address, which is limited to 
a maximum of 254 addresses (nodes). The different classes of Internet 
addresses are described in InterNIC document RFC 790, Assigned Numbers. 
The number ranges for private networks are listed in InterNIC document 
RFC 159, Address Allocation for Private Networks. For this example, we 
will use the network 192.168.10. Hosts on this network will have addresses 
ranging from 192.168.10.1 to 192.168.10.254. Zero and 255 are reserved for 
special use. 

For this example Class C network, the subnet mask value will be 255.255.255.0. 
Be certain that the subnet mask for each node is set the same, or the network will 
not operate properly. 
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2. Choose a domain name for the network. 

There is a direct correspondence between network numbers and domain 
names. Since the network is not being connected to the Internet, you can 
pick the domain name even more arbitrarily than the network number. 
However, if your organization has any future plans to connect to the 
Internet, it is a good idea to register the domain name with the InterNIC. 

In this example, we will use the name TCWS.COM as the network domain 
name. We chose the top-level domain COM because TCWS is a commercial 
operation. 

Choosing a network domain name is not absolutely required, because this is a 
private network. However, if your organization will ever want to use this network 
to connect to the Internet, you must use DNS, which requires that a network 
domain name exist. 

3. Assign host names and IP addresses to each node (device) on the network. 

For this example, our network will consist of one Windows XP/2000/NT 
workstation and one terminal server. We will use the name tcworkstation for 
the computer, and tcterminal for the terminal server. 

Since the example network has only two devices on it that need access to the 
host names, we not will use DNS at this time. Instead, we will take the simplest, 
most basic approach and create a hosts file of names and IP addresses. The 
terminal server never makes connections to other hosts, so only the Windows 
XP/2000/NT workstation system will need a copy of the hosts file. 

The hosts file must be called HOSTS (no file extension) for all computers, 
regardless of operating system. For Windows XP/2000/NT, this file is 
always located in the directory <NTDir>/System32/drivers/, where <NTDir> 
is the Windows XP/2000/NT install directory. For Windows 98, this file is 
always located in the WINDOWS directory. 

Using the example two-node network described earlier in this procedure, 
here are the entries in the HOSTS file: 

127.0.0.1 localhost 
192.168.10.2 tcterminal 

• The first entry is supplied with the sample HOSTS file that ships with 
Windows XP/2000/NT and Windows 98. It is the internal IP address of 
the computer. The convention that the network number 127.0.0 is 
internal to the machine is common to virtually all implementations of 
TCP/IP. 

• The second entry is the IP address and name of the other node. 
TotalChrom Workstation does not have an entry in the HOSTS file 
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because the file resides on the TotalChrom computer, which is the only 
computer in the example. 

4. Configure the TCP/IP protocol driver on the workstation computer. 

The “Configuring TCP/IP on an Existing Network” section lists the specific 
TCP/IP parameters that you will need, and provides instructions on how to 
configure the TCP/IP driver for Windows. 

After you have set up and configured your TCP/IP network, you must then assign an 
IP address to your terminal server(s). Refer to the following section, “Assigning an IP 
Address/Subnet Mask to a Terminal Server” for information. 

Assigning an IP Address/Subnet Mask to a Terminal Server 
Before you can reach a terminal server over a TCP/IP network, that terminal server 
must have an IP address and subnet mask. These can either be assigned by you, or 
automatically assigned by your organization’s network. 

If your organization’s TCP/IP network automatically assigns IP addresses and 
subnet masks to terminal servers, and the particular terminal server you wish to use 
can support this method of address/subnet mask assignment, you can skip this 
section. Consult your organization’s network administrator to find out how your 
network handles IP addressing and subnet mask assignment for terminal servers, and 
consult your terminal server documentation to determine whether or not your 
terminal server can support automatic IP address/subnet mask assignment. 

If your TCP/IP network does not automatically assign IP addresses and subnet masks 
to terminal servers, or your terminal server does not support automatic assignment of 
these items, you need to manually assign an IP address and a subnet mask to the 
terminal server. 

To manually assign an IP address and a subnet mask to a terminal server, you connect 
to the console serial port on the terminal server and enter commands to inform the 
terminal server firmware of the terminal server name and IP address. 

The following describes a generic procedure for manually assigning an IP address to 
a terminal server. The specific procedures and commands you execute will vary by 
terminal server manufacturer. Therefore, you need to refer to the installation 
documentation that came with your terminal server for complete information on how 
to carry out each of the steps described below. 

1. Connect the console port of the terminal server (usually port 1) to a serial 
port on a Windows XP/2000/NT, Windows 98, or other workstation that 
supports directly connected RS-232 devices. 

2. Connect the network port of the terminal server to your network. 
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3. Using a terminal emulation program (such as HYPERTRM.EXE for 
Windows XP/2000/NT and Windows 98), establish communication with the 
workstation serial port at 9600 baud, 8-bits, and no parity. 

4. Turn on the terminal server. When the terminal server has initialized, log on. 

5. Place the terminal server in a privileged mode. 

Before the commands needed to assign a name and an IP address are made 
available, the terminal server must be in a privileged mode. For most 
terminal servers, the command you enter to place the terminal server in the 
correct mode is SET PRIVILEGED. After you enter the command for 
privileged mode, you will be prompted for a password. For most terminal 
servers, the default password is SYSTEM. However, you will need to refer 
to your terminal server documentation for complete information and 
instructions on how to place your terminal server into a privileged mode. 

6. Issue the commands that are appropriate for your terminal server to assign the 
terminal server an IP address and a subnet mask. Make sure that the IP address 
you enter is the same one that was assigned when you set up the network. 

For most terminal servers, the commands you use are SET and DEFINE; 
however, you will need to refer to your terminal server documentation to 
obtain the specific commands required for your terminal server. 

In the following example, both the SET and DEFINE commands are shown. 
SET commands take effect immediately, but are not saved if the terminal 
server is rebooted or turned off. DEFINE commands, on the other hand, only 
take effect after the terminal server is reset. SET and DEFINE together make 
changes take place immediately, and preserve the changes after a terminal 
server reboot or power down. The IP address and subnet mask values that are 
used here are taken from the example network that was set up in the section 
“Example: Setting Up a Small Network.” The following example commands 
are for Lantronix terminal servers. 

SET SERVER IPADDRESS 192.168.10.2 
DEFINE SERVER IPADDRESS 192.168.10.2 
SET SERVER SUBNET MASK 255.255.255.0 
DEFINE SERVER SUBNET MASK 255.255.255.0 

Because the example network is a Class C network, the correct subnet mask 
value is 255.255.255.0. If your organization does not use a Class C network, you 
must obtain the correct subnet mask value from your Network Administrator 
before you can assign it to the terminal server. 
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Testing the Network and IP Installation 
After your TCP/IP network is installed and your computer and terminal server has 
been configured and connected to the network, you can easily determine whether or 
not the TCP/IP connections are working as planned. You do this using the ping 
utility, which is included with Windows XP/2000/NT and Windows 98 operating 
systems. Ping sends a data packet to a TCP/IP device, and if the device is present, a 
response comes back to the computer that is running ping. 

To use the ping utility, open an MS-DOS session. At the drive prompt, type the 
following: 

ping [name of network device] 

[Name of network device] is the name of the network device with which you want to 
communicate. 

The following example shows an error that can occur. 

The computer and terminal server device names and addresses that are used in these 
examples are taken from the small network that was set up in the section “Example: 
Set Up a Small Network.” This small network consists of one Windows XP, NT or 
Windows 2000 workstation named tcworkstation and one terminal server 
named tcterminal. 

• Attempt to ping tcterminal (the sample network terminal server) from 
tcworkstation (the sample computer): 

c:\>ping tcterminal 
Pinging tcterminal.TCWS.COM [192.168.10.2] with 32 
bytes of data: 
Request timed out. 
Request timed out. 
Request timed out. 
Request timed out. 

This error indicates that the terminal server is off, is disconnected from the 
network, or had its IP address incorrectly assigned. 
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The following example shows what a successful connection looks like. 

• Attempt to ping tcterminal (the sample network terminal server) from 
tcworkstation (the sample computer): 

c:\>ping tcterminal 
Pinging tcterminal.TCWS.COM [192.168.10.2] with 32 
bytes of data: 
Reply from 192.168.10.2: bytes=32 time<10ms TTL=128 
Reply from 192.168.10.2: bytes=32 time<10ms TTL=128 
Reply from 192.168.10.2: bytes=32 time<10ms TTL=128 
Reply from 192.168.10.2: bytes=32 time<10ms TTL=128 

Next Step: Configure the Terminal Server 
After you set up and configure the workstation computer and the terminal server to 
use TCP/IP, the next step is to configure the terminal server itself to communicate 
with the TotalChrom software. 

There are two appendices that describe how to configure a terminal server to 
communicate with the TotalChrom software: 

• Appendix D, “Configuring a Lantronix Terminal Server for TotalChrom.” 

• Appendix E, “Configuring a DEC Terminal Server for TotalChrom.” 

Refer to the appendix that is appropriate for your terminal server. Also, if you have 
one of the following, refer to the appropriate manual. 

• Iolan (Black Box), Refer to the Manual supplied with the Iolan  

• NCI, Refer to the manual supplied with the NCI 

• SoftLINK, Refer to the Help file supplied with SoftLINK. 
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Appendix D 
Configuring a Lantronix 

Terminal Server  
 

This appendix describes how to configure a Lantronix terminal server to 
communicate with TotalChrom. 

Before you can configure a Lantronix terminal server for TotalChrom, the terminal 
server itself must already have been assigned an IP address. Refer to “Manually 
Assigning an IP Address to a Terminal Server” in the appendix “Configuring TCP/IP 
for TotalChrom” and/or to your Lantronix documentation for information. 

Configuring a Lantronix terminal server to work with TotalChrom involves two 
separate tasks: 

• Configuring the terminal server itself 

• Configuring the specific terminal server ports you want to use 

To configure a terminal server and its ports, you access the terminal server via Telnet. 
You can use any application that is capable of opening a Telnet session to 
communicate with the terminal server; however, these procedures describe how to 
use TELNET.EXE, which is shipped with all versions of Windows. 

It is important to note that the Lantronix terminal server firmware includes online 
command help. You can type help from any prompt to see a list of online help 
topics. You can also get help for a particular command by typing help 
[commandname] where [commandname] is the command for which you want to 
obtain help. For example, to get online help on defining the parity for a port, you 
would type help define port parity. 
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Configuring the Terminal Server 
For complete information on the specific options and commands referenced in the 
following procedure, refer to your Lantronix documentation. 

 To configure a Lantronix terminal server: 

1. Access and start TELNET.EXE. 

2. Select Remote System from the Connect menu to open the Connect dialog 
box. 

 

3. Enter the network name or the IP address of the terminal server you wish to 
connect to in the Host Name text box. Do not alter the entries in the Port and 
Term Type text boxes. Choose Connect to close the dialog box and make the 
connection to the terminal server. 

4. At the Username prompt, type any name (it does not matter what name you 
input), then press Enter. The prompt changes to a local prompt with a > 
character at the end. 

5. In order to change a terminal server port configuration, you must be a 
“privileged” user. To get a privileged prompt, type set priv at the local 
prompt, then press Enter. When you are prompted for a password, type the 
default password, which is system (case does not matter), then press Enter. 
The prompt changes from a local prompt with a > character at the end, to a 
privileged prompt with two >> characters at the end. The following 
illustration shows the change from local to privileged prompts: 
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6.  Decide on what protocols, if any, you want to enable for the terminal server. 

Several different protocols are enabled by default from the factory. 
PerkinElmer recommends that you disable all protocols except for TCP/IP. 
TotalChrom uses only the TCP/IP protocol. Leaving any of the other 
protocols enabled may prove disruptive to your network. Enter each of the 
following commands to disable all of the unused protocols: 

define protocols lanmanager disabled 
define protocols lat disabled 
define protocols appletalk disabled 
define protocols netware disabled 

7. Enable or disable any other terminal server services and protocols as 
necessary. Refer to your Lantronix documentation and/or the online help for 
information on configuring terminal server services. 

8. To reinitialize the terminal server with the specified services and protocols, 
type the following command: 

initialize server delay 0 

You will be logged off Telnet and the terminal server will reboot itself. This 
process will take about one minute. 
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Configuring a Specific Terminal Server Port 
 To configure a specific Lantronix terminal server port: 

1. Connect to the desired terminal server as described in steps 1 - 3 of the 
previous section. 

2. Get into privileged mode as described in steps 4 - 5 of the previous section. 

3. After you are in privileged mode, type show port [x] where [x] is the 
physical port number of the port you want to configure. This shows you the 
current configuration settings of the port. 

The terminal server physical port number is NOT the number you will use when 
you configure this terminal server port as a data acquisition port in the System 
Configuration Editor application. The terminal server manufacturer establishes 
the numbering scheme that software programs must use in order to access 
individual terminal server ports. When you specify a Lantronix terminal server 
port number in the System Configuration Editor, you enter the port number as 
3000 + [x], where [x] is the physical port number. For example, if you wish to 
configure terminal server port 2 as a data acquisition port for TotalChrom, you 
would enter the port number as 3002 when you add the terminal server port to 
your system configuration. Refer to “Configuring Ports” in Chapter 3, “System 
Configuration” for information on configuring terminal server ports as data 
acquisition ports. 

The following illustrates the characteristics of a Lantronix terminal server 
port that has been properly configured to work with TotalChrom: 
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4. Configure the desired terminal server port so that it looks exactly as shown 
in the previous illustration by using the DEFINE command with the 
following syntax: 

define port [n] [characteristic] [new value] 

•  [n] is the physical port number. 

• [characteristic] is the name of the characteristic you want to change. 

• [new value] is the new value for the named characteristic. 

For example: 

define port 2 parity none 

Refer to your Lantronix documentation for information on DEFINE 
command syntax and/or refer to the online help. 

5. Decide whether or not to enable any secondary characteristics for the desired 
terminal server port. The secondary characteristics enabled for the port, if 
any, are shown after the word Characteristics in the show port 
[x] display (see the previous illustration). 

PerkinElmer recommends that you turn off all secondary characteristics for 
all terminal server ports that you wish to use as TotalChrom data 
acquisition ports. Using any secondary port characteristics may conflict with 
the data collection operations of the interface that you ultimately connect to 
the terminal server port. 

To disable a secondary port characteristic, use the following command: 

define port [n] [characteristic] disabled 

• [n] is the physical port number. 

• [characteristic] is the name of the secondary characteristic you want to 
disable. The command line cannot exceed 132 characters in length. 

For example: 

define port 2 autoprompt disabled 

 Refer to your Lantronix documentation and/or the online help for 
information on disabling port characteristics. 
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6. In order to save your changes to the terminal server port, you must log out 
the port. Do not skip this step! The port logout command is: 

logout port [n] 

where [n] is the physical port number. 

7. To disconnect from the terminal server and end the Telnet session, type 
logout. 
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Appendix E 
Configuring a DEC 

Terminal Server 
 

This appendix describes how to configure DEC terminal server models DS90M and 
DS90TL to communicate with TotalChrom.  PerkinElmer does not recommend using 
DEC 700 terminal server with 600 series link boxes.  It is recommended that DEC 
700 terminal server should only be used with NCI/900 interfaces and the Lantronix 
terminal server should only be used with 600 series link boxes. Similar configuration 
steps are required on other DEC terminal server models. Refer to your DEC terminal 
server documentation for specific instructions. 

Before you can configure any DEC terminal server for TotalChrom, the terminal 
server itself must already have been assigned an IP address. Refer to “Manually 
Assigning an IP Address to a Terminal Server” in the appendix “Configuring TCP/IP 
for TotalChrom” and/or to your DEC Server documentation for information. 

Configuring a DEC terminal server to work with TotalChrom involves: 

• Configuring the terminal server itself 

• Configuring the specific terminal server ports you want to use 

To configure a terminal server and its ports, you access the terminal server via Telnet. 
You can use any application that is capable of opening a Telnet session to 
communicate with the terminal server; however, these procedures describe how to 
use TELNET.EXE, which is shipped with all versions of Windows. 

It is important to note that the DEC terminal server firmware includes online 
command help. You can type help from any prompt to see a list of online help 
topics. You can also get help for a particular command by typing help 
[commandname] where [commandname] is the command for which you want to 
obtain help. For example, to get online help on defining the parity for a port, you 
would type help change port parity. 
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Configuring the Terminal Server and Ports 
For complete information on the specific options and commands referenced in the 
following procedure, refer to your DEC terminal server documentation. 

 To configure a DEC terminal server and selected ports: 

1. Access and start TELNET.EXE. 

2. Select Remote System from the Connect menu to open the Connect dialog 
box. 

 

3. Enter the network name or the IP address of the terminal server you wish to 
connect to in the Host Name text box. Do not alter the entries in the Port and 
Term Type text boxes. Choose Connect to close the dialog box and make the 
connection to the terminal server. 
 
When the connection is made, the window is blank, and the cursor will 
appear in the upper left corner of the screen. 

4. Press Enter and a pound sign prompt ( # ) appears. Type access, then 
press Enter. Note that the word access does not appear on the screen as 
you type it. 

5. At the Username prompt, type any name (it does not matter what name you 
type), then press Enter. The prompt changes to a local prompt with a > 
character at the end. 

6. In order to change a terminal server port configuration, you must be a 
“privileged” user. To get a privileged prompt, type set priv at the local 
prompt, then press Enter. When you are prompted for a password, type 
system (case does not matter), then press Enter. 
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7. To set the terminal server serial port inactivity delay to 1 minute, use the 
following commands: 

change server inactivity timer 1 
change port n inactivity logout enabled 

where [n] is the physical port number or all 

If a server is rebooted, the Acquire background process stops, and this 
parameter properly ends the terminal server-to-TotalChrom communication 
after the delay time has elapsed. This delay ensures that communication can 
be successfully reestablished after the server has completed the reboot 
process. 

8. If this is a new terminal server that has never been used, go to step 9. If not, 
check for and disable the LAT protocol. 

By factory default, the LAT protocol is disabled. However, if you have used 
this terminal server on another system, the LAT protocol may have been 
enabled. Unless it is absolutely necessary for you to use the LAT protocol 
with this terminal server, PerkinElmer recommends that you disable the 
protocol for this terminal server. 

9. Type show port [n] where [n] is the physical port number of the port 
you want to configure. This shows you the current configuration settings of 
the port. 



Configuring the Terminal Server and Ports 

E-4 Appendix E 

The following illustrates the characteristics of a DEC terminal server port 
that has been properly configured to work with TotalChrom: 

 

10. Configure the terminal server port so that it looks exactly as shown in the 
previous illustration by using the CHANGE command with the following 
syntax: 

change port [n] [characteristic] [new value] 

• [n] is the physical port number. 

• [characteristic] is the name of the characteristic you want to change. 

• [new value] is the new value for the named characteristic. 

For example: 

change port 8 parity none 
 Refer to your DEC documentation for information on CHANGE command 

syntax and/or refer to the online help. 

11. If this is a new terminal server that has never been used, go to step 11. If not, 
enable the secondary characteristics INPUT FLOW CONTROL and 
OUTPUT FLOW CONTROL for the terminal server port. 

By factory default, the INPUT FLOW CONTROL and OUTPUT FLOW 
CONTROL characteristics are enabled for all terminal server ports. 
However, if you used this terminal server on another system, one or both of 
these characteristics may have been disabled for a particular port. 
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To enable the INPUT and OUTPUT FLOW CONTROL characteristics, 
enter the following commands: 

change port [n] input flow control enabled 
change port [n] output flow control enabled 
where [n] is the physical port number. 

12. Review the secondary characteristics that are enabled for the terminal server 
port. The secondary characteristics enabled for the port, if any, are shown 
after the phrase Enabled Characteristics in the show port [x] 
display (see the previous illustration). 

The only secondary characteristics that are required for TotalChrom are 
INPUT FLOW CONTROL and OUTPUT FLOW CONTROL (see step 10). 
PerkinElmer recommends that you turn off all other secondary 
characteristics for all terminal server ports that you wish to use as 
TotalChrom data acquisition ports. Using additional secondary port 
characteristics may conflict with the data collection operations of the 
interface that you ultimately connect to the terminal server port. 

To disable a secondary port characteristic, use the following command: 

change port [n] [characteristic] disabled 

• [n] is the physical port number. 

• [characteristic] is the name of the secondary characteristic you want to 
disable. The command line cannot exceed 132 characters in length. 

For example: 

change port 8 autoprompt disabled 

Refer to your DEC documentation and/or the online help for information on 
disabling port characteristics. 

13. Configure the telnet characteristics for the desired terminal server port. To 
see the current telnet characteristics for a port, type 

show port [n] telnet characteristics 

where [n] is the physical port number. 

The following illustrates the telnet characteristics of a DEC terminal server 
port that has been properly configured to work with TotalChrom: 
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14. Configure the desired terminal server port so that it looks exactly as shown 
in the previous illustration. 

It is essential that the NEWLINE FROM TERM, NEWLINE FROM HOST, 
NEWLINE TO TERM, and NEWLINE TO HOST characteristics all be set 
to <CRLF>. To set these characteristics, enter the following commands: 

change port [n] telnet newline from terminal <CRLF> 
change port [n] telnet newline from host <CRLF> 
change port [n] telnet newline to terminal <CRLF> 
change port [n] telnet newline to host <CRLF> 

• [n] is the physical port number. 

• The <CRLF> characteristic must be entered exactly as shown:  in all 
uppercase letters within angle brackets. 

15. Configure the telnet server characteristics for the desired terminal server 
port. To see the current telnet server characteristics for a port, enter the 
following command: 

show port [n] telnet server characteristics 

where [n] is the physical port number. 

The following illustrates the telnet server characteristics of a DEC terminal 
server port that has been properly configured to work with TotalChrom: 
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16. Configure the desired terminal server port so that it looks exactly as shown 
in the previous illustration. 

It is essential that the NEWLINE FROM TERM, NEWLINE FROM HOST, 
NEWLINE TO TERM, and NEWLINE TO HOST characteristics all be set 
to <CRLF>. To set these four characteristics, enter the following commands: 

change port [n] telnet server newline 
from terminal <CRLF> 

change port [n] telnet server newline 
from host <CRLF> 

change port [n] telnet server newline 
to terminal <CRLF> 

change port [n] telnet server newline 
to host <CRLF> 

• [n] is the physical port number. 

• The <CRLF> characteristic must be entered exactly as shown:  in all 
uppercase letters within angle brackets. 
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17. Assign a logical port number to the physical port number. This requires that 
you enter the following two commands for each port that you want to use: 

change telnet listener [x] port [n] enabled 
change telnet listener [x] connections enabled 

• [x] is the logical port number. This value is the physical port number 
plus 2000. 

• [n] is the physical port number. 

For example, if you were configuring physical port number 5, you would 
enter the following two commands: 

change telnet listener 2005 port 5 enabled 
change telnet listener 2005 connections enabled 

You will use the logical port number in the System Configuration Editor when 
you configure this terminal server port as a data acquisition port. Refer to 
“Configuring Ports” in Chapter 3, “System Configuration” for information on 
configuring terminal server ports as data acquisition ports. 

18. In order to save your changes to the terminal server port, you must log out 
the port. Do not skip this step! The port logout command is: 

logout port [n] 

where [n] is the physical port number. 

19. To disconnect from the terminal server and end the Telnet session, type 
logout. 
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Appendix F 
Migrating to TotalChrom 

Ver. 6.X.X 
 

This chapter describes the hardware and software requirements for migration to 
TotalChrom from: 

• Access*Chrom version 1.4 or later 

• Turbochrom Professional  
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Migrating from Access*Chrom 
Migrating from Access*Chrom to TotalChrom requires that you reuse or replace 
existing hardware as appropriate and consider the conversion of raw data  and method 
files. This section describes specific hardware requirements and data conversion 
procedures for migration from Access*Chrom to TotalChrom.  

Hardware Conversion 
Like Access*Chrom, TotalChrom allows an interface to be connected to the network 
through a terminal server, or connected directly to a workstation running Windows 
XP/2000/NT through an RS-232 serial connection. With a few modifications, you 
may be able to use your current interfaces and terminal servers along with the cables 
and connectors.  

Terminal Servers 
TotalChrom requires that terminal servers communicate with the host server using the 
Transmission Control Protocol/Internet Protocol (TCP/IP) instead of the DEC LAT 
protocol required for Access*Chrom. If an existing terminal server that you use to run 
Access*Chrom does not support TCP/IP, you cannot use it with the TotalChrom 
software. 

The following DECServers do not support TCP/IP, and cannot be upgraded to do so. 
Note that this is not a complete listing: 

• DECServer 100, 200, 300, 500 

• DECServer 90L, 90L+ 

The following terminal servers support TCP/IP. Note that this is not a complete 
listing: 

• DECServer 90TL, 90M 

• DECServer 700, with NAS software 

• Lantronix ETS8P (PerkinElmer Part Number S200-0062), ETS16P (PerkinElmer 
Part Number S200-0063), and MSS1 (PerkinElmer Part Number S200-0061) 

For information about configuring TCP/IP for use with TotalChrom, refer to 
Appendix C. 

For information about physically configuring terminal servers for use with 
TotalChrom, refer to Appendices D and E. 

If you have another type of terminal server: 

• Refer to one or both of the previous appendices to obtain the necessary 
TotalChrom configuration information, and 
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• Refer to the documentation supplied with your terminal server for information on 
how to configure your terminal server for TotalChrom software. 

Interfaces 
The following interfaces cannot be used with TotalChrom: 

• Any of the model 700 or 800 Series Interfaces 

• Model 940 Series Interfaces 

The following interfaces that can be used with Access*Chrom can be migrated to 
TotalChrom: 

• 941, 941A 

• 600, 610, 680 (Integral LINK) 

Note that 941/941A interface firmware must be EPROM version 2.4 or later, and 
LINK interface firmware must be EPROM version 1.4 or later.  

You do not need to change the interface DIP switch positions when migrating from 
Access*Chrom to TotalChrom software.  

Cables and Connectors 
With a few modifications, you may be able to use the cables and connectors that you 
currently use to connect interfaces to terminal servers for your Access*Chrom system 
for your TotalChrom system.  

To connect an interface to a terminal server, the interface end of the cable must have 
a DB25 connector. On the terminal server end, the connector required depends on the 
type of terminal server that is used. Refer to the documentation supplied with your 
interface and to Appendices D and E to determine the physical configuration and 
wiring (pinout) configuration required for a TotalChrom system.  

To use your Access*Chrom cables and connectors for your TotalChrom system, first 
compare the physical configuration of your Access*Chrom cables to that required for 
your TotalChrom system. If your Access*Chrom cables and connectors have the 
correct physical configuration, then compare your existing Access*Chrom wiring 
(pinout) configuration to the required TotalChrom configuration. Refer to 
Appendices D and E to make any necessary pinout changes for your TotalChrom 
system. 

For further assistance, contact PerkinElmer Technical Support.  
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File Conversion 
You can use one of the following approaches to convert Access*Chrom methods and 
raw data files to TotalChrom format: 

• Directly using the TotalChrom Convert application: Lets you convert raw 
data and Access*Chrom methods to TotalChrom format. 

• Indirectly through intermediate conversion to ANDI format: Lets you 
convert Access*Chrom raw data files, but not Access*Chrom methods, to 
TotalChrom format through intermediate conversion to ANDI (Analytical Data 
Interchange) format.  

Converting Files Directly Using the TotalChrom Convert Application 
Using the TotalChrom Convert application, you can convert raw data and 
Access*Chrom methods to TotalChrom raw data and method (.MTH) files. You can 
then reprocess the newly converted TotalChrom raw data to obtain TotalChrom result 
(.RST) files. This approach provides more complete file conversion. Using this 
approach, you transfer the Access*Chrom files to the PC and convert them to 
TotalChrom format.  

Note the following when converting Access*Chrom methods to TotalChrom 
methods: 

• Access*Chrom permits duplicate component names; TotalChrom does not. 
Converted methods will have duplicate names. To use the converted TotalChrom 
method, you will need to change these to unique names. 

• Access*Chrom report units are not converted. 

• The Access*Chrom default volume injected will always be converted as 1 and 
becomes the Sample Volume in the TotalChrom Components Global Information 
dialog box.  

• In an Access*Chrom method, if the exponent of a weighting factor is greater 
than 2, (for example, 1/x**3, or 1/5**5), the weighting factor will be set to None 
in the TotalChrom method because TotalChrom has no equivalent weighting 
factor.  

• If there are any zero amounts for a component in any calibration levels, and a 1/x 
or 1/x**2 weighting factor has been selected in Access*Chrom, weighting in the 
TotalChrom Ver. 6.X.X method will be turned off for that component. 

• Access*Chrom relay events are not translated into instrument events.   

• Access*Chrom groups are not converted.  
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Once you have successfully transferred the file from your VMS system to your PC, 
use one of the following procedures to convert your Access*Chrom file(s) to the 
TotalChrom format. 

 To convert Access*Chrom raw data files to TotalChrom data files: 

1. Transfer the raw data .RAW file(s) from the VMS system to your 
TotalChrom system. See “Transferring files from the VMS system to the 
PC.” 

2. Choose Convert from the Navigator Apps menu to display the Convert 
dialog box.  

3. To specify the file(s) for conversion and initiate file conversion, choose A*C 
to TC Data from the Convert menu, select the desired file(s) in the 
TotalChrom Multiple File-Select dialog box, and choose Open.  

TotalChrom displays the conversion status and any error condition(s), if 
conversion was unsuccessful.  

4. To view the conversion results for each file, select the desired file in the File 
Name text box.  

TotalChrom displays the results in the lower portion of the Convert dialog 
box. 

 To convert Access*Chrom method files to TotalChrom method files: 

1. Transfer the method file(s) from the VMS system to your TotalChrom 
system. See “Transferring files from the VMS system to the PC.” 

2. Choose Convert from the Navigator Apps menu to display the Convert 
dialog box.  

3. To specify the file(s) for conversion and initiate file conversion, choose A*C 
to TC Method from the Convert menu, select the desired file(s) in the 
TotalChrom Multiple File-Select dialog box, and choose Open.  

TotalChrom displays the conversion status and any error condition(s), if 
conversion was unsuccessful.  

4. To view the conversion results, select the desired file in the File Name text 
box. 

TotalChrom displays the results in the lower portion of the Convert dialog 
box. 
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Converting Files Indirectly Through ANDI Format  
You can convert Access*Chrom raw data files, with or without some information 
from the processed data files and binary peak files. You cannot convert 
Access*Chrom method files to TotalChrom method files using this approach. 

To use this conversion approach, you convert AC files to ANDI format, transfer the 
ANDI files to the PC, and then convert the ANDI files to TotalChrom format. The 
NAI$DIR:[NAI.PROGS] directory contains the two programs used to convert 
Access*Chrom data to the ANDI format, and vice versa.  

 To convert Access*Chrom files through ANDI format to TotalChrom 
format: 

1.  On the Access*Chrom (VMS) system, define an external symbol to allow 
the program to accept user-supplied parameters. Use the following syntax: 

 $ AC_AIA :== $NAI$PROGS:AC_AIA.EXE 

• AC_AIA is the external symbol name. 

• NAI$PROGS:AC_AIA.EXE is the conversion program. 

2. Pass the raw data file name to the conversion program using the following 
syntax: 

$ AC_AIA <Access*Chrom raw data file name> [C1/C2/C12] [.CDF file name] 

• The Access*Chrom raw data file name is required. 

• The C parameter controls whether the resulting ANDI file will contain 
only raw data (C1), only peak information (C2), or both (C12). The 
default is C1 (raw data). For C2 or C12, the processed data file must be 
in the same directory as the raw file. The conversion will also use the 
binary peak file (.BPF) of the same name. If the peak file (.BPF) is not 
accessible, some fields in the ANDI (converted) file will not be filled in. 

Here is an example: 

 $ AC_AIA  MYFILE001.RAW C12 

Notice that in this example that you do not need to supply the .CDF file 
name after the “C” parameter controls. By default, the ANDI file will be 
created with the same root name as the Access*Chrom raw data file, but 
with the .CDF extension. You can specify a different file name, if you wish.  

The parameter separators must be spaces—commas will not work. 

3.  Transfer the .CDF file from the VMS system to your TotalChrom system. 
See “Transferring files from the VMS system to the PC.” 
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4. Once this file is transferred to TotalChrom, run Convert from the Navigator 
Apps menu, and choose AIA to TC conversion to initiate the conversion 
process. 

TotalChrom will process the .CDF file and create the appropriate 
TotalChrom files based on the options previously selected. 

Transferring Files from the VMS System to the PC 
You can use Reflection 4 for Windows (available from Walker, Richer and Quinn) 
for transferring Access*Chrom methods and data files to a PC. The cooperating 
program for these Reflection file transfers is 
NAI$DIR:[NAI.FREE]VAXLINK2.EXE on your VAX or ALPHA. 

 To transfer Access*Chrom files to your PC: 

1. Define a symbol known to your VMS process that points to the location of 
VAXLINK2.EXE.  For example, 

$VAXLINK2  :== $NAI$DIR:[NAI.FREE]VAXLINK2.EXE 

The symbol name VAXLINK2 must then appear in Reflection 4 as the Host 
System Startup Command. 

2. In Reflection 4 File Transfer Setup dialog box, select the WRQ Protocol tab, 
and specify the following: 

Transfer Type: Binary for RAW data files and CDF (ANDI) files; ASCII 
for MET files. 

Transfer Link: 7-bit 

Compression: Huffman Compression 

Frame Size: 512 

Window Size: 2 

Fast File Transfer: Negotiate 

Host Record Size: 0 

3. In the Reflection 4 File Transfer dialog box, specify the Transfer Type: 

To transfer raw files: Use Binary transfer for raw data files, and rename 
these files with the .ACR extension on the PC to be properly read by the 
Convert application.   



Migrating from Turbochrom Professional  

F-8 Appendix F 

Old data files such as QUANT001.RAW that have relative, rather than the 
current sequential, file organization cannot be transferred successfully. 

To transfer method files: Use ASCII transfer for method files, and rename 
these files with the .ACM extension on the PC to be properly read by the 
Convert application.  

To transfer ANDI files: Use Binary transfer and the /W switch after the 
host filename. For example,  

  TEST014.CDF/W 

The Convert application expects the same .CDF extension.  

Migrating from Turbochrom Professional 
TotalChrom Ver. 6.X.X can read all files that were created in Turbochrom 
Professional version 4.0 or later. Note that once you save a file in 
TotalChrom Ver. 6.X.X, the file is converted to TotalChrom Ver. 6.X.X format, and 
you cannot use the file again in Turbochrom Professional. In other words, 
TotalChrom Ver. 6.X.X files are not “backward compatible.” 

If you have a version of Turbochrom Professional prior to version 4.0, you must 
upgrade to the current shipping version of Turbochrom Professional before you can 
migrate to TotalChrom Ver. 6.X.X. 
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job types 
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automatic logon  3-25 
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nameservers  C-4 
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PAK Administrator  6-13 
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passwords 
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user accounts  3-37 
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.INI files  8-8 
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